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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

¢ Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e Never install telephone wiring during stormy weather conditions.

CAUTION:

m  Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

n Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

m  If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

m Disconnect the power line from the device before servicing
m For indoor use only

m Do NOT open the casing

[ Do NOT use near water

m Keep away from the fire

n For use in ventilated environment / space

m  Débranchez I'alimentation électrique avant I'entretien

m Cet appareil est concu pour |l'usage intérieur seulement
m  N'ouvrez pas le boitier

m N'utilisez pas cet appareil prés de |'eau

= N'approchez pas du feu

m  Veuillez utiliser dans un environnement aéré

Power Specifications ( Alimentation ) :
Input : 12Vdc, 3.0A or 2.0A -C®
Output : USB3.0, === 900mA C

User Information
Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit dutilisation de I'appareil
par |'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
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This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.
This device complies with Part 15 of the FCC Rules and Industry Canada
licence-exempt RSS standard(s).

Operation is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de fagon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

Cet appareil est conforme a la norme RSS Industrie Canada exempts de licence
norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris les interférences
qui peuvent causer un mauvais fonctionnement du dispositif.

Radiation Exposure

FCC
1. This Transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 23 cm between the radiator and your body.

ISED

This device complies with the ISED radiation exposure limit set forth for an
uncontrolled environment. This device should be installed and operated with
minimum distance 23 cm between the radiator & your body. This transmitter must
not be co-located or operating in conjunction with any other antenna or transmitter.

“This product meets the applicable Innovation, Science and Economic development
Canada technical specifications”.

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce
the potential for harmful interference to co-channel mobile satellite systems.

This product meets the applicable Industry Canada technical specifications.

Cet équipement est conforme avec I'exposition aux radiations ISED définies pour un
environnement non controlé. Cet équipement doit étre installé et utilisé a une
distance minimum de 23 cm entre le radiateur et votre corps. Cet émetteur ne doit
pas étre co-localisées ou opérant en conjonction avec une autre antenne ou
transmetteur.
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«Ce produit est conforme aux spécifications techniques applicables d'Innovation,
Sciences et Développement économique Canadas».

les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniguement pour une utilisation a l'intérieur afin de réduire les risques de
brouillage préjudiciable aux systemes de satellites mobiles utilisant les
mémes canaux.

Le présent matériel est conforme aux specifications techniques applicables
d’'Industrie Canada.

Certification
e FCC/ IC standard
Part 15B / ICES-003
Part 15C / RSS-247( 2.4GHz )
Part 15E / RSS-247( 5GHz )
UL 62368-1 / CSA 62368-1

Copyright

Copyright©2024 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.

Open Source Software Notice

Comtrend’s products use open source software to fulfill their function.

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are allowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public License. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:
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Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
products will strictly follow the market's standard requirements. It is not permitted
to modify any Wi-Fi parameters, including the Wi-Fi power setting.

Obtain Source Code
If you wish to download the open source code please see:
https://www.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be
provided with the entire source code for that product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email: Comtrend support team - opensource@comtrend.com

Postal: Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,

New Taipei City 241405,
Taiwan
Tel: 886-2-2999-8261

In detail name the product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WILL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html

Protect Our Environment

This symbol indicates that when the equipment has reached the end of
its useful life, it must be taken to a recycling centre and processed

EE separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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Chapter 1 Introduction

PRT-6301v2 is a home gateway with an updated silicon platform. It provides 5 Giga
Ethernet ports and an 802.11ax Wireless solution on 2.4GHz (2T2R) & 5GHz (4T4R)
frequency bands. PRT-6301v2 allows central management (ACS) by following

TR-069.
The core design concept of PRT-6301v2 is to enhance the user experience on high

speed applications with its high power wireless design, so as to provide better
coverage and stable Wi-Fi services.
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Chapter 2 Installation
2.1 Hardware Setup

DO NOT STACK

Non-stackable
This device is not stackable - do not place units on top of each other, otherwise
damage could occur.

Follow the instructions below to complete the hardware setup.

10

Leading the Communication Trend



2.1.1 Back Panel

The figure below shows the back panel of the device.
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WiFi On/Off/ WPS Button 5G

Press the 5G button for less than 10 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 5G button > 10 seconds and less than 15 seconds to
enable/disable the WiFi function.

WiFi On/Off/ WPS Button 2.4G

Press the 2.4G button for less than 10 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button > 10 seconds and less than 15 seconds to
enable/disable the WiFi function.
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USB Port

This port can be used to connect the router to a storage device. It can only be used
for SAMBA(storage) and for a Printer Server. Support for other devices may be
added in future firmware upgrades.

LAN (Ethernet) Ports

Use 1000-BASE-T RJ-45 cables to connect up to four network devices to a Gigabit
LAN, or 10/100BASE-T RJ-45 cables for slower networks. As these ports are
auto-sensing MDI/X, either straight-through or crossover cable can be used.

ETH WAN PORT

This port is designated to be used for Ethernet WAN functionality only. Use
1000-BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE-T
RJ-45 cables for standard network usage. This ports is auto-sensing MDI/X; so
either straight-through or crossover cable can be used.

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section - LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.
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2.1.2 Bottom Panel

Reset Button \

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.1.3 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the PRT-6301v2 will go into a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

13
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2.1.3 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

LED Color Mode Function

IP connected and no traffic detected (the device
has a WAN IP address from IPCP or DHCP is up or
a static IP address is configured, PPP negotiation
is successfully complete.)

On

Modem power off, modem in bridged mode or

Off WAN connection not present.

INTERNET IP connected and IP Traffic is passing through the

Blink device (either direction)

Device attempted to become IP connected and

failed (no DHCP response, no PPPoE response,

PPPoE authentication failed, no IP address from
IPCP, etc.)

On

14
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On Ethernet WAN is connected.
ETH WAN Off Ethernet WAN is not connected.
Blink Ethernet WAN is transmitting/ receiving.
On 5G Wi-Fi enabled.
5G WiFi Off 5G Wi-Fi disabled.
Blink 5G Data transmitting or receiving over WLAN.
On 2.4G Wi-Fi enabled.
2.4G WiFi Off 2.4G Wi-Fi disabled.
Blink 2.4G Data transmitting or receiving over
WLAN.
on WPS connection successful. The LED will stay on
for 3 minutes.
WPS Off No WPS association process ongoing.
Slow Blink | WPS connection in progress.
. WPS connection unsuccessful. The LED will keep
Fast Blink L
blinking for 30 seconds.
On An Ethernet Link is established.
ETH 1X-4X Off An Ethernet Link is not established.
Blink Data transmitting or receiving over Ethernet.
On At least one device is connected to the USB port.
Off No device is connected to the USB port or a
usB device is connected to a USB port but not active.
. Data TX/RX passing through at least one of the
Blink
USB ports.
On The device is powered up.
Off The device is powered down.
POST (Power On Self Test) failure or other
POWER malfunction. A malfunction is any error of
On internal sequence or state that will prevent the
device from connecting to the DSLAM or passing
customer data.
Note:

A malfunction is any error of internal sequence or state that will prevent the device
from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing
or in operations which result in a unit state that is not expected or should not occur.

IP connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or
a static IP address is configured, PPP negotiation has successfully complete - if used
- and DSL is up ) and no traffic detected. If the IP or PPPoE session is dropped for
any other reason, the light is turned off. The light will turn red when it attempts to
reconnect and DHCP or PPPoE fails.

15
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Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.

16
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3.2 IP Configuration

DHCP MODE

When the PRT-6301v2 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves IP addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocel Version 4 (TCP/IPv4) Properties Iiléj

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{7 Use the following IP address:

i@ Obtain DMS server address automatically

(7 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ][ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.

17
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STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (0OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

Internet Protocel Version 4 (TCP/IPvA) Properties Iilﬂ—hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255,255, 0
Default gateway:

Cbtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upon exit

[ OK ][ Cancel ]

STEP 4: Click OK to submit these settings.
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3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Information screen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Sign in

(=1}

81.1

httpe//192.1

Your connection to this site is not private

Username root

Click OK to continue.

NOTE: The login password can be changed later (see section 8.7.1 Accounts). |
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STEP 3: After successfully logging in for the first time, you will reach this screen.

[l

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

Topology

’@ﬂ}é@uh

Basic Setup  Advanced Setup Diagnostics Management
Device
Medel PAT-E301v2
Baard 1D E317IMR-1B5180
N Do Do Dhcra
ETHL —-12 ETHE ET
LAN TPud Address o7 166.1.1
Bootioader (CFE) |, ...
Version 1038202 LAM Subriet Mask
Up Time 22 rrins: 1 sers LAM MAC Address
DHCP Server
Wireless
2.4GHz Interface WAN
Driver Version 17.10.188 6401 |:|
Primary SSI0
Status. Erabiect oo
Channel WAN Interface inge_athd W
— Lirk Type Ethemet
ﬁ _ Link Status Up
—e0re
~ N p— — Discoiieried
Primary Encryption WRAZ-PSK AES
o ey [
mary Passphrase ==
Connection Type 1PcE
5GHz Interface
Default Gateway
e Frimary DNS Server 0.0.0.0
Primary SSID
Secondary DNS Server LOLD
Status
Channel 164
ﬁ o
Primary Encryption WRAZ-PSK AZS
JE—
Prima
ry Passphrase f Key

You can also reach this page by clicking on
the screen.

Device Info
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Chapter 4 Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.
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Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless
Topology

< 1

g@uh

Basic Setup Advanced Setup Diagnostics Management
Device
Phedel PAT-E301v2
Baard ID E3177MR- 185180
=
Serial Nurnber 220341 1LOF-ANO00079 Cown c_':' Do S
ETHL H2 ETHE ET
Firmware Version | CTL-1.03
LAM IPwd Address 100 168.1.1
Bootioader (CFE) |, .o oo
Wersion e LAM Subnet Mask 55 255.355.0
U Tirrie: 22 iring: 1B e LAN MAC Address Blc1B:47:60: 7852
DHCP Server Ertadieal
Wireless
2.4GHz Tnterface WAN
Driver ersion Ij
Primary SSID
- oW
Channe WAN Interface ipoe_sthd W
= Link Type Ethemet
ﬁ Link Status Up
=E0re
Primary Encryption WIRAZ-PSK AES ” Dot
o ey JE—
mary Passphrase ~
Connection Type IPcE
SGHz Dnterface
Default Gateway
Diriver Versio
1 Primary DNS Server 0000
Primary SSI0 =2 5GHz
Secondary DNS Server 0O0D
Status
Channel 161
ﬁ o
Primary Encryption WEAZ-PSK AES
o [
ey Pomptsni ey

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

OMTREND

M< 3 ak

Device Info Basic Setup  Advanced Setup

Summary

Di

ics M

Logout

WAN Info

WAN
Statistics Interface
Route

Description

Type

VianMuxId

IPvE

Igmp
Py

Igmp MLD MLD
Src

e
Enbl

NAT | Firewall
Enbl

IPv4 Status

IPvd
Address

PRP

connect/disconnect

IPvE Status

IPvE
Address

ARP

DHCP

NAT Session
IGMP Info

CPU & Memory
Metwork Map
Wireless
Topology

Refresh - Click this button to refresh the screen.

DHCP Release - Click this button to release the IP through IPOE service.

DHCP Renew - Click this button to refresh an IP through IPoE service.

proxy status

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPV6 Shows WAN IPv6 status
Igmp Pxy Shows Internet Group Management Protocol (IGMP)

Igmp Src Enbl

Shows the status of WAN interface used as IGMP

source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD
source

NAT Shows Network Address Translation (NAT) status
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Firewall

Shows the status of Firewall

IPv4 Status

IPv4

Lists the status of IPv4 connection if WAN enabled

IPv4 Address

Shows WAN IPv4 address

PPP

connect/disconnect

Shows the PPP connection status

IPv6 Status

IPv6

Lists the status of IPv6 connection if WAN enabled

IPv6 Address

Shows WAN IPv6 address

For your reference, if Manual Mode is enabled in PPP service as shown here.

|  Foed MTU

MTL:| 1492

E Enzble PPP Marual Mode

Enzblz PPP Debug Mode
Bridge PPPoE Frames Between WAN and Local Ports

IGMP Multicast

Enable IGMP Multicast Proxy

Enzble IGMP Multicast Source

Back

Mext

Manual PPP connect/disconnect option will become available on the WAN Info page

(as shown here).

A€ & ¢ a kK

Leading the Communication Trend

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SYmaTy WAN Info
WAN Tgmp MLD
- Igmp MLD 1Pva PPP 1PVG
Statistics Interface | Description | Type ( VianMuxid | 1Pv6 | 20 Esnr;I Py Esnr;I NAT |Firewall | 1PvaStatus | uuqrec. | connect/disconnect | TPV6 Status [ \gq
Route
e popt.l | pppoe_ethe | PPPoE | Dissbled | Dissbled | Dissbled | Dissblad | Dissbled | Disabled | Enabled | Disabled | Lowerlayerbown I Connect I ServiceDown
DHCP
NAT Session Refresh || DHCP Relesse || DHCP Renew



4.2 Statistics

This selection provides LAN and WAN statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

Feodak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Sratistics -- LAN
Summary
WAN Received Transmitted
Statistics Interface Taotal Multicast |Unicast|Broadcast Total Multicast |Unicast| Broadcast
LAN Bytes |Pkts|Errs|Drops | Bytes |Pkts | Phkts Pkts Bytes |Pkts|Errs|Drops|Bytes | Pkts | Phes Pkts
WAN Service ETH1 0 1] 0 1} [i} 0 a ] [i} L1 0 [1} ] 1} ] 0
Route ETH2 119774)811 |0 1} [i} 378|402 n ':5'45896 3543 0 2011|526 B
ARP ETH3 0 a 0 0 a 0
DHCP ETH4 0 0 0 0 0 0
. ETHWAN (0 0 0 0 0 0
NAT Session
IGMP Info E—
CPU & Memur\r Ri=sat Statistics
Item Description
Interface LAN interface(s)

Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

. A7)

SOMTREND ﬂ} g@ -..‘ h._

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Statistics —- WAN
WAN Received Transmitted
Statistics Interface|Description Total | Multicast [Unicast|Broadcast Total | Multicast [Unicast|Broadcast
LAN Bytes|Pkts|Errs|Drops|Bytes|Phis| Pkts | Phkis  |Bytes|Pkts|Errs|Drops|Bytes|Pkts] Pkis | Pkts
WAN Service | Reset Stetistics |
Item Description
Interface WAN interfaces
Description WAN service label
Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.3 Route

Choose Route to display the routes that the PRT-6301v2 has found.

O?REN“D a} g@ -..l )

o

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Device Info -- Route

Summary
Flags: U - up, ! - rzject, & - gateway, H - host, R - reinstats

WAPS . D - dynamic {redirect), M - modified (redirzct),

Statistics

Route Destination | Gateway | Subnet Mask | Flag | Metric | Service Interface

ARP 132.168.1.0 | 0.0.0.0 255,255,255.0 | U a cpe-ipintf-1

DHCP 239.0.0.0 0.0.0.0 255.0.0.0 u a cp-ipintf

Item Description

Destination Destination network or destination host

Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask

Flag U: route is up

I reject route

G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance' to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing
daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces

27

Leading the Communication Trend



4.4 ARP

Click ARP to display the ARP information.

1)

3 ¢ o B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SUITIITI-E“'Y Device Info - ARP
WAN IP address | Flags HW Address Device
Statistics 192.168.1.3 | comoles | 00:50me:24:29:54 | B0
Route
ARP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection interface
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4.5 DHCP

Click DHCP to display all DHCP Leases.

SOMTREND

B e s ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Summary Device Info -- DHCP Leases
WAN |Hosmame|HhCAdc|ress IP Address | Address Source [nterfaceType|Status|ExpiresIn|Txbytesl R.xh-,,'tesl
Statistics
Route
ARP
DHCP
Item Description
Hostname Shows the device/host/PC network name
MAC Address Shows the Ethernet MAC address of the device/host/PC
IP Address Shows IP address of device/host/PC
Address Shows IP type of device/host/PC, could be DHCP/Static
Source
Interface Shows interface type of device/host/PC, could be
Type Ethernet/802.11
Status Show status of device/host/PC, could be active/inactive
Expires In Shows how much time is left for each DHCP Lease
Tx bytes Show total Tx bytes of device/host/PC
Rx bytes Show total Rx bytes of device/host/PC
29
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols
passing through the device.

1@ @ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary MAT Session
WAN Press "Showr A will show all NAT session information,
Statistics
Route Source IP Source Port Destination TP | Destination Port Protocol Timeout
ARP -
DHCP | Refrash || Shaow A |
NAT Session

Click the “Show All” button to display the following.

NAT Session
Press "Show Less” will show MAT session information on WAN side cnly.
Source IP Source Port Drastination IP Drastination Port Protocol Timeout
192,168.1.2 DG4 152.168.1.1 B0 top B3
127.0.0.1 45000 127.0.0.1 45032 udp 27
152.168.1.2 80311 152.168.1.1 53 udp 13
192.168.1.2 EDEE3 192.168.1.1 B0 tcp B3
152.168.1.2 53727 152.168.1.1 53 udp 25
152.168.1.2 SDESD 152.168.1.1 B0 o B6399
152.168.1.2 SDEES 152.168.1.1 B0 tcp B3

[ Refresh ][ Showe Less

Item Description
Source IP The source IP from which the NAT session is established
Source Port The source port from which the NAT session is established
Destination IP The IP which the NAT session was connected to

Destination Port The port which the NAT session was connected to

Protocol The Protocol used in establishing the particular NAT session
Timeout The time remaining for the TCP/UDP connection to be active
30
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4.7 IGMP Info

Click IGMP Info to display the list of IGMP entries broadcasting through the IGMP
proxy enabled WAN connection.

= <@ 1 8 a k

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary List of IGMP Proxy Entries
WAN . Last Report | Total Total Total
Statictios Interface | WAN | Groups | Member | Timeout Time po Tk || Leaves
Route
ARP
DHCP
NAT Session
IGMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires

Last Report Time

The time of the last received IGMP report

Total Time(sec)

Total time that the IGMP stream has been played

Total Joins

Total IGMP join packets received for this IGMP address
for this client

Total Leaves

Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and
memory usage with dynamic updates.

.@Q}é@uﬁ

Device Info Basic Setup o d Setup  Diag Logout

tem Performance
Summary i

WAN

Statistics

Route

ARP

DHCP

NAT Session

IGMP Info Memory Physical Memory Ussge History

CPU & Memory .
177204 kB

Network Map
Wireless
Topology

CPU Usage CPU 0 Usage History CPU 1 Usage History CPU 2 Usage History

0%
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4.9 Network Map

The network map is a graphical representation of router’s wan status and LAN
devices.

SOMTREND

™ <& > a4

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

Topology

gia

1922 NY A

¢

u”. 192.168.1.3 (you)

¢
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4.10 Wireless
4.10.1 Station Info

This page shows authenticated wireless stations and their status.

l o -
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SLLIIT Station Info
WAN This page allows you to configure the Virtual interfaces for each Physical interface.
Statistics
Route Wireiess Interface: [Comtrenda103_2 4GHz(1CE488:32:81:04) ¥ |
ARP BSS-MAC (S5ID): | 16:84:59:32-51:04 (Comtrend5103_2.4GHz ensbled) w |
DHCP Authenticated Stafions: 2
NAT Session A:.:,":ss = me |strangen | 20aTE= '_" =E::.:' Zpec| S| Dwds | Ras i-:; <J:(s :-:is :?s :,-‘::s ==-.r':=
IGMP Info Mops
CPU & Memory
MNetwork Map
Wireless
Station Info
Wifi Insight
Topology

Consult the table below for descriptions of each column heading.

Item Description
Wireless Lists the 5GHz/2.4GHz interface that the station connects
Interface to

BSS-MAC (SSID)

Displays the Wi-Fi network name or SSID that users will
see when searching for Wi-Fi networks.

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the Access

Point, along with the amount of time since packets were

transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Signal Strength

WiFi connection signal strength icon

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature
Spec Wi-Fi Spec

BW Bandwidth
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Dwds

Lists the devices that utilize Dynamic WDS

Rssi

Received Signal Strength Indicator

DS Data Rate
(Mbps)

Receive Rate

US Data Rate

Transmit Rate

(Mbps)

Tx pkts Shows total Tx packets

Tx bytes Shows total Tx bytes

Rx pkts Shows total Rx packets

Rx bytes Shows total Rx bytes

Tx Failiures Shows total Tx packets failed
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4.10.2 WiFi Insight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the “Start Data
Collection” button if no change is needed.

COMTREND

M<dF ak

Do Infor B-asic Satup Advanced Sstup Dlagnostics Manag=me=nt Logaout
Sunamary
WAN Configure
e in this page you will be able to conSgues the WIF] Insight syssem
Raute
ARF Sampla Interval
DHCP
MAT Sesshon ® 5 Zecond 10 Secand 135 Secand 20 Secand
ISMP Infa .
CPU & Mamary - -
Metwork Map Startistop Data Collection
Wirsless

Station Infa Start Data Collection
Wi Insigiht

Shte Survey

Chanme] Statistics 2tart collecting oa1a avery

Matrics

Comfigure Fundsy Manday Tuesday Vizdnesday Thursdzy Frida) Z3turday
Tapodogy Fram  [{Z00AM To  [Z00AM

Database Slze
e Jnterval un far 3 Ao

......

® Cwanwrte Older Data Siop Datacollecton

Onece Database sl reachas maximum Bmit

Counters
Channal Statistice Packel Retred
Chanim Ztatistics Cueus Utlizaton
R CRE Glilchas Cueue Length Per Precadante
] Data Throughpat
Pyeleal Rate
RTE Fal
Retry Crop
Facket Droppad S Redry
Ackan

Expart Databas

Save Database to File

Downdoad Catabasa Flie

Sample Interval
Select a desired sample interval (time interval) to collect sampling data with the
WiFi insight system.

Start/Stop Data Collection

Check the checkbox of Start collecting data every (then select days & times).
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Database Size

Define the dedicated database size to be used for the WiFi insight system (default is
2MB). Once the database size has reached its limit, select if you wish to overwrite
older data or to stop data collection.

Counters

All counter options are selected (checked) by default. Uncheck any counters that
that you do not want collected by the WiFi insight system. Click the Submit button
to save your settings.

Export Database
Click the Save Database to File button to export and save the collected WiFi data
information file.
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4.10.2.1 Site Survey

The graph displays wireless APs found in your neighborhood by channel collected
under the WiFi insight system. Select the wireless interface, channel, bandwidth to
check the different display if desired.

2.4GHz

Device Info BasicSetup  Advanced Setup  Diagnostics Management Logout

Summary

WAN Site Survey
Ctte In this page you will see il the AP's around.
Route
nao |(z 5tz - Comvenda1n3_2.4GHz v“ Select Channel v I Select Bandwidth vi [ scan |
NAT Session
IGMP Info
CPU & Memory
Network Map AP's Around
Wireless —
Station Info 0 Ce ends103 2 4GH
Wifi Insight
Site Survey
Channel Statistics
Metrics 20
Configure _
Topalogy g
=
=
>
c
@
g
T s
)
c
2
w
-80
-100
1 2 3 4 5 6 T ] 9 10 " 12 13
Channels

Address [dBm] + [©B]  [MHz] Channel  Channel Y

- 5 Max PHY
Network Name Network Signal SNR Bandwidth Center Control Rate
D

Comtrend8103_2.4GHz 1C:64:99:32:81:04 SN0 83 20 " 1 192

Select the wireless network (2.4GHz in above example) that you wish to monitor
from the drop-down menu.
1. Select the channel that you wish to monitor from the drop-down menu.
2. Select a bandwidth of the wireless network from the drop-down menu.

3. Click the Scan button to run the scan and display the results based on your
selected preferences.

Consult the table below for descriptions of each column heading.

Item Description
Network Name SSIDs in the vicinity
Network Address MAC address which belongs to SSIDs in the vicinity
Signal [dBm] Signal Strength of each SSID
SNR [dB] Signal-to-Noise Ratio of each SSID
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Bandwidth [MHZz]

Bandwidth of each SSID

Center Channel

Center Channel of each SSID

Control Channel

Control Channel of each SSID

Max PHY Rate [Mbps]

Max PHY Rate of each SSID

802.11

802.11 type of each SSID

Security

Wi-Fi password encryption type of each SSID

39

Leading the Communication Trend



4.10.2.2 Channel Statistics
This page allows you to see the WiFi and Non WiFi interference, and also the

available capacity. This page is broken down into individual parts below.

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

5 GHz

Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
MNAT Session
IGMP Info
CPU & Memory
Metwork Map
Wireless
Station Info
Wifi Insight
Site Survey
Channel Statistics

(<O ak

Basic Setup Advanced Setup Diagnostics Management Logout

Channel Statistics
In this page you will see the Wi-Fi and Non Wi-Fi Interference also Available Capacity

I 5 GHz - Comtrend8103_5GHz Vl

Current Channel ;165
Current Channel BandWidth:20 MHz
Current Available Capacity :0%
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Shows the bandwidth that is available for use in each channel.

Channel Capacity

Shows bandwidth that is available for us each channel.

08 Mz 116 120 124 128 132 136 140 144 14

Fercertage [%]

Center Channels

Available
Capacity

Percentage [%]

Center Channels

40 44 48 108 M2 116 120 124 128 132 136 140 144 149 153 157 161 165

Available
Capacity

Percentage [%]
™
s

Center Channels

40 44 48 08 M2 116 120 124 128 132 136 140 144 149 155 157 161 165

Available
Capacity

Shows interference level in each channel.

Interference
Shows intereference level in each channel.

—= 100
% 80
;,3 60
40
;=
10436 40 44 48 108 M2 116 120 124 128 132 136 140 144 149 153 157
Center Channels

Mon-WiFi
Traffic

< w0
E 60
40
¢
10436 40 44 48 108 M2 116 120 124 128 132 136 140 144 149 153 157
Center Channels

Non-WiFi
Traffic

= 100
g m
EJ 60
40
£ 20
=
10436 40 44 43 108 112 116 120 124 128 132 136 140 144 149 153 157
Center Channels

Non-WiFi
Traffic

41

Leading the Communication Trend



Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.

Adjacent Channels
Shows highest RSSI on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

% E 23 ngacem
B 40 Associated
g 60 STA
= -80
2 100
104 36 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

% r Zg ﬁgjanem
B -40 Associated
g 60 STA
= -80
5 100
104 36 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

s 0
Adjacent

-20 AP
-40 Associated
B 60 STA
5 _qpo I

10 10436 40 44 48 108 112 16 120 124 128 132 136 140 144 149 153 157 161 165

Channels

Shows the channel distribution and the possible interference caused for each AP.

Channel Distribution

For each AP, the graph shows the control channel and extension channels. Extension channel is any channel spanned by
the AP that is not a control channel.

C - Control Channel

E - Extension Channel
o

<
comeenazsszbohz [ | [ T [ T T T T T T T T T T T T [ T ]
36 40 44 48 52 56 60 64 . 100 104 108 112 116 120 124 128 132 136 140 144 . 149 153 157 161 165
Channels

Associated Station's

Shows stations associated with AP.

SSID : Comtrend2852_5GHz
BSSID : A0:18:42:60:28 54
Channel : 161
~
=

N

Shows stations associated with AP.
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2.4 GHz

COMTREND

¢ @ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Summary o
WAN Channel Statistics
Statistics In this page you will see the Wi-Fi and Non Wi-Fi Interference also Available Capacity
Route
ARP
DHCP 2.4 GHz - Comtrend8103_2 4GHz v
MNAT Session
IGMP Info
CPU & Memory
Network Map Current Channel 1
Wireless Current Channel BandWidth:20 MHz

Station Info Current Available Capacity :0%

Wifi Insight

Site Survey

Channel Statistics

Shows the bandwidth that is available for use in each channel.

Channel Capacity
Shows bandwidth that is available for use in each channel.

Available
i
50 pacity
20
0

Center Channels

Percentage [%]
=
3

= 1:3 Available
Capacity
%'é 60 E pacity I
40
g 2
Y
3 4 5 6 T 8 9
Center Channels

Shows interference level in each channel.

‘Adjacent Channels
Shows highest RSSI on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

_Ama:em
AP

-ASEDC\EIEd
STA

1 2 3 4 5 6 ! 4 8 9 10 "
Center Channels

Adjacent
-20/ AP
i - Associated
E - =
= -80
3 4 5 6 7 8 9
Center Channels
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Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.

Adjacent Channels
Shows highest RSS! on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

E 0

E Adjacent
E a0 AP

e -40 [ Associated
& 60 STA

e 80

S 100

1 2 3 4 = 6 7 8 9 10 1"

Center Channels
[LAdiacent
AP
[nAssociated
- -
9

RS
382388 o

3 4 5 8 T 8
Center Channels

Associated Station's
Shows stations associated with AP.

S$SID : Comtrend2852_2.4GHz
BSSID : AD:18:42:60:28:53
Channel : 6

N

o

[

Shows stations associated with AP.
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4.10.2.3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Glitch,

Chanim and Packet Queue Statistics. This page is broken down into individual parts
below.

Advanced Troubleshooting
In this page you will see most of the counters like AMPDU(if available), Glitch, Chanim and Packet Queue Statistics

l 5 GHz - Comtrend2852_5GHz V!

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.

Glitch Counter Stafistics
300 RXCRS

— Glitches
3 500 250 mBad PLCP
= 400 200 2

o 2

2 300 150

S

% 200 100 ©

Z100) 50 2

3

S

830 3532 3534 3536 3538 3540 3542 3544 3546 3548 3550 3552 3554 3556 3558 3600 36:02 36:04 36:06 36:08 360 36:42 36444

Time

1 [wBadFCs
120

5100

o

= 80

H

= 60

5 40
3

20

35:30 35:32 35:34 35:36 35:38 35:40 3542 3544 3546 3548 35:50 35:52 35:54 3556  35:58  36:00 36:02 36:04 36:06 36:08  36:10 36:12  36:14

Time

Select the counter of interest to monitor the statistics received over time in the
chanim statistics graph.

‘Chanim Statistics
v ix inbss obss nocat nopkt doze txop «goodix # badix glitch badpicp knoise idle
4.
4.0
3.5
3.0
1 2.5
3 2.0
1.5]
1.
0.5

LR

/m nocat
= goodtx
m badix

U3§:20 39:22  39:24  39:26  39:28  39:30  39:32  39:34  39:36  39:38  39:40 39:42 39:44  39:46  39:48 39:50 39:52  39:54  39:56  39:58  40:00 40:02 40:04

45

Leading the Communication Trend



List the associated station to the wireless interface.

Assoclated Station's

Click on station's to see the Packet Queue Statistics

SSID : Comtrend3103_5GHz
BSSID : 1C:64:99:32:81:05
Channel : 165

P

P\
!/\

|

SR. MAC RSSI[dEBm] PHY Rate [Mbps]
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4.10.2.4 Configure

This page allows you to configure the WiFi insight system.

COMTREND
Device Info Basic S=tup Advanced Setup Dlagnostics Manageme=nt Logout
Sumimary
Configure
WEAN
= - In this page you will = able o condgures the WAFT Insight sysbem
Route
ARF Sampda Interval
DHCP
MAT Seszlon ® = 2ecand 10 Secand 15 Zecond 20 Second
IGMF Info .
CPU & Memary P
Metwark Map Start/$top Deta Collectic
Wirsless
Station Infa Start Data Collection
Wi Insignt
E=Erea ot i n,
Channes! Statistics 13t colenlng oEts avery
Metrics
Comfigure Zunday Keanday Tussdzy Wednesds Thursday Friday Zaturday
T Fram  [1zo0AM To [ZO0AM
Database 5l
Database Siza
Fig e nterval run for 1 Rour kA pocupy Sopraximarely 1.30 1AB of datatase
Onoe Database slze reaches maximum Fmit Stop Datacollzcsion
countare
Channz| Siatistics Packel Retled
Chanim Sa3tistice Queue Unlizasan
R CRS Gitchag QuEyE Lengm Par Precegenca
Bag FLCR Data Throughput
E 2 Phyelcal Ratz
F Faguesias RTE Fal
P Storag Retry Drop
Facket Drogpad =2 Retry
Acked
Submit
Expart Databa
Diowniaad Database Flig Save Databasze to File

Sample Interval
Select the desired time interval to collect sampling data

system.

Start/Stop Data Collection
Start/Stop the data collection process.

Database Size

with the WiFi insight

Define the dedicated database size to be used for the WiFi insight system.

Counters

Define the counters that would be collected by the WiFi insight system.

Export Database
Export and save the collected database file.
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4.11 Topology

This displays the arrangement of devices of the communication network.
The dotted line represents a wireless connection, whereas a solid line represents a
wired connection.

<OMTREND

M e P Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Summary b
WAN '@
Statistics B
Route
ARP —~
DHCP | = | PRT-6301v2
NAT Session i
IGMP Info
e S EOTT Topology Info
MNetwork Map Peea
Wireless Topalogy ID | Hostname | MAC Address IP Address | Backhawl | SSID | RSST CDEUiC’Ed d Ping
TDPGIEH? annacie
[Mastzr AP PRT-6301v2 | al:1B:42:60:26:52 | 192.168.1.1 | NA 0 o
Click the Device Scan button to scan for the network topology.
Consult the table below for descriptions of each column heading.
Item Description
Topology ID This shows different IDs for different host devices:
Master AP: Host device is a gateway
Node AP: Slave AP
And it remains empty for Client devices
Hostname Displays the name of the device
MAC Address Displays the MAC address of the device
IP Address Displays the IP address of the device
Backhaul Shows the type of link for only Node AP;
Ethernet: Connected by wired Ethernet
PLC: Connected by Power Line
WLan802.11: Connected by 802.11
SSID Stands for Service Set Identifier, which is essentially
the name of the wireless network
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RSSI Displays the received signal strength indicator (signal
strength) for the device

Device Displays the number of devices connected
Connected
Ping Click the button and follow the onscreen instructions to

ping a device
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the

screen.

Basic Setup

This will bring you to the following screen.

COMTREND

< ¢

-

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup LAN WAN
MAT
La omO -
bark Dorein 100 FO Do Diovwn OOWH
Parental Control ETH1 ETHZ ETH4

: WAN Interface
H-:.:pme Metworking e P
ﬁl:e':s . LAN Subnet Mask 5, Link Type Ethernet
iFi Mes| y
- Link Status Up
AutoXtend LAN MAC Address £0:26:52
DHCP Server
. Discannected
Wireless “ T
2AGHz Interface
Driver Version 17.10.166.6401 Connection Type IPQE
Primary S5ID Comtrend2A52_2 4GH: Default Gateveay
sl Frabied Primary DNS Server 0.0.0.0
Channel £ Secondary DMS Server 0.0.0.0
a su-l-.u
Primary Encryption WFAZ-PSK AES
Primary Passphrase/Key

Driver Version

Primary SSID

Status

Channel

Secuma

Primary Encryption

WPAZ-PSK AES

Primary Passphrase/Key

BrRERERIES
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5.1 WAN Setup

Click WAN Setup on the on the left of your screen.
Add or remove ETH WAN interface connections here.

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Step 1: Layer 2 Interface

WAN Setup

NAT St e o
LAN

bark ETH WAN Interface Configuration

Parental Control Interface/[Name) | Connection Mode | Remave
:?zf;:tworkmg b/ ETHWAM ViarMuoiods
WiFi Mesh

AutoXtend

Step 2: Wide Area Network {(WAN) Service Setup

Mid Mid Manual

Inberfisce | Deseription | Type | ians021p | Vianbuxtd | viaarpia | 1970 | 13m0 | wor N gnan | s Remeve | Edit

Proxy | Sturce Briwy | Seurce | Maode
ethll poe_ethD IPoE N& /A M/A Disabled | Disabied | Enabled | Disabled | Disabled | Disabied | Disabied | Disabied [

Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

To remove a connection, click the Remove button.
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5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

Igmp Igmp NAT | Firewall | 1Pve mMid mMid Manual

Proxy | Source Proxy | Source | Mode LErETE e

Interface | Description | Type | Vlan8021p | VlanMuxId | VlanTpid

ethd.1 ipoe_sthd IPcE N/A N/A N/A Diszbled | Dissbled | Enabled | Disabled | Dissbled | Dissbled | Diszbled | Diszbled Edit

Click the Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see Appendix F - Connection Setup.

Igmp Igmp NAT | Firewall | 1Pve Mid Mid Manual

Proxy | Source Proxy | Source | Mode =R Edit

Interface | Description | Type | VIan8021p | VlanMuxId | VlanTpid

ethl.1 ipoe_sthil IPcE NA M/A HiA Diszbled | Disabled | Enabled | Disabled | Dissbled | Dissbled | Diszbled | Diszbled Edit

To remove a connection, select its Remove column radio button and click Remove.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VIanMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy

status

IGMP Source

Shows the status of WAN interface used as IGMP source

NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status

IPv6 Shows the WAN IPv6 address

MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
MId Source Shows the status of WAN interface used as MLD source

Manual Mode

Indicates the status of the PPP manual connect/disconnect
button

Remove

Select interfaces to remove
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Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.

NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one

PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

Device Info

WAN Setup

NAT
Virtual Servers
Port Triggering
DMZ Host
ALG/Pass-Through

LAN

bark

Parental Control

1 €@ 3 & ak

Basic Setup

Advanced Setup Diagnostics Management Logout

NAT -- Virtual Servers Setup

Wirfual Sarver allcws you o direct incoming treiTic fram WAN side (identifi=d Ery Protocol and Exdiernal part) to the
Inkerral s=rver wilh privats ress on the LAN side. The Inbemn. t i= required only il the external pord nesds to
L= comverted to a diffzrent port numbser w==d by the s=rver on the LAN side. A maximum 32 entres can be configunsd.

External | External Internal | Intemal | Server
:‘!”f__r Part Port Pratocol | Port Port P :':;"rhm E:;Thad‘ m——
AME | skart End Start End Address P

To add a Virtual Server, click Add. The following will be displayed.

Dewvice Info

WAN Setup
MAT
Virtual Servers
Port Triggering
DMZ Host
ALG/Pass-Through
LAN
bark
Parental Control
Home Networking
Wireless
WiFi Mesh
AutoXtend

M Qe @ ak

Basic Setup

Advanced Setup Diagnostics Management Logout
HAT -- Virtual Servers
Sedect the servios name, and enter e server TP address and dick "Apphy/Save” to forweand TP packels for this service

toy e sppecilfe: . WOTE: The "Internal Port End” cannot be modified directhy. Normally, it is et to the
same value ax "External Port End”. Howewver, if you modify “Internal Port Start”, then "Internal Pork
End” will be st to the same value as "Internal Port Start™.

Remaining number of entries that can be configured:32

All Inferface w

Select One e

Selmct = Sarvice:

Cumtom Servics:

External Port StartjExbernal Port Erid| Protocel  [Intemal Port Startlinbernal Port End
TCP e
TCP el
TCP e

Click Apply/Save to apply and save the settings.
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Consult the table below for item descriptions.

Item

Description

Use Interface

Select a WAN interface from the drop-down menu. If
you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service
Or
Custom Service

User should select the service from the list.
Or
User can enter the name of their choice.

Server IP Address

Enter the IP address for the server.

Enable NAT Loopback

Allows local machines to access virtual server via WAN
IP Address

External Port Start

Enter the starting external port number (when you
select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End

Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol

TCP, TCP/UDP, or UDP.

Internal Port Start

Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End

Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'"Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

[ <@ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup MNAT -- Port Triggering Setup
MAT '-.f"..l'E applications require that specific ports in e lJt-r: fireweall b= opened for acoess by e re

Virtual Servers
Port Triggering
DMZ Host
ALG/Pass-Through F—
LAN
bark Trigger Open
Parental Control i Part Renge Part Range | WAN Interface | Remave
Home Networking Pretocal Protocol
Wireless

] =_rL
= LAN sithe using 'n- Op=n :“FrL -'l.revzl'rJr 32 entries can

be= configun=d

Sl.arl:l End S'Iartl End

To add a Trigger Port, click Add. The following will be displayed.

@ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

MAT -- Part Triggerin
WAN Setup e

MAT Some zpplications such a5 games, vides conferencing, remobe aco== applications and others require that speclic
= e part ==ttings from this
Virtual Servers =creemn by s=lecting an -xls'Jr" application or creating your own {Custom applcation}and clids *Save/Aoply” to add it
Port Triggering Remaining number of entries that can be configured:32
DMZ Host Uz= Interface ethl 1/ethD.1 w
ALG/Pass-Through &ppiication Hame:
LAN W St 2n application: Select One ol |
bark O fustor application |
Parental Control
Home Metworking
Wireless Trigger Port StartfTrigger Purt End| Trigger Protocol Jopen Part Startfopen Port Endl_Open Protucul
WiFi Mesh TCP " TCP w
AutoXtend Top v TCP v
TCP bl TCP bl
Savey'Apply

Click Save/Apply to save and apply the settings.

56

Leading the Communication Trend



OMTREND

Consult the table below for item descriptions.

Item Description
Use Interface Select a WAN interface from the drop-down menu.
Select an User should select the application from the list.
Application Or
Or User can enter the name of their choice.

Custom Application

Trigger Port Start Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End Enter the ending trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol TCP, TCP/UDP, or UDP.

Open Port Start Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

A o L]
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN SEIZIIP HAT -- DMZ Hest
MNAT "l!FS*-:'::“::r_-J: l?ftter |'" far '.':EELI: izfjht?'..':':-l; I:"l: W '.tl at 4o mot belong b any of the applications
Virtual Se”ers Canfiguan=Es i s wWirlaal zervers Lalees o = “LL NosL cosmpuler.
Port Triggering Enter the computer's IP address and dick ‘Apply’ to activate e DME host.
DMZ Host Clear the TP address fimld and dick ‘Apphy’ b desctivate e DMZ host.
ALG/Pass-Through
LAN DT Host 1P Adgnees |
bark [ Eritie 84T Locnbar
Parental Control e -
_' = Apphy
Home Networking m

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.
To Deactivate the DMZ host, clear the IP address field and click Save/Apply.

Enable NAT Loopback: Check the checkbox to allow local machines to access
virtual server via WAN IP Address.
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5.2.4 ALG/Pass-Through

Support ALG Pass-through for the listed protocols.

H @ 3 O

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN SEtI]['.' Firewrall -- ALG/ Pas=-Throwgh
MAT WOTE: This configuration doesn’t take effect until rouber is reboobed.

Virtual Servers —
Port Triggering .
DMZ Host —
ALG/Pass-Through i
LAH PETR
bark —
Parental Control e
Home Networking
Wireless
WiFi Mesh
AutoXtend

® Erabie ) Disabie

H3713-

To allow/deny the corresponding ALG protocol, select Enable / Disable and then click
the Save button. After reboot, the protocol will be added/removed from the
system module.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

<@ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Local Area Metwork (LAN) Setup
MNAT Conifigur= the Broadbend Router IP Address and Sufinet Mask for LAN interfece. Grouphlam=
LAM . J—
Lan VLAN Setting e =
IPvG Auto-oonfig Subn=t Mas=k 255255.255.0
hUP:P Enable IGMP Snocping
ar
Parental Conirol ) Standarg Mods
Home Networking ®  Biocking Moos
Wireless
- Enable IEMP LAN ta LAN Muiticast
WiFi Mesh LANZLAN multicast ==tfing takes =ffect anby wien WARK iCE B up.
AutoXtend LAMNZLAN multiczst is ahways =nabled when Wik regandless of this s=tting.

-

Enable LAN =ide firmwva

Dizable DHCP Server
L Enable DHCP Server

Start IP Adidress: 1582.15E.1.2

End IP Afdre=s 1582.15E.1.254

Leaz=d Tim= (hiour):| 24

| Setting TFTP Server

Static IP Leaze= List- (A madmum 32 entries cz2n be configured)

| MAC Addrml TP Address | Remove | T

| Agd Entrizs || Remaove Entries |

The settings shown above are described below.

GroupName: Select an Interface Group.

1S LAN INTERFACE

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable IGMP Snooping: Enable by ticking the checkbox M.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group - even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.
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Enable IGMP LAN to LAN Multicast: Select Enable from the drop-down menu to
allow IGMP LAN to LAN Multicast forwarding.
Enable LAN side firewall: Enable by ticking the checkbox M.
DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server

addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

|MAC Address |IP Address | Remove
Add Entries [ Remove Entries ]

To add an entry, enter MAC address and Static IP and then click Apply/Save.

DHCP Static IP Lease
Enter the Mac address and Static [P address then dlick "Apphy/Save” .
MAC Address: 12:34:56: 78:90:10 |
IP Addresz: [132.168.1.133 |

| Apphy/save |

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | IP Address | Remowve

12:34:56:75:90:12 (192, 168.1. 33 1'

[hdaEnwies [ remove s
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.

Mo ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

WAN Setup Local Area Mebwork (LAN) VLAN Setup
MNAT
LAN ":"z-::'.e_L'.::". eth1/ETH1 v

Lan VLAN Setting Ensbie VLAN Hoze

oS T I Vian Id I Phits Remewe

UPnP
bark | Ao ” R | | Apply/Sme |

Parental Control

To enable VLAN Mode, check the checkbox and click the Apply/Save button.
Click the Add button to display the following.

Vlan Id Phits Remove
o
| Add || Remaove || Apply/Save
Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save/Apply.

M <e @ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup x lzrgth le==x than 54, Interface ID does
MNAT = infoemation. For scampe: Plesse mober
LAN

Lan VLAN Setting Skatic LAN IPv6 Address Configuration

IPv6 Autoconfig Interface Andress (mrafic length = regu “C?l:l

UPnP IPw6E LAN Applications
bark Enabim DHCPvE Server
Parental Control & o
Home Networking o S

. Stataful

:ELC;I:S h Start interface ID: | Dcl:0:2

iFi Mes

254

AutoXtend

Enabie RADVD
! Enabie ULA Prefix Advertizement
] Randcmly General=

Statically Configun=

Pl

Enable= MLD Snooping

< Standard Mod

Ll Blocking Mode

Enabim MLD LAN to LAN Multicast: Dizable »

[LAM o LAN Multicast is enabled until the first WAN s=rvice is connected, regardless of this setting.)

The settings shown above are described below.
Static LAN IPv6 Address Configuration
Item Description
Interface Address Configure static LAN IPv6 address and subnet
(prefix length is required): prefix length
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IPv6 LAN Applications

Item Description

Stateless Use stateless configuration

Stateful Use stateful configuration

Start interface ID: Start of interface ID to be assigned to dhcpv6
client

End interface ID: End of interface ID to be assigned to dhcpv6 client

Leased Time (hour): Lease time for dhcpv6 client to use the assigned IP
address

Item Description

Enable RADVD Enable use of router advertisement daemon

Enable ULA Prefix Allow RADVD to advertise Unique Local Address

Advertisement Prefix

Randomly Generate Use a Randomly Generated Prefix

Statically Configure Prefix Specify the prefix to be used

Preferred Life Time (hour) The preferred life time for this prefix

Valid Life Time (hour) The valid life time for this prefix

Enable MLD Snooping Enable/disable IPv6 multicast forward to LAN ports

Standard Mode In standard mode, IPv6 multicast traffic will flood
to all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled
In blocking mode, IPv6 multicast data traffic will
be blocked and not flood to all bridge ports when

Blocking Mode there are no client subscriptions to any multicast
group

Enable MLD LAN Enable/disable IPv6 multicast between LAN ports

To LAN Multicast

64

Leading the Communication Trend




5.3.3 UPnP

Select the checkbox M provided and click Apply/Save to enable UPnP protocol.

1@ O @ Ak

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout

WAN Setup UPnP Configuration
MAT HWOTE: UPnP i activated only when thers is a live WAN service with NAT enabled.
LAN

Lan VLAN Setting Enabi= UonF

IPv6 Autoconfig

UPnP
bark
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5.4 bark

This page allows you to enable/disable bark feature. Bark has parental control
features to provide online safety for kids.

e P C

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

bark client - Configuration

WAN Setup
NAT This page allow you to enable/disable bark featurs
LAN D Enable bark
bark PairingCode:
Parental Control Connection Status: disabled

. Apply/Save
Home Networking

Step 1: Check the checkbox and click the Apply/Save button to enable this
feature.

M <8 ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
il'lgS Time settings
System Log This pape allows you to the modem's time configuration.
SNMP ngl'lt Automatically synchranize with Internet Sme servers
TR-069 Client
STUN Client First NTP time server: clock.fmihe.net »
Internet Time :NTTD TR s mg:g :
P time sarven

Access Control " e

Fourth NTP Sme server Mone L3
Update Software Fifth NTP time sarver Mone hd
Reboot

Time zone offset | (GMT-08:00) Pacific Time, Tijuana ~

Step 2: Click Management/Internet Time, and check the “Automatically
synchronize with Internet time servers” checkbox. Then click the Apply/Save
button.
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Device Info Basic Setup Advanced Setup Diagnostics Management

Summary Device
WAN Model PRT-6301v2
Statistics Board ID 63177MR-1851AX3
Route Serial Number 22C2411UXXF-AN000079
ARP Firmware Version [CTU-1.0.3
DHCP 3:‘2:3:"‘"’ (CFE)  1.0.38-164.255-1
NAT Session

Up Time 3 hours:14 mins:44 secs
IGMP Info -

Date/Time Fri May 24 09:12:04 2024
CPU & Memory

Step 3: Click Device Info/Summary to check that the CPE date and time are
correct.

Note: For more information, contact your local ISP / Comtrend support about Bark

options.

https://www.bark.us/faq/
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5.5 Parental Control

This selection provides WAN access control functionality.

5.5.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.6 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.

1€ 1 O a K

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Access Time Restriction -- A maximum 32 entries can be configured.

WAN Setup

NAT :

LAN | Username | MAC | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Starl:l Stop | Remowve |
L

Parental Control
Time Restriction
URL Filter

Click Add to display the following screen.

B< 3 ak

Home Networking
Wireless

WiFi Mesh
AutoXtend

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Access Time Restriction
WAN Setup
NAT This page adds time of day restriction to 2 spadial LAM davice connectad to the Router The ‘Browssr's MAC
LAN Address’ automatically displays the MAC address of the LAN device whers the browser is running. To restrick
ather LAN device, dick the "Other MAC Address" button and enter the MAC address of the ather LAN device.
bark To find out the MAC address of a Windows based PC, go to command window and type "ipconfig fall".
e )
Time Restriction i
URL Filter @ growser's MAC Address 00:50:ba:24:23:bd
(2 Other 1 \ddress

(om0 oo g

Days of the weak Mon|Tue (Wed|Thu|Fri |Sat |Sun

Click to sslect D D D D D D D

Start Blocking Time {hh:mm)

End Blocking Time (hh:mm)

See below for item descriptions. Click Apply/Save to add a time restriction.
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User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.

5.5.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port nhumber.

B< P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
URL Filter -- Please selact the list type first then configure the list entries. Maximum 100
WAN Setup entries can be configured.
NAT - -
LAN URL List Type: () Excude ') Include
bark

Parental Control
Time Restriction
URL Filter | Add || Remave |

|Address | Port | Remaove |

Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the Include radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control -- URL Filter Add

Enter the URL address and port numiber then click "Apphy/Save” to add the entry to the URL filter

URL Address
Port Numbser: |E-: | [Defzult 80 will be applied if lzave blank.)

Enter the URL address and port number then click Apply/Save to add the entry to
the URL filter. URL Addresses begin with "www”, as shown in this example.
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can be configured.

URLLEt Tyee: () Ewclude @ Incude

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries

Address

Port

Remove

wwwi.yahoo.com

a0

a

A maximum of 100 entries can be added to the URL Filter list.

Leading the Communication Trend
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5.6 Home Networking

5.6.1 Print Server

This page allows you to enable or disable printer support.

Eeodabk

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout
WAN Setup Print Server settings
NAT This page zllows you to enzble | diszble printer support.
LAN |:| Enable on-board print ssrven
bark

Parental Control
Home Networking
Print Server
DLNA
Storage Service
USB Speed

| ApphyfSave |

Please reference Appendix E to see the procedure for enabling the Printer Server.

5.6.2 DLNA

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/Save to
enable the DLNA media server.

e ab

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN SEtLIp Digital Media Server settings
NAT This page zllows you to enable | diszble digital media server support
LAN I:' Enable on-board digital media sarver.
bark

Parental Control
Home Networking
Print Server
DLMNA | Apply/Save |
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5.6.3 Storage Service

The Storage service allows you to use Storage devices with modem to be more

easily accessed.

5.6.3.1 Storage Device Info

This page also displays storage devices attached to the USB host.

WAN Setup
NAT
LAN
bark
Parental Control
Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

B< 3 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Storage Service

The Storage service allows you to use Storage devices with modem to be more easily accessed

Volumename | FileSystem | Total Space | Used Space

Display after storage device attached (for your reference).

Valumename | FileSystem | Total Space | Used Space

diskl_1 fat 962 6
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5.6.3.2 Storage User Accounts

Add a storage account to access the USB device for the samba access system.

B <O a

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout

WAN Setup Storage UserAccount Configuration
NAT Choose Add, or Remove to configure User Accounts,
LAN | UserName | HomeDvir | Remove |
bark
Parental Control
Home Networking

Print Server

DLNA

Storage Service
Storage Device Info
User Accounts

Click the Add button to display the following. volumeName would be disk1_1 if only
1 USB has been plugged into the device.

[ < 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN Setup Storage User Account Setup
NAT
LAN In the boxes below, enter the user name, password and volume name on which the home directory is to be created.
bark Usarnamsa: Trewor
Parental Control Password:
Home Networking Confirm Password:

Print Server volumehame:

DLNA

Storage Service
Storage Device Info

User Accounts

In the boxes provided, enter the user name, password and volume name on which
the home directory is to be created. Then click the Apply/Save button.
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In any windows folder, enter the address \\192.168.1.1 to access the samba folder

created. A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen), the user folder will now be
available for access.

- ‘_' - g P — ‘
- - — — - -S_ -
&)~ » Network » 19216811 »
Organize v Search active directory Network and Sharing Center View remote printers
o -
’ public J user
- ! Share catt ! Share

o

m

5.6.4 USB Speed

This page allows you to enable / disable USB 3.0 device support.
Note: Enabling USB 3.0 can cause interference with the built-in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0

Be P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN Setup USE 2.0 settings
MNAT This page allows you to enabls | disable USB 3.0 device support.
Note: Enabling USE 3.0 can causs interferance with the built-in 2.4GHz wireless radic.

LAN It ic advised leaving the default value as USE 2.0
bark (J Enable usEz.0
Parental Control - )
Home Networking Sav=

Print Server

DLNA

Storage Service
Storage Device Info
User Accounts

USB Speed
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SOMTREND

5.7 Wireless

5.7.1 SSID
This page allows you to configure the Virtual interfaces for each Physical interface.

- o -

SOMTREND

E g@ v h’

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup SSID
NAT This page allows you to configure the Virtual interfaces for each Physical interface.
A Wireless Interface [Comtrend2852_2.4GHz(AD:18:42.60:28:53) v |
bark
Parental Control BSS-MAC (SSID): AD:18:42:60:28:53 (Comirend2852_2 4GHz enabled) v |
Home Networking BSS Enabled: Enabled v |
Wireless Metwork Name (SSID): Comtrend2852_2 4GHz |

SSID 'I‘::hlfm:ktType,
. solation
S-E(.:ul'lt\!h L2 Isolation:
ol E BSS Max Associations Limit:
AutoXtend WM Advertise:
WMF:
Authenticated Stations: DS us
MAC |as on| Signal |a oW Power o oo ns a = | Te| Tx [ Rx| R Tx
i Eea Sirengh [Authorized U et | epec |ewf owas mesi| P22 [ P22 [ X bytes p'i‘l; pytes | Faure
Meps} | MBps)
[Apply ][ Cancel |

Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description

Wireless Interface Select which wireless interface to configure

BSS-MAC (SSID) Select desired BSS to configure

BSS Enabled Enable or disable this SSID

Network Name (SSID) Displays the Wi-Fi network name or SSID that
users will see when searching for Wi-Fi
networks.

Network Type Selecting Closed hides the network from active

scans. Selecting Open reveals the network from
active scans.

AP Isolation Selecting On enables AP Isolation mode. When
enabled, STAs associated with the AP will not be
able to communicate with each other.

L2 Isolation Wireless clients on the guest network cannot
access hardwired LAN clients
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BSS Max Associations Limit

Sets the maximum associations for this BSS

WMM Advertise

When WMM is enabled for the radio, selecting
On allows WMM to be advertised in beacons and
probes for this BSS. Off disables advertisement
of WMM in beacons and probes.

WMF

Choose On to enable Wireless Multicast
Forwarding on this BSS. Off disables this
feature.

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the
Access

Point, along with the amount of time since
packets were transferred to and from each
station. If a station is idle for too long, it is
removed from this list.

Signal Strength

WiFi connection signal strength icon

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save
Feature

Spec Wi-Fi Spec

BW Bandwidth

Dwds Lists the devices that utilize Dynamic WDS

Rssi Received Signal Strength Indicator

DS Data Rate (Mbps)

Receive Rate

US Data Rate (Mbps)

Transmit Rate

Tx pkts Shows total Tx packets

Tx bytes Shows total Tx bytes

Rx pkts Shows total Rx packets

Rx bytes Shows total Rx bytes

Tx Failures Shows total Tx packets failed
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5.7.2 Security

This page allows you to configure security for the wireless LAN interfaces.

i (3 sa

k

Logout

| Comtrend2852_2 4GHz{A0:18:42:60:28:53) + I Select |

[ Click here to displa

Device Info Basic Setup Advanced Setup Diagnostics Management
AN SECURITY
NAT This page allows you to configure security for the wireless LAN interfaces.
et Wireless Interface:
bark
Parental Control WPA: Disabled
Home Networking WPA-PSK: Disabled v
Wireless WPAZ: Disabled v
SSID WPA2-PSK: Enabled v
Securi WPA3-SAE: Disabled v
. t‘lh WPA3: Disabled v
LA OWE: Disabled
AutoXtend DPP: Disabled v
WPAZ2 Preauthentication: Disabled
WPA3-SuiteB: Disabled v
WA Encryption:
RADIUS Server. 0.0.0.0
RADIUS Port: 1812
RADIUS Key:
WIPPA passphrase: | senee
Protected Management Frames: Capable

Metwork Key Rotation Interval:
Pairwise Key Rotation Interval:

Network Re-auth Interval: 36000

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WWPA [
Enables/Diskiiles WPA Authenticated
ey Management suits,

Dizabled w

Item Description

Wireless Interface Select which wireless interface to configure

WPA Enable/disable WPA authenticated key management
suite

WPA-PSK Enable/disable WPA-PSK authenticated key
management suite

WPA2 Enable/disable WPA2 authenticated key management
suite
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WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key
management suite

WPA3 Enable/disable WPA3 authenticated key management
suite

OWE Enable/disable OWE authenticated key management
suite

DPP Enable/disable DPP authenticated key management
suite

WPA2 Enable/disable WPA2 Preauthenticated key

Preauthentication

management suite

WPA3-SuiteB

Enable/disable WPA3-SuiteB key management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS Server

Set the IP of the RADIUS (Remote Authentication Dial
In User Service) to use for authentication and dynamic
key derivation

RADIUS Port

Set the UDP port number of the RADIUS server. The
port number is usually 1812 or 1645 and depends
upon the server.

RADIUS Key

Set the shared secret for the RADIUS connection

WPA passphrase

Set the WPA passphrase

Protected
Management
Frames

Wi-Fi CERTIFIED WPA2 with Protected Management
Frames provides a WPA2-level of protection for unicast
and multicast management action frames.

Network Key
Rotation Interval

Set the Network Key Rotation interval in seconds.
Leave blank or set to zero to disable the rotation.

Pairwise Key
Rotation Interval

Set the Pairwise Key Rotation interval in seconds.
Leave blank or set to zero to disable the rotation.

Network Re-auth
Interval

Set the Network Key Re-authentication interval in
seconds. Leave blank or set to zero to disable periodic
network re-authentication.
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5.8 WiFi Mesh

WiFiXtend

A Comtrend proprietary WiFi Mesh solution that makes the slave devices
automatically synchronize, and makes slave devices choose the best uplink path in
a covered network environment.

EasyMesh

The Wi-Fi EasyMesh defines the control protocols between APs, mechanisms to
route traffic within the network, and the data objects necessary to enable easy
onboarding, provisioning, control, and automated management of APs in a Wi-Fi
EasyMesh network.

Wi-Fi EasyMesh networks use a controller to manage the network, with agent APs

-1

i

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN Setup
AT WIFID€TEND = EasyMesh setiings
bark WiFiXtend2.0: End-User WiFi Optimization Once enabled, this device will work with other
Parental Control via Mesh-Enahanced Technology EasyMesh Agent capable units (& the 2.4GHz
Home Networking 5SID/IPassword are automatically set to match
Wireless Enable WiEXtend2 0 your 5GHz WiFi).

SSID nable WiFiXtend2.

Security [] Enable EasyMesh Controller
WiFi Mesh

AutoXtend W|ﬂ%te N d ™

WiFiXtend1.0: Historical reference only.
This now exists under AutoXtend as S5ID
Sync.

Once you have decided to use WifiXtend or EasyMesh follow the instructions
below.

Check the checkbox and click the Apply/Save button to enable WifiXtend.
To enable EasyMesh, check the checkbox and click the Apply/Save button. Once

enabled, this device will work with other EasyMesh Agent capable units (& the
2.4GHz SSID/Password are automatically set to match your 5GHz WiFi).
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5.9 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

COMTREND
- o
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
AutoXtend
WAN Setup
NAT Custom code features that increass ease of installztion.
LAN
bark Admin Sync: Synes the administrater login username and password.
Parental Control G.hn Sync: Syncs G.hn domain and password.
Home Networking TRS9 Sync: Syncs the TR-DES/STUN settings.
Wireless SEID Sync: The S5I0/Password settings are propagated,
S51ID WiFiMesh Sync: WiFiMesh sebtings are propagatzd.
Security
WiFi Mesh | Apply/save |
AutoXtend

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.1.1 1IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

B < ¢ alk

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECUI'itY Outgoing IP Filtering Setup
ip Filtering By default, all cutgeing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by sstting up filters,
Dutgl:ling Choose Add or Remove to configure outgoing IP filters,
Incomlng | Filter Name |II'-‘ Version | Protocol |S|-r_IP,|r Preﬁxlengthl SN:Portl DstIP/ Pre[ixLengl:hl DstPortl Rernmrel
MAC Filtering
Quality of Service [[Add |[ Remove |

To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.
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Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Add IP Filter -- Qutgoing

Security
IP Filtering Fiker nom . eso ame comcition b, All of the spesfi conctons 1 s s
Outguing must be satisfied for the ruls to take effect. Click ‘Apply/Save’ to save and activate the filter
IﬂCOlTling Filter Mame: | |
MAC Filtering o 5 vl
Quali.tv of Service F:;t;:r” I ! <]
Rﬂ‘utlng Source IP address[/prefoc length]: | |
DNS Source Port (port or port:port): | |
DNS pI'OK‘," Destination IP addrass[/prefix ar'-;t"u::l |
Interface Grou p-| ng Destination Port (port or port:port): | |
IP Tunnel
IPSec | Apply/save |

Click the Apply/Save button to apply and save your changes.

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP
Source IP address Enter source IP address
Source Port (port or port:port) Enter source port humber or range
Destination IP address Enter destination IP address
Destination Port (port or port:port) Enter destination port number or range
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INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

1€ @ ak

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout
SECUI'“JJ' Incoming IP Filtering Setup
= = When the firewall is enabled on a WAN or LAN interface, all incoming IP kraffic is BLOCKED, Howewver, some

1P Fllte“"g IP traffic can be ACCEPTED by setting up filkars

Qutgoin

g . 9 Choosa Add or Remaowve to configure incoming IP filters,

Incoming

MAC Filterin Filter 1P SecIP/ DstIp/
9 Name Interfaces Version Protocol PrefixLength SREREE PrefixLength E=iimsd || biErana

Quality of Service

Routing
To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.

Bdx0 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
- Add IP Filter -- Incoming
Security
- = The screen allows you to creats a filker rule to identify incoming IP traffic by specifying 2 new filker name
P FIItE“"g and at lzast one condition below. All of the spacified conditions in this filker rule must be satisfied for the
Outguing rule to take =ffect. Click ‘Apply/Save’ to save and activate the filter
Incoming Filter Mame: | |
MAC Filtering iva |
F = [P Version: v ~
Quality of Service I
Routi Protocal: | b |
A Source IP address[/prafi: length]: | |
DNS Source Port {port or pork:port): | |
DNS pI'OKv Drestination IP address[/prefix ar'-;t"u::l |
Interface Gr[]uping Destination Port (port or port:port): | |
IP Tunnel WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
IPSec Select one or more WAMN/LAN interfaces displayed below to apply this rule.
Certificate soloct All @ etho.1/etho.1
Multicast

Wireless

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
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Protocol TCP, TCP/UDP, UDP, or ICMP

Source IP address Enter source IP address

Source Port (port or port:port) Enter source port number or range
Destination IP address Enter destination IP address
Destination Port (port or port:port) Enter destination port number or range

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE: Thisoptionisonly available in WDS mode. Other modes use IP Filtering to
perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the PRT-6301v2 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

¢ a K

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. MAC Filtering Setup
Security
IP Filterin MAC Filtering is only effective on WAN services configured in Bridge mode. FORWARDED mesns that all MAC
g layer frames will be FORWARDED except those matching with any of the specfied rules in the following table
MAC Fl'Itering BLOCKED meaans that all MAC layer frames will bz BLOCKED except those matching with any of the specified

. . rules in the following table.
Quality of Service
MAL Filtering Policy For Each Interface:

RUUting WARMNING: Changing from one policy to ancther of an interface will cause all defined rules for that
DNS interface to be REMOVED AUTOMATICALLY! Wou will need to create new rules for the new policy.
DNS pI'OXY Interface | Policy Change
Interface Grouping o rorwarn| [J
IP Tunnel
IPSec
- Changs Policy
Certificate | Change Polcy |
Multicast Choose Add or Remowe to configure MAC filtering rules.
W_lrt-aless | Interface | Protocol | Destination MAC | Source MAC | Frame Direction | Remaowve |
WiFi Mesh
AutoXtend | add || Remova |

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Securit‘,' Add MAC Filter
. = Create a filter to identify the MAC layer frames by specifying at least ane condition below. If multiple conditions
P Fllte“"g are specified, all of them take aFFE-:lz.r Click "apply" to save and activate the filter.
MAC Filtering
Quality of Service Protacol Type: | v|
Routi ng Destination MAC Address:
DNS Source MAC Address:
DNS pI'OXy Frame Direction: LAN<==\WAN
Interface Grouping
1P Tunnel WAN Interfaces {Configured in Bridge mode only)
IPSec eth0.1/eth0.1 +
Certificate .
Multicast el
Wireless
WiFi Mesh
AutoXtend

Click Save/Apply to save and activate the filter rule.

Consult the table below for detailed item descriptions.

Item Description

Protocol Type PPPoOE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP

Destination MAC Address Defines the destination MAC address

Source MAC Address Defines the source MAC address

Frame Direction Select the incoming/outgoing packet interface

WAN Interfaces Applies the filter to the selected bridge interface
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6.2 Quality of Service (QoS)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox M and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

S0P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- QoS -- Queue Management Configuration
Security
= = If Enable QoS chackbex is selected, choose 2 default DSCP mark to automatically mark incoming
Quﬂllt‘f of Service traffic \‘.-ﬂ:taLt reference to a particular classifier. Click "8pply/Save’ button to 5&\-';_ it
QoS Queue
QoS Classification
. Mote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
QoS Port Shaping
- MHote: The default DSCP mark is used to mark all egress packets that do not match any
Rﬂutlng classification rules.
DNS
DNS Proxy [_] Enable Qo5
Interface Grouping
IP Tunnel
IPSec
Certificate |_Aeply/save

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enable QoS

Select Default DSCP Mark | Mo Change(-1) V|

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In ATM mode, a maximum of 16 queues can be configured.

In PTM mode, a maximum of 8 queues can be configured.

For each Ethernet interface, a maximum of 8 queues can be configured.

For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).

88

Leading the Communication Trend



COMTREND
= =
- |
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. QoS5 Queue Satup
Security
Quality of Service o
QoS Queue Add buton,
- To Ve QUEL! ch their remove-checkboxes, then clic! Remowe buton,
Queue Conﬁguratlor The Enable button will scan through every queues in the table. Quewes with enable-chackbox chackad will be enabled. Quevss wil
Wlan Queue enable-chackbox un-chacked will be disabled. .
Q ) . The enable-checkbox also shows status of the queue after page reload,
QoS Classification
QoS Port Shapi ng The QoS function has been disabled. Queves would not take effects.
Routing . R ——
Name | Key | Interface | Qid | Prec/Alg/Wght | DropAlg/ LoMin/LoMax/HiMin/HiMax | Enable | Remaove
DNS
DNS Proxy Lange | 125 ethl a 1/sp oT ]
ClemrEa g Lan g7 | 130 ethl 7 2/5p oT O
IP Tunnel
IPSec LA Qs | 131 athl & 3/sp DT
Certificate
Multicast Langs | 132 ethl 3 4/5p oT O
Wireless
LAN Q4 | 133 ethl 4 5/se DT (]
WiFi Mesh
AutoXtend Lan gz | 134 3 &/5P oT ]
LaM Q2 | 135 2 7P DT (]
gt | s ethl 1 8/sp oT ]
LaNge | 137 ath? g 1/5p DT
LaN Q7 | 138 eth2 7 2/sp oT O
Langs | o9 athl & 3P oT (]
LAN Q5 | 140 et 5 4/5p DT (]
Langs | 141 athl 4 5/SP oT (]
LaN Q3 | 142 eth2 3 &/sp DT (]
Langz | 143 eth? 2 7isp oT ]
LaM Q1 | 144 exh? 1 &/sp oT ]
LaN Qe | 145 g 1/5p oT N
Langr | 1s | a3 7 2/sp oT (]
LA e | 147 eth3 & 3/sp oT (]
LaM Qs | 148 eth3 5 4/sp DT [
LaN Q4 | 143 eth3 4 5/5P DT (]
LaN 3 | 150 =thl 3 5/5P oT ]
LaN Q2 | 151 eth3 2 7isp DT O
LanQL | 152 athd 1 /5P oT (]
Langs | 153 sthd a 1/5p oT (]
Lan g7 | 154 athd 7 2/5p oT O
Langs | 155 athd & 3/sp oT O
Langs | 156 5 4/5p oT (]
Lan g4 | 157 athd 4 5/5p oT O
Lan g3 | 1358 athd 3 &/sP oT
Lanqz | 159 athd 2 7ISP oT (]
LaM gl | 160 ethd 1 a/sp DT O
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To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.

The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of
IP QoS.

Enable and assign an interface and precedence on the next screen. Click
Apply/Save on this screen to activate it.

To add a queue, click the Add button to display the following screen.

SOMTREND
- ]
. |
ﬁ ¢ ﬂ? é@ H‘
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Qo5 Queus Configuration
QI.IEI“[‘]F of Service Thic screan allews you o configure a QoS queue and 2dd it to a selected layer? interface
QoS Queue Name | |
Queue Configuration
Wlan Queue Frens
QoS Classification Interface;
QoS Port Shaping
Routing Drop Algorithm
DNS ® o7 (Drop Tail)
DNS Proxy ) RED (Rardom Early Detection)
Interface Grouping Minimm Threshold [1-10013% of queve size
P TunnEI Mzzimum Threshold [1-100]%% of queus size
) WRED (Weight=d RED)
IP’S'E.E Lo Class Min Threshold [1-100)3% of queve size
Certl_ﬁcate Lo Class Max Threshold i of quews size
Multicast High Class Min Threshold [1-100]%% of queus size
Wireless High Class Max Threshold = gize
WiFi Mesh
AutoXtend

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface: Assign the entry to a specific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS rule is
enforced if the traffic exceeds the configured limit.

Drop Tail: Packets are sent in first come first serve fashion, the tailing traffic would
be dropped if they exceed the handling limit.
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Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion.

WRED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.

After selecting an Interface the following will be displayed.

QoS Port Shaping

Interface Grouping
IP Tunnel

MBS 3 ak

Queus Precedence

1(SF) | {lower valus, higher priority)

Routin 1
9 - The precedance list shows the scheduler algorithm configured at each precedence level,
DNS - Note that precedance level with SP scheduler m ve only one quavs,
- precedancs level with WRR/\WFQ scheduler may have multiple queues.
DNS Proxy F . ' F

Drop Algorithm
® DT (Drop Til)

IPSec ) RED [Rzndom Eary Detection)

Certificate Minirmum Threshold [1-10073% of gueus size

Multicast Mazximum Thrashold [1-100]% of queus size

Wireless O WRED (Weighted RED)

WiFi Mesh Lawr Class Min Threshold [1-1007%% of quews size

AutoXtend Lowr Class Max Threshold [1-100)%% of queus size
High Class Min Threshold [1-100)%% of queus size
High Class Max Threshald [1-1007% of quevs size

[1-1000000 Kbps] (-1 indicates no shaping)

Shaping Rate:

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
rit',' Qo5 Queus Configuration
Ql.l'-':llil‘!f of Service This screen allows you to configure a QoS queus and 2dd i to a selected layer2 interface
QoS Queus Name | |
Queue Configuratior
Wlan Queue Frens
QoS Classification Interface:

The precedence list shows the scheduler algorithm for each precedence level.
Queues of equal precedence will be scheduled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Shaping Rate: Specify a shaping rate limit to the defined queue.

Click Apply/Save to apply and save the settings.
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6.2.1.2 Wilan Queue

Displays the list of available wireless queues for WMM and wireless data transmit

priority.

Queue Configuratior
Wilan Queue
QoS Classification
QoS Port Shaping
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

[Be¢ P a

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
rit',r QoS Wlan Queue Setup
QLIEIlil‘!f of Service Maotz: IF WHMM function is disabled in Wirgless Page, queues relzted to wirekzss will not take effects,
QoS Queue The QoS function has been disabled. Queves would not take effects.

MName Key | Interface | Qid | Prec/Alg/Wght | Enable

WM Vigice Priority 1 wid ] 1/5p Enzhled
WMM Vioice Priarity 2 wid 7 2/5p Enabled
WMM Video Priority | 3 wi 6 3/sp Enabled
WMM Video Priority | 4 willl 5 4/5p Enabled
WM Best Effort 5 wid 4 Sisp Enabled

WMM Background [ wid 3 &/5p Enabled
WMM Background 7 wio 2 7/sp Enabled
WMM Best Effort 2 wid i a/5p Enabled

WMM Vioice Priority | 65 wil 8 1/sp Enabled
WMM Vioice Priority | 66 wil 7 2/5p Enabled
WMM Video Priority | 67 wil 6 3/sp Enabled
WMM Video Priority | 68 wil 5 4/5p Enabled
WMM Best Effort ] wil 4 5/5P Enabled

WMM Background | 70 wii 3 &/sp Enabled
WMM Background | 71 wil 2 7/sp Enabled
WMM Best Effort 72 wil i a/5p Enabled
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6.2.2 QoS Classification

The network traffic classes are listed in the following table.

.@@5@15

Device Info Basic Setup  Advanced Setup Diag Logout
rity QoS Classification Setup - maximum 32 rules can be configured,
Quality of Service T . i the Remove buton.
QoS Queue The Enable button enable-che e enabled. Rules with enable-checkbas un-checked wil be disabled.
. The enable-checkbo
Queue Configuration If you disable WMM reless will n
SEMILETR The Qo function has been disabled. Classification rules would not take effects.
QoS Classification
QoS Port Shaping CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
H Class Class] Ether| SrcMAC/ [DetMAC [Srctp/ DetlP) | DSCP [802.1P |Queus| D5CP[ 30210 Rate
gil;h"g Name| ™9 | intf | Type [Mask  |Mask Preﬁ:(l.englhll‘rdlemgth o Smw"l"""""lchak Check |Key |Mark |Mark |Li e
DNS Proxy Remave

Click Add to configure a network traffic class rule and Enable to activate it. To

delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the

rule must be satisfied for it to take effect.

Add Metwork Traffic Class Rule
This screen creates a traffic class nule to classify the ingress traffic into & priority queue and optionzlly mark the DSC
or Ethernet priority of the packet,
Cick ‘Apply/Save’ to save and activata the rule
Traffic Class Mame |
Rude Crdar: L_ast
Rude Status Enablg ~
Specify Classification Criteria (A blank oriterion indicatas it is not usad for classification.)
Ingress Interface | LAN L
Ether Tyze | -
Source MAC Address:
Source MAC Mask:
Destinzton MAC Address
Diestinzton MAC Mask
Specify Classification Results (A blank value indicates no operation.)
Specify Egress Interface (Required): | L |
Specify Egress Queus (Required): | w |
- Packets classified into a quawe that axit throwugh an interface for which the gueawse
is mot specified to exist, will instead egress to the default queue on the interface,
Mark Differentiated Service Code Point [DSCF) | ~ |
Mark 80215 prioriy | w |
- Class non-vlan packsts egress to a non-viam interface will be tagged with VID 0 and the dass rule p-bits,
- Class vian |::=-hEL egress o @ non-vlan interface will have the packet p-bits re-marked by the dass rule p-bits. Ko
additional vlan tag is added,
- Class non-vlan packsts egress to a vian interface will be tagged with the interface VID and the dass rule p-bits,
- Class vlan packets egress to a vlan interfzez will be additonally tagg with the packet VID, and the class rule p-bits.
Set Rate Limit | [Kbits/s]
Apphy/Save

Click Apply/Save to save and activate the rule.
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Consult the table below for detailed item descriptions.

Item

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its
source MAC address with the Source MAC Mask is
equal to the binary-AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to
the Destination MAC Mask must equal to the result
that this field binary-AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
priority to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan
interface will be tagged with VID 0 and the class rule
p-bits.
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- Class vlan packets egress to a non-vlan interface
will have the packet p-bits re-marked by the class
rule p-bits. No additional vlan tag is added.

- Class non-vlan packets egress to a vlan interface
will be tagged with the interface VID and the class
rule p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the
class rule p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

1@ 0 @ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Sec:urity QoS Port Shaping Setup
= - (o5 port shaping supports wraffic shaping of Ethemet intarfa
QLIB'IIZY of Service Ir'q_:fl:ping RZ:E"SS setcto f I'_ ne;j's '::: sha;:lgea'c "Eucr:'_ Size" will be ignorad,
Qo5 Queue
Queue Configuration Interface | Type | Shaping Rate (Mbps) | Burst Size (bytes) | Enable
Wilan Queue
ethd wan | [-1 0 )
QoS Classification | ||| | O
QoS Port Shaping ethi we | [ || [o | O
Routing
DNS eth2 L | [ REE [| O
DMNS Proxy
Interface Grouping = |l JIE | O
IP Tunnel sthd L | [4 RIE [l O
IPSec
Certificate

Click Apply/Save to apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in
again.

k0 Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. Routing — Default Gateway
Security
Quallty of Service Cefault gateway interface list can have multiple WAN interfaces served as system default gateways but only
Rnuting one will be used sccerding to the priority with the first being the highest and the last one the lowest priority i
the WAN interface is connected. Priarity order can be changed by removing all and adding them back in again.
Default Gateway
Static Route Selected Default Gateway Available Routed WAN
= - Interfaces Interfaces
Policy Routing
RIP eth( 1
DNS
DNS Proxy

Interface Grouping
IP Tunnel B
IPSec

Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

IPvE: Select 2 preferred wan interface as the system default IPvE gatewsy.

Selected WAN Tnterfac= | NO CONFIGURED INTERFACE v |

Click Apply/Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

1 @ 1 O

°
|

Logout

Device Info Basic Setup  Advanced Setup  Diagnostics Management
rit\r Routing -- Static Route (A maximum 32 entries can be configured)
Quality of Service MNOTE: For system created route, the 'Remove’ checkbox is disabled.
RDUEng I IP Version I DstIP/ PrefixLength | Gatewa\rl In‘herhc\el metrc I Ilermwel
Default Gateway
Static Route
Policy Routing
RIP

After clicking Add the following will display.

N < O

mil

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
r|t|,r Routing -- Static Route Add
H 3 Eniter stination network address, subnet mask, gateway AND/OR. availzble WAN interface then click
QI.IE'I-IZ‘]F of Service "Apply/Save” to add the entry to the routing whle. '
Routing
Default Gateway 1Py |
Static Route 2 IP address/prefix length |
Policy Routing I v
RIP Gatzway [P Addrass:
DNS [optional: metric number should be greater than or equal o zero)
DNS Proxy Metric

Interface Grouping

IP Version: Select the IP version to be IPv4 or IPv6.

Interface: Select the proper interface for the rule.
Gateway IP Address: The next-hop IP address.
Metric: The metric value of routing.

Destination IP address/prefix length: Enter the destination IP address.

After completing the settings, click Apply/Save to add the entry to the routing

table.
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6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

Device Info

Security

Quality of Service

Routing
Default Gateway
Static Route
Policy Routing
RIP

@ P ak

Basic Setup  Advanced Setup  Diagnostics Management Logout

Policy Routing Setting -- A maximum 7 entries can be configured.

Policy Namel Source IPl LAN Portl WAN I Default GW | Remowve I

On the following screen, complete the form and click Apply/Save to create a policy.

Device Info

Security

Quality of Service

Routing
Default Gateway
Static Route
Policy Routing
RIP

DNS

DNS Proxy

Interface Grouping

IP Tunnel

IPSec

Certificate

¢ P ak

Basic Setup  Advanced Setup  Diagnostics Management Logout

Palicy Routing Settup
Enter the palicy name, polices, and WAN interface then dick "Apply/Save” m 2dd the entry to the policy routing
tzhlz.

Mate: If s2lected "TPE" 25 WAN interface, defzult gatewsy must be configured,

Phiysical LAN Port: | '

Us= [".E-'acel eth0. 1/2th0.1
Diefault Gatzway 1Py

Consult the table below for detailed item descriptions.
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Item

Description

Policy Name

Name of the route policy

Physical LAN Port

Specify the port to use this route policy

Source IP

IP Address to be routed

Use Interface

Interface that traffic will be directed to

Default Gateway IP

IP Address of the default gateway
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6.3.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Apply/Save.

1 & & &

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity Routing -- RIP Configuration
Quality of Service NOTE: If selected interface has NAT enabled, only Passive mode is allowed,
Rﬂulil'lg To activate RIP for the WAN Imerface, select the desired RIP version and operation and place & check in the

‘Enabled’ checkbox, To stop RIP on the WAMN Interface, unchedk the ‘Enabled’ checkbox, Click the ‘Agply/Save’

Default Gateway button w0 start/stop RIP and save the configuration,

Static Route

PO'iC‘I' RDUti“g Interface] Version Operation  [Enabled

RIP ethi.1 2 w| [Passivew] [
DNS

DNS Proxy
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

1€ 3 £ a Kk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. DNS Server Configuration
Security
= = Select DMS Server Intarface from availzble WAN interfaces OR enter static DMS server IP addresses for the system.,
Quallty of Service If only & single WAN with static IPoE protocol is configurad, Static DNS server [P
Rt]uling DNS Server Interfaces can have mu WAM inrerf; sarved as system
used accanding o the priority with the fi and the last one the lowest priosity if o

DNs intarfacz is connectad, Priority order can be changad by remaoving all and adding them back in again.

DNS Server

Dynamic DNS ® select DNS Server Interface from available WAN interfaces:

DNS Entries Selected DNS Server Intarfaces Availzble WAN Interfaces
DNS Proxy ) K
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

O usethe following Static DMS IP address:
Primary DNS ssrver
Sacondary DNS server
Obtain IPv6 DNS info from a WAN interface:

WAN Interface selected MO CONFIGURED It

m
0
ul
I

i

£

®  Use the following Static IPvé DNS address:

S=condary [Pyl DS serven | |

Primary IPwE DNS san

Click Apply/Save to save the new configuration.
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6.4.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic IP address to a static
hostname in any of many domains, allowing the PRT-6301v2 to be more easily
accessed from various locations on the Internet.

1@ @ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. namic DNS
Security o
P = The Dynamic DNS sarvice allows you to glizs 2 dynamic [P address to & static hostname in zny of the many
Ql.lall-t}" of Service domains, allowing your Broadband Router to be more easily accessed from various locations an the Internet.
Routing ) y f
Chooze Add or Remaove to configure Dynamic DNS.

DNS ) e )}

DNS Server I Hostname | Username | Sarvice I InherFacel Remave |

Dynamic DNS

DNS Entries

To add a dynamic DNS service, click Add. The following screen will display.

SOMTREND
- L]
. . . '
H < = @ '
mil
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Sec:urit',r Add Dynamic DNS
Quali_ty of Service This page allows you to add & Dynamic DNE address from DynDNS.org, T20, or no-ip.com.
Routing
DNS D-DNS prowider

DNS Server Hostname

Dynamic DNS Interfzcz E

DNS Entries _
DNS Proxy E:':'Erl_lIEJEN:eSerun 0s
Interface Grouping S
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

Click Apply/Save to save your settings.

Consult the table below for item descriptions.
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Item Description
D-DNS provider Select a dynamic DNS provider from the list
Hostname Enter the name of the dynamic DNS server
Interface Select the interface from the list
Username Enter the username of the dynamic DNS server
Password Enter the password of the dynamic DNS server

6.4.3 DNS Entries

The DNS Entry page allows you to add domain name and IP address pairs desired to
be resolved by the DSL router.

Bed ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
- DNS Entries
Security
H = The DKE Entry page allows you to 2dd domain name and IP address pairs desired 9o be rescfved by the DEL router,
Ql.lall-t‘}" of Service Choose Add or Remave to ‘onhgure DMES Entry. The entries will become active after savelreboot,
Routing
A maximum 16 entries can be configured.

DNS | Domain Mame I IP Address | Remowve |

DNS Server

Dynamic DNS

DNS Entries

Choose Add or Remove to configure a DNS Entry. The entries will become active
after save/reboot.

Bodak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. DNS E

Security e
Qualib,r of Service Enter the doman name and [P address that nesds to be resolved locally, and dlick Add Entry.
Routing Domain Name IP Address
DNS | | |

DNS Server

Dynamic DNS (Add By |

D:lns Entries m

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry button.
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6.5 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

B < ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity DNS Proxy Configuration
uality of Service
Q .tv Enabie DNS Proxy
Routing
DNS Hest name of the Broadband Rouser:
DNS Proxy Domain name of the LAN network: | Home
Interface Grouping
IP Tunnel DNS Relay Configuration
IPSec This controls the DHCP Server to assign pulbdic DS,
Certificate Enzhle DN Relzy
Multicast
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6.6 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

MBS P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Interface Grouping — A maximum 16 entries can be configured
Security P g
Quality of Service Interfzce Growping supparss multiple ports wo WAN and bridging groups. Each group will perform as an independent
. netwark, T suppart this feature, you must create mapping groups with approgeiase LAN and WAN interfzoes using
Routing the Add button, The Remave button will remove the grouping and edd the ungrouped interfaces to the Defauk
roup. Only the default group has IP interface.
DNS group Qroup
DNS Proxy
Interface Grouping Group Name | Remove | WAN Interface | LAN Interfaces DHCP Vendor IDs | MAC Address
IP Tunnel
=y ETHL
IPSec
= ETH2
Certificate .
Multicast S T
Wireless ETH#
WiFi Mesh ComtrendCDEC_2.4GHz
AutoXtend ComtrendCDBC_SGHz

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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. Interface grouping Configuration
Security

R = To creste & new interface groum:
QLIB'I[Y of Service 1. Enter the Group name and the group name must be unique and select either 2, [dynamic) ar 3. [static)

Routing below
DNS

2. If you ke vo automatically add LAN clients o @ WAN Interface in the new group add the DHCP vendor ID
Pro: string. By configuring a DHCP vendor ID string any DHCP dient request with the spacified vender ID (DHCE
DNS Xy . option &0 will be denied an IP address from the locl DHOP server.
Interface Grouping
IPT I 3.5elect interfaczs from the availzble interface Fst and 2dd i w the groupsd interfzce Bt using the armow
unne buttons to create the required mapping of the ports. Mote that these clients may obtain public IP
IPSac addresses
Certificate 4. Click Apply/Save button to make the changes efective immediztely
Multicast
Wireless
I IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client
WiFi Mesh device attached to the modem to allow it to obtain an appropriate IP address,
AutoXtend
Group Name: | |
Grouped WAN Interfaces Available WAHN Interfaces
" eth0.1/eth0.1 -

Grouped LAN Interfaces Available LAN Interfaces
~ Comtrend2852_2 4GHz "
Comtrend2852_5GHz
ETH1
ETH2
ETH3
ETH4

Automatically Add Clients With the
following DHCP Vendor IDs

Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoOE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.
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The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, and ETH4.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default" and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_0_37, nas_0_38, and ETH1.
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6.7 IP Tunnel

6.7.1 IPv6inIPv4
Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured IPv4
links.
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IP Tunneling - 6ind4 Tunnel Configuration

Security
Quality of Service I Na mel WAN | LAN I Dynamic | IPv4 Mask Length | Grd F"reﬁxl Border Relay Mdrasl Remmrel
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPvBinIPv4
IPv4inIPv6
MAP

Click the Add button to display the following.
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity IP Tunneling -- 6in4 Tunnel Configuration

Qualih,r of Service Currendy, only 6rd configuration is supporsed
Ruuling Tunnel Name —I
DNS Mechanism GRD ~ |
DNS mey Associabed WAN Interfzcs: o |
Interface Grouping Aezociated LAN Inzerface LAN/BrO »
IP Tunnel ® pznuzl O Ausomer

IPv6inIPv4

IPv4inIPv6 ::‘p"?k

rd Prefix with Prefix Length:

—_— Border Relay IPwd Address
IPSec
Certificate

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input @ name for the tunnel
Mechanism Mechanism used by the tunnel deployment
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Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface
6rd Prefix with Prefix Prefix and prefix length used for the IPv6
Length interface
Border Relay IPv4 Address Input the IPv4 address of the other device
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6.7.2 IPv4inIPv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6-only environment.

[ < O ¢
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IP Tunneling -- 4iné Tunnel Configuration

Security
QLIB'“Z‘\“I of Service I Ha mel WAN I LAN | Drynamic |AFI'R| Remo‘uel
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPv6inIPv4
IPv4inIPve
MAP

Click the Add button to display the following.
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rity IP Tunneling -- 4in6 Tunnel Configuration

Quality of Service Currendy; anly DS-Lite configuration is supported,
RDUE“Q Tunnel Name
DNS Mechanizm DS-Lite hd |
DNS Proxy Associzted WAN Interfaos: A |
Interface Grouping Aszociated LAN Insarface LAMN/Br «
IP Tunnel ® iz O Automenc

IPvGinIPvd AFTR |—|

IPv4inIPvE | Apphy/Save |

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
Associated WAN Interface Select the WAN interface to be used by the
tunnel
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Associated LAN Interface Select the LAN interface to be included in the
tunnel
Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

AFTR Address of Address Family Translation Router

6.7.3 MAP
This page allows you to configure MAP-T and MAP-E entries.

B < O ak
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. MAP - MAP-T/MAP-E Configuration
Security

Quality of Service Mechanizm | WAN | Dyriamic | B BMRIPvE |BMRIPv4 |PSID | PSID ~
Rnuling Prefix | Prefix Prefix Offset Length

ons

DNS Proxy
Interface Grouping
IP Tunnel
IPvGinIPv4
IPv4inIPv6
MAP

Click the Add button to display the following.

1@ ¢ Ak
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Security MAP — MAP-T/MAP-E Configuration
gﬂulaj:;t:guf Service Mechanism ) MAR-T ~ |
Azzociated WAN Interface w |

DNS Associated LAN Interface LAN/DrQ
DNS mey ® Manua 'J_, Aumomatic
Interface Grouping
IP Tunnel

IPv6inIPv4 BR IPvE Prefix

IPv4inIPv6 EMR. IPvE Prefic

MAP EMR. IPv4 Prefix
IPSec PSID Offset
Certificate PSID Length
Multicast PaID zle
Wireless

Click Apply/Save to apply and save the settings.
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The settings shown above are described below.

Item

Description

Mechanism

Choose whether to encapsulate with MAP-E or
MAP-T to be used for NAT64 translation

Associated WAN
Interface

Lists the LAN interfaces available to be used for IP
MAP

Associated LAN

Lists the LAN interfaces available to be used for IP

Interface MAP

Manual Configure the prefix and relative PSID settings
manually

Automatic The prefix settings will be configured automatically

from the mapping interfaces

BR IPv6 Prefix

Configure the border relay IPv6 Prefix

BMR IPv6 Prefix

Configure the basic mapping rule IPv6 Prefix

BMR IPv4 Prefix

Configure the basic mapping rule IPv4 Prefix

PSID Offset

Port Set ID offset assigned to the IP MAP

PSID Length

Define the port set ID length

PSID Value

Define the port set ID value
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6.8 IPSec
6.8.1 IPSec Tunnel Mode Connections

You can add, edit or remove IPSec tunnel mode connections from this page.

B <P a

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rlt"’ IPSec Tunnel Mode Connections
QI.IE“[Y of Service Add. remove or enabla/disable IPSac tunnel connections from this page
Routin
9 Connection | IP Tunnel Exch I(';'GI Remote | Local Remote Re
DNS Name Version | Mode || =T Gateway | Addresses | Addresses move
Method | Interface

DNS Proxy
Interface Gﬂ]l.lpil'lg | Add New Connection ” Remaove |
IP Tunnel
IPSec

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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Security IPSec Settings
Quality of Service IPSec Connection Name
Routing
DNS 1P Version IFWL W
DNS Proxy Tunnel Mode
Interface Grouping
IP Tunnel Local Gateway Interface:
IPSec
Certificate Remote IPSec Gateway Address
Multicast Tunnel zocess from local IP addresses
Wireless IF Address for VPN
WiFi Mesh Mask or Prefix Length
AutoXtend

Tunnel aocess from remote IP sddresses

IP Address for VPN
Mask or Prefix Length

Key Ewchange Mathod

Authentication Method [Pre-Shared Key  w|

Pre-Shared Kay

Perfect Forward Secrecy

Advanced IKE Settings Showe Advanced Settings

Heading Description

IPSec Connection
Name

User-defined label

IP Version

Select the corresponding IPv4 / IPv6 version for the
IPSEC connection

Tunnel Mode

Select tunnel protocol, AH (Authentication Header) or
ESP (Encapsulating Security Payload) for this tunnel.

Local Gateway
Interface

Select from the list of wan interface to be used as
gateway for the IPSEC connection

Remote IPSec
Gateway Address

The location of the Remote IPSec Gateway. IP address
or domain name can be used.

Tunnel access from
local IP addresses

Specify the acceptable host IP on the local side.
Choose Single or Subnet.
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IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Tunnel access from
remote IP addresses

Specify the acceptable host IP on the remote side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Key Exchange
Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)
authentication. For Pre-shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate Input Pre-shared key / Choose Certificate

(X.509)

Perfect Forward Secrecy

Enable or Disable

Advanced IKE Settings

Select Show Advanced Settings to reveal
the advanced settings options shown below.

man Grown for Key Exchange 1024bit «

man Grown for Key Exchange 1024bit «

Hide Adwanced Settings

llain r
AES-128(sw) ¥
SHAT (sw)

500 Seconds

AES - 125 (sw) =
SHAT (sw) v

500 Seconds

Advanced IKE Settings

Select Hide Advanced Settings to hide the
advanced settings options shown above.

Phase 1 / Phase 2

Choose settings for each phase, the available
options are separated with a “/” character.

Mode

Main / Aggressive
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Encryption Algorithm

DES / 3DES / AES 128,192,256

Integrity Algorithm

MD5 / SHA1

Select Diffie-Hellman Group

768 - 8192 bit

Key Life Time

Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

Manual e

Aoy S

Encryption Algorithm

DES / 3DES / AES (aes-cbc)

Encryption Key

DES: 16 digit Hex, 3DES: 48 digit Hex

Authentication Algorithm

MD5 / SHA1

Authentication Key

MD5: 32 digit Hex, SHA1: 40 digit Hex

SPI (default is 101)

Enter a Hex value from 100-FFFFFFFF
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6.9 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.9.1 Local

B < ¢ 4k

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Sec:|.|r|ty Local Certificates
Quali_ty of Service raid"_pl_e_l fr:;:f.l:gi:?:;::?at?:f: this page. Local certificatas are used by peers to verify your identty,
Routing
DNS
DNS Proxy
Interface Grouping | Create Certificats Request
IP Tunnel
IPSec
Certificate
Local
Trusted CA

| Namel In Use I Subjer_'tl T\I‘p&l Action |

| Imgort Certificate |
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CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to
provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request. The
contents of this application form do not affect the basic parameter settings of the
product.

BMoxdak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Create new certificate request
P 2 To generate a certificate signing request you need to include Common Name, Organization Name,

QI.IE!'IIZ‘}I’ of Service State/Province Name, and the 2-letter Country Code for the certificate
Routing
DNS Cartificats Namea:
DNS mey Eﬂor'ﬂ.on .I-.E—|e
Interface Grouping I.n;anlz:tl;-:n ame
IP Tunnel Stzte/Province Name
p Country/Region Name: US (United States) hd
Certificate

Local Apphy

Trusted CA

The following table is provided for your reference.

Item Description
Certificate Name A user-defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two-letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

SOMTREND
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rit\r Import certificate
Quality of Service Enter cartificsts name, pasts certificate content and private key,
Routing e 1
DNS Name
----- BEGIN CERTIFICATE-----
DNS Proxy <insert certificate here:
Interface Grouping = |----- EMD CERTIFICATE-----
IP Tunnel
IPSec o
. rtificat
Certificate e
Local
Trusted CA
Multicast £
Wireless 0 |==--- BEGIN RSA PRIVATE KEY-----
— <insert private key here:
SAEUED S D END RSA PRIVATE KEY-----
AutoXtend
Private Hey
P
Apply

Enter a certificate name and click the Apply button to import the certificate and its

private key.
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6.9.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

MBS ak
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rit',r Trusted CA (Certificate Authority) Certificates

Qua“-ty of Service r--:lt:l::lu_.'l_le_| fr;;i:;g;;;?;;::lia;?;?: this page. CA certficates are used by you to verify pears’ cartificatas,
Routing
DNS
DNS Proxy
Interface Grouping Import Certificate
IP Tunnel
IPSec
Certificate
Local
Trusted CA

| Name | Suhjer.'tl Type | Action I

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

= <@ 1 & a k

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Import CA certificate

Security
Quality of Service Enter certificatz name and pastz cartificats content,
Routing e
DNS Name:

————— BEGIN CERTIFICATE-----

DNS Proxy ¢insert certificate heres
Interface Grouping = [----- END CERTIFICATE-----

IP Tunnel

IPSec

Certificate Certificate:
Local
Trusted CA

Multicast

Wireless

WiFi Mesh

AutoXtend Apply

Enter a certificate name and click Apply to import the CA certificate.
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6.10 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default

values shown. Then click Apply/Save.

SOMTREND
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Security Multicast Precedence: Disable v | lower value, higher priority
Quality of Service Multicast Strict Grouping Enforcement: | Disable v
Routing IGMP Configuration
DNS o
DNS Proxy Enter IGMP protocol configuration fislds if you want madify default vakues shown below.
Interface Grouping Default Version 3
IP Tunnel Query Intzrval 125
IPSac CQuery Responss Interval 10
Certificate Last Member Query Intarvel 10
Multicast Robustness Valus 2
. | Maximum Multicast Groups: 25
Wireless Maximum Multicast Deta Sources (for 0
WiFi Mesh 1GMP3) ’
AutoXtend Maximum Multicast Group Members I:l
Fast Lezve Enable
IGMP Group Exception List
Group Address Mask/Mask bits Remove
224.0.0.0 255.255.255.0
233.255.255.250D 255,255.255.255 E_I
224.0.255.135 255,255.255.255 E_l
| | || a2
Remove Checkad Entries
MLD Configuration
Enter MLD protocol (IPvE Multicast) configuration fields if you want modify default values shown below.
Diefault Version: 2
Query Intzrval 125
CQuery Responss Interval 10
Last Member Query Intarvel 10
Robustness Valus 2
Maximum Multicast Groups: 10
Maximum Multicast Data Sources (for midv2): | 10
Maximum Multicast Group Members 10
Fast Lezve Enable
MLD Group Exception List
Group Address Mask/Mask bits Remaowve
fo1::0000 fff:20000
f02::0000 fff:20000
FFO5:: 00110003 FfF A AR R AR AT | [
| | || [add
Remove Checkad Entries
Apphy!Save

Multicast Precedence: Select precedence of multicast packets.

Multicast Strict Grouping Enforcement: Enable/Disable
grouping.
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Item Description
Default Version Define IGMP using version with video server.
Query Interval The query interval is the amount of time in seconds

between IGMP General Query messages sent by the
router (if the router is the querier on this subnet).
The default query interval is 125 seconds.

Query Response Interval The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query The last member query interval is the amount of
Interval time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also the
amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost IGMP
packets. The robustness variable should be set to a
value of 2 or greater. The default robustness
variable value is 2.

Maximum Multicast Setting the maximum number of Multicast groups.
Groups

Maximum Multicast Data Define the maximum multicast video stream
Sources (for IGMPv3) number.

Maximum Multicast Setting the maximum number of groups that ports
Group Members can accept.

Fast Leave Enable When you enable IGMP fast-leave processing, the

switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.
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IGMP Group Exception List / MLD Group Exception List

Item

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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6.11 Wireless

6.11.1 SSID
This page allows you to configure the Virtual interfaces for each Physical interface.

Device Info

Security
Quality of Service
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDS
Advanced
WiFi Mesh
AutoXtend

SOMTREND

Basic Setup

» 3 a K

Advanced Setup Diagnostics Management Logout

SSID
This page allows you to configure the Virtual interfaces for each Physical interface

Wireless Interface: [Comtrend2852_2 4GHz(AD-18:42:60:28:53) v |

BSS-MAC (SSID): AD:18:42:60:28:53 (Comtrend2852_2.4GHz enabled) v |
BSS Enabled: Enabled v |

Metwork Name (SSID): Comtrend2852_2 4GHz |

Metwork Type: Open v |

AP Isolation: Off v

L2 Isolation: Off »

ESS Max Associations Limit: 64

WM Advertise: Advertise v

WMF: On v

Authenticated Stations:

Click the Apply button to apply your changes. The settings shown above are
described below.

Item

Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

BSS Enabled

Enable or disable this SSID

(SSID)

Network Name

Displays the Wi-Fi network name or SSID that users will
see when searching for Wi-Fi networks.

Network Type

Selecting Closed hides the network from active scans.
Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

L2 Isolation Wireless clients on the guest network cannot access

hardwired LAN clients
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BSS Max
Associations Limit

Sets the maximum associations for this BSS

WMM Advertise

When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons and
probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle
for too long, it is removed from this list.

Signal Strength

WiFi connection signal strength icon

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature
Spec Wi-Fi Spec

BW Bandwidth

Dwds Lists the devices that utilize Dynamic WDS

Rssi Received Signal Strength Indicator

DS Data Rate
(Mbps)

Receive Rate

US Data Rate

Transmit Rate

(Mbps)

Tx pkts Shows total Tx packets

Tx bytes Shows total Tx bytes

Rx pkts Shows total Rx packets

Rx bytes Shows total Rx bytes

Tx Failures Shows total Tx packets failed
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6.11.2 Security

This page allows you to configure security for the wireless LAN interfaces.

Device Info

Security
Quality of Service
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDS
Advanced
WiFi Mesh
AutoXtend

Basic Setup

¢ @ ak

Diagnostics Management Logout

SECURITY

This page allows you to configure security for the wireless LAN interfaces.

Wireless Interface:

WPA:

WPA-PSK:

WPAZ:

WPAZ-PSK:
WPRAI-SAE:

WPAZ:

OWE:

DPP:

WPA2 Preauthentication:
WPA3-SuiteB:

WPA Encryption:

RADIUS Server:
RADIUS Port:
RADIUS Key:

WPA passphrase:

Frotected Management Frames:

Metwork Key Rotation Interval:
Fairwise Key Rotation Interval:

Metwork Re-auth Interval:

Advanced Setup

| Comtrend2852_2 4GHz(AD:18:42:60:28:53) v | Select |

Disabled v
Disabled v
Enabled v
Disabled v
Disabled v

0.0.0.0
1812

[[Ciick here to displa

36000

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WA Disabled
Enzbles/Diskifles wWEA Authenticated Disabled w
Key Management suits, SR

The descriptions are also shown below.
Item Description

Wireless Interface

Select which wireless interface to configure

WPA

suite

Enable/disable WPA authenticated key management
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WPA-PSK Enable/disable WPA-PSK authenticated key
management suite

WPA2 Enable/disable WPA2 authenticated key management
suite

WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key
management suite

WPA3 Enable/disable WPA3 authenticated key management
suite

OWE Enable/disable OWE authenticated key management
suite

DPP Enable/disable DPP authenticated key management
suite

WPA2 Enable/disable WPA2 Preauthenticated key

Preauthentication

management suite

WPA3-SuiteB

Enable/disable WPA3-SuiteB key management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS
Server

Set the IP of the RADIUS (Remote Authentication Dial In
User Service) to use for authentication and dynamic key
derivation

RADIUS Port

Set the UDP port humber of the RADIUS server. The port
number is usually 1812 or 1645 and depends upon the
server.

RADIUS Key Set the shared secret for the RADIUS connection

WPA Set the WPA passphrase

passphrase

Protected Wi-Fi CERTIFIED WPA2 with Protected Management
Management Frames provides a WPA2-level of protection for unicast
Frames and multicast management action frames.

Network Key
Rotation
Interval

Set the Network Key Rotation interval in seconds. Leave
blank or set to zero to disable the rotation.
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Pairwise Key

Set the Pairwise Key Rotation interval in seconds. Leave

Rotation blank or set to zero to disable the rotation.

Interval

Network Set the Network Key Re-authentication interval in
Re-auth seconds. Leave blank or set to zero to disable periodic
Interval network re-authentication.
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6.11.3 WPS

This page allows you to configure WPS.

MBS0 ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Quality of Service This page allows you to configure WPS
E;‘;“"g Wirelsss Interface: [Comirend2852_2 4GHz(AD 18.42.60.28.53) v | Select |
DNS Proxy WPS Current Mode: AP with Built-in Registrar
Interface Grouping WPS Configuration: Enabled
IP Tunnel Device WPS UUID:
IPSec Device PIN: 36828432
Certificate Configurs by Extemnal Registrar
Multicast
Wireless Current S31D: Comtrend2852_2 4GHz
SSID Current Authentication Type: WPA2-P5SK
Current Encryplicn Type: AES
Security Current PSK:
wps —— ssID: Comirend2352_2 4GHz |
Hitering Authentication Type: WPAZ-PSK w
WDS Encryption Type: AES w
Advanced WPA passphrase:  |sesessses
WiFi Mesh Save Credentials | | Reset To OOB |
AutoXtend
Station PIN: Mote: Empty for PEC method.
Authorized Station MAC: |
Add Enrollee

WPSE Current Status: Init

Apply

List Wifi-Invite enabled STAs: Refresh

Wifi-Invite enabled STAs:

} I

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPS
This page allows you to configure WPS.
Wireless Interface: Comirend0001_5GHz(02:10:18:01:00:.02) | Select
WPS Current Mode: I} AP with Built-in Registrar
| WeS current mode |
WPS Configuration: Enabled

The descriptions are also shown below.

Item Description

Wireless Interface Select which wireless interface to configure
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WPS Current Mode

Displays WPS current mode

WPS
Configuration

Enable/Disable WiFi simple config mode

Device WPS Displays the WPS UUID number of this device
UuiD
Device PIN Displays the PIN number for this device

Configure by
External Registrar

Set Allow/Deny wireless external registrar to
get/configure AP security through AP PIN

Current SSID

Displays the current SSID

Current
Authentication Type

Displays the current authentication type

Current Encryption
Type

Displays the current encryption type

Current PSK

Displays the current PSK by clicking SIS uEEREEET

SSID

Displays the Wi-Fi network name or SSID that users will
see when searching for Wi-Fi networks.

Authentication
Type

Select the authentication type from the drop-down
menu

Encryption Type

Select the encryption type from the drop-down menu

WPA Set the WPA passphrase

passphrase

Station PIN Input the station PIN to verify expected station.
Note: Empty for PBC method.

Authorized Input the authorized station MAC

Station MAC

WPS Current
Status

Displays the WPS current status

List Wifi-Invite
enabled STAs

Click the Refresh button to find WiFi-Invite enabled
STAs

Wifi-Invite
enabled
STAs

Displays the list of WiFi-Invite enabled STAs.
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6.11.4 MAC Filtering

This page allows you to configure the MAC Filtering for each Physical interface.

o o 2
M RE N D
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security MAC Filtering
Quality of Service This page allows you to configure the MAC Filtering for each Physical interface.
g:l;'mg Wireless Interface: [Comirend2852_2 4GHz(A0:18.42.60.28.53) v |
DNS Proxy BSS-MAC (SSID): [AD:18:42:60:28:53 (Comirend2852_2 4GHz enablad) v |
Interface Grouping MAC Restrict Made: Disahled v
IP Tunnel MAC filter based Probe Response: Jn w
IPSec MAC Addresses:
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDS
Advanced Apply

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

MAC Restrict Mode: I} Disabled
Selacts whether clients with the

specified MAC address are allowad or
denied wirgless access.

P
L= ¥

The descriptions are also shown below.

Item Description

Wireless Interface Select which wireless interface to configure

BSS-MAC (SSID) Select desired BSS to configure

MAC Restrict Select whether clients with the specified MAC address

Mode are allowed or denied wireless access

MAC filter based Enable/Disable MAC filter based probe response mode

Probe Response

MAC Addresses Allow/Deny wireless access to clients with the
specified MAC addresses. The MAC address format is
XX 1 XX XX XX XX XX,
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6.11.5 WDS

The wireless distribution system supports extended networking of wireless access
points and can be configured as described below.

%O?REN_D @ g@ =.l H-

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Security WDS
Quality of Service This page allows you to configure Wirgless Distribution System (WDS).
Routing
DNS
DNS Proxy Eridges: Peer MAC Address
Interface Grouping
IP Tunnel

IPSec

Certificate

. Eridge Resfriction: Enabled w
Multicast
. Bridge Link Detection Interval: il
Wireless

SSID

Security
Wps

MAC Filtering
WDS
Advanced

Wireless Interface: [Comtrend2852_2 4GHz(AD:18:42:60:28:53) v |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Jﬂlﬂm—'ﬂt&gfﬁ"— Comtrend80D1_2 4GHz(1C:64:9%:32:80:D2)
Selects which wirdless interface to

configure.

MAC Address Link Status
The descriptions are also shown below.
Item Description

Wireless Interface Select which wireless interface to configure

Peer MAC address Enter the peer wireless MAC addresses of any member
that should be part of the Wireless Distribution System
(WDS)

Restriction Select Disabled to disable the WDS restriction. Any WDS

(including the ones listed in Remote Bridges) will be
granted access. Select Enabled to enable WDS
restriction. Only those bridges listed in Remote Bridges
will be granted access.

Link Direction Set the WDS link detection interval in seconds. Leave
Interval blank or set to zero to disable the detection.
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Note: With reference to the above setup, please ensure that the conditions below
are met, and both devices are rebooted afterwards:

1. Ensure that the first Comtrend device (home router) does not use the same
IP address as the second Comtrend wireless device (wireless bridge). See
section 5.3 LAN, for details on how to change the IP address.

B < ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Loseal Ares Network [LAN) Set
WAN Setup ol Area Ne rk (] } up
MNAT Configuns the Sroadbens Router 17 Address and Sunet Mask for LAN interfece. Groupilams | Defaull »
LAN
- IP Addiresx: 192 168.1.1

Lan VLAN Setting : : e

IPvE Aut nfig Subn=t Mazk 355.255.255.0

UPnP

Enable IGMP Snocping
bark
Parental Control ) Standars Mode
Home Networking ) Brociing Mooe
Wireless _
WiFi Mesh | Dizable w |
N multiczst s=tting takes eect only when WAN s=rvice = up.
AutoXtend LANZLAN multiczst is always =nabled when WAN servios is Sown regandle=s of this s=tting.
152.156.1.2
.166.1.254
L] Setting TFTF Sarvm
Static I? Leaz= List- (A madmum 32 entries czn be configured)

| MAC Addmﬁl 1P Address | Rernr.w\el

| Agd Enkries || Remave Enfries |
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2. Both devices need to have the same fixed channel. See section 6.11.6
Advanced for details.

1@ ¢ Ak

Advanced Setup

Device Info

Security
Quality of Service
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDS
Advanced
WiFi Mesh
AutoXtend

Basic Setup

Radio

This page allows you to configure the Physical Wirgless interfaces.

WWireless Interface:

Interface:
202,11 Band:

Diagnostics

Management Logout

| ComtrendCDBC_2 4GHz{AD:13:42:26:C0:3E0) » |

m
=)
w
=
i
o
£

2.4 GHz v | Cument 2.4 GHz

| Channel Specification:

11~ | Cument: 11 *=nterference Level- Al:ceptabl&l

Bandwidth:
“LAM Priority Support:

0BS5S Coexistence:
Transmit Power:

Wax Associations Limit:

¥Presz™ Technology:

Beamforming transmission (BFR )

Beamforming reception (BFE):
MU-MIMO TX:

RIFS Mode Advertisement:

WM Support:
Meo-Acknowledgement:
APSD Support:

Enable IGMP Proxy:
Band5teering Dasmon :
Airtime Fairness:

Enable 502.11a:x:

40 MHz v | Current: 40MHz
Off »

Off w
100% w

2

ik

Disabled ~ |
Disabled |
Disabled «

Auto v

]

On w
Off w
Off w

Disable »

Disable i

Disable v

onw

ply

&
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3. Both devices need to have a (different) fixed access SSID (Network Name).
See section 6.11.1 SSID for details.

€OM'—'REND

@ﬁ}g@u

Device Info Basic Setup  Advanced Setup  Diag Manag Logout
Security ssID
Quality of Service This page allows you to configure the Virtual interfaces for each Physical interface
ﬁz‘:’“g Wireless Interface: [Comirend2852_2 4GHz(A0-18:42.6028:53) v |
DNS Proxy BSS-MAC (SSID): AD:18:42:60:28:53 (Comtrend2852_2 4GHz enabled) v|
Interface Grouping BSS Enabled: Enabled w |
1P Tunnel |network Name (SSID): Comirend2852_2 4GHz |
wsec AP oston
. solaton:
Oel;tl.ﬁcate L2 Isolation:
M':I ticast B35 Max Associafions Limit:
Wireless WM Advertise:
SSID WMF:
Securi
rity Authenticated Stafions:
WPS Re | T
MAC Filtering o s | bytes | Failures
WDs
Advanced Apply
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4. Both devices need to have WPA2-PSK enabled. See section 6.11.2 Security

for details.

M < O ¢

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Security SECURITY
Quality of Service This page allows you to configure security for the wireless LAMN interfaces.
gx::;hng Wireless Inferface: [Comirend2852_2 4GHz(A0 18:42 60 28 53) v | Select |
DNS Proxy WPA: Disabled
Interface Grouping WPA-PSK; Dizabled »
IP Tunnel WEAZ Disahled w
sec s e
. : isabled
Oerlt'_ﬁ“ate WPA3: Disabled v
M'_J S OWE: Disabled w
Wireless DPP. Disabled v
S5ID WPAZ Preauthentication: Disabled
Security WPA3-SuiteB: Dizabled
WPS
WRPA Encrypfion: -AES L
MAC Filtering P [RES V]
WDS RADIUS Server: 0.0.0.0
Advanced RADIUS Port: 1812
WiFi Mesh RADIUS Key: e
AutoXtend
WPA passphrase: |
Protected Management Frames: Capable w
Metwork Key Rotation Interval: 0
Painwize Key Rotation Interval: 0
Metwork Re-auth Interval: 36000
Apply
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5. Both devices (A & B) need to have each other’s MAC address. See section
6.11.5 WDS for details.

SZOMTREND
- ]
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security WDS
Quality of Service This page allows you to configure Wireless Distribution System {WDS).
ﬁ;‘:’“g Wireless Interface: [Comirend2852_2 4GHz(A0 18.42.6028.53) v |
DNS pﬂ}x‘v Bn’dges: Peer MAC Address Link Status
Interface Grouping
IP Tunnel
IPSec
Certificate ) -
Multicast Eridge Resfriction: Enabled v
‘_'I 1ca Bridge Link Detection Inferval: 1
Wireless
SSID Apply
Security
WPS
MAC Filtering
WDS

6. Now make sure to reboot both devices. See section 8.9 Reboot for details.

Me g ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Settings Click the butbon below to rebost the router,
System Log

SNMP Agent
TR-069 Client

STUN Client

Internet Time

Access Control

Update Software
Reboot
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6.11.6 Advanced

This page allows you to configure the Physical Wireless interfaces.

2.4GHz

6 <

2 2k

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Security Radio
Quality of Service This page allows you to configure the Physical Wirsless interfaces.
g:‘;““g Wireless Interface: [ComirendCDSC_2 4GHz(AD. 15:42.26:CD:80) v |
DNS Proxy Interface: Enabled w
Interface Grouping 802.11 Band: 2.4 GHz | Cument: 2.4 GHz
IP Tunnel Channel Specification: 11w | Cumrent: 11 **Interference Level:
Acceptable
IPSec Bandwidth: 40 MHz v | Curent: 40MHz
Certificate WLAM Priority Support: Off w
Multicast
- s i :
Wireless 1[_)EIS [ljt{::mstenl:e ?;fu;: _
ransmit Power:
SSID
Security Max Associations Limit;
WPS
MAC Filtering ¥Press™ Technology: On w
WDS Beamforming transmission (BFR) Disabled w |
Advanced Beamforming reception (BFE): Disabled |
WiFi Mesh MU-MIND T Dizabled w
b T RIFS Made Advertisement:
WM Support: onw
Mo-Acknowledgement: Off w
APSD Support: Off w
Enable IGMP Promxy:
BandSteening Dasmon :
Airtime Fairness:
Enabls 502 1121

ply

&
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5GHz
SOMTREND
. -
- n
| ﬁ a R '
\
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Secllrit? Radio
Quality of Service This page allows you to configure the Physical Wireless interfaces.
E‘;‘;"“g Wireless Inferface: [ComirendCDAC_GGHz(AD 18:42.26. CO:8E) v |
DNS Proxy Interface: Enabled w
Interface Grouping 202.11 Band: 5 GHz v | Current: 5 GHz
IP Tunnel Channel Specification: :ﬁfﬂab; Current: 3880 ***Interference Level;
IPSec Bandwidth: 50 MHz ~| Cument 80MHz
Certificate WLAM Priority Support: Off w
Multicast
. g i -
Wireless _lII_)EIS._ tio::ﬂst&nne. ?;fu\[; _
ransmit Bower:
551D
Security DFS Channel Selection:
WPS
MAC Filtering Maex Aszociations Limit:
WDS XPress™ Technology:
Advanced . S i
WiFEi Mesh Beamr’orrn!ng transm|55|on |,E!FR_|. D!Sﬂbled w |
AutoXtend Beamforming reception (BFE): Disabled w |
en MU-MIMO TX: Disabled v
RIFS Made Advertisement:
WM Support: On w
Mo-Acknowledgement Off w
APSD Support: Off w
Enablz IGMP Proxy:
BandSteering Dasmon -
Airtime Fairness;
Enable 502.11ax: onw
Apply

Click the Apply button to apply your changes.

For information on each parameter, move the cursor over the parameter that you
are interested in (as shown here).

Interface: Enabled ¥
’_Iaum@@gd—‘ 5 GHz v | Current: 5 GHz
Eeec.‘f.ﬁﬂzill,, e e Auto ¥ | Current: 56/20 ***Interference Level: Accepiable
The descriptions are also shown below.
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Item

Description

Wireless Interface

Select which wireless interface to configure

Interface

Enable/Disable the wireless interface

802.11 Band

Select the 802.11 band to use

Channel Specification

Select a channel specification

802.11 n-mode

Enable/Disable 802.11N support

Bandwidth

Select channel bandwidth

VLAN Priority Support

Advertise packet priority using VLAN tag

OBSS Coexistence

Enable/Disable overlapping BSS coexistence aka
20/40 coex

Max Associations Limit

Set the number of associations the driver should
accept

Xpress Technology

Enable/Disable Xpress mode

Airtime Fairness

Provide airtime fairness between multiple links

BandSteering Daemon

Rule of bandsteer daemon: 0 disable, 1 primary,
2 helper, 3 standalone

Beamforming
transmission (BFR)

This is a versatile technique for signal
transmission from a number of antennas to one
or multiple users. In wireless networks it
increases signal power for the intended user and
reduces interference to non-intended users.

VHT MU BFR: Wi-Fi 5 Multi User Beamforming
transmission

HE MU BFR: Wi-Fi 6 Multi User Beamforming
transmission

VHT MU + HE MU BFR: Wi-Fi 5 & Wi-Fi 6 Multi
User Beamforming transmission

Disabled - Disables beamforming transmission

Beamforming reception
(BFE)

This is a versatile technique for signal reception
from a number of antennas to one or multiple
users.
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In wireless networks it increases signal power for
the intended user and reduces interference to
non-intended users.

VHT MU BFE: Wi-Fi 5 Multi User Beamforming
reception

HE MU BFE: Wi-Fi 6 Multi User Beamforming
reception

VHT MU + HE MU BFE: Wi-Fi 5 & Wi-Fi 6 Multi
User Beamforming reception

Disabled - Disables beamforming reception

MU-MIMO TX

(MU) Multi-user MIMO transmission is a set of
multiple-input and multiple-output technologies
for multipath wireless communication, in which
multiple users or terminals, each radioing over
one or more antennas, communicate with one
another. Client devices that support Wi-Fi 6 are
highly recommended to enable this feature.

Disabled: Disables MU-MIMO transmission
Note: Disabling MU-MIMO TX, will also disable HE
(Wi-Fi 6) MU-MIMO

Enabled: Enables MU-MIMO transmission

Auto: In this mode of operation, the Access Point
will detect the wireless stations currently present
in the network to determine the operation mode

Wifi 6 (11ax)

Control WiFi 6 features

RIFS Mode
Advertisement

Select the RIFS (Reduced Inter-Frame Spacing)
mode to advertise in beacons and probe
responses

WMM Support

Enable/Disable WMM support

No-Acknowledgement

Enable/Disable EMM No-acknowledgement

APSD Support

Enable/Disable Automatic Power Save
Technology
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6.12 WiFi Mesh

WiFiXtend

A Comtrend proprietary WiFi Mesh solution that makes the slave devices
automatically synchronize, and makes slave devices choose the best uplink path in
a covered network environment.

EasyMesh

The Wi-Fi EasyMesh defines the control protocols between APs, mechanisms to
route traffic within the network, and the data objects necessary to enable easy
onboarding, provisioning, control, and automated management of APs in a Wi-Fi
EasyMesh network.

Wi-Fi EasyMesh networks use a controller to manage the network, with agent APs
connected to it.

B e P Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security
IP Filtering )( - Eas MeSh Setti
2.6 ettings
MAC Fitering WIFI TEND y g
Quality of Service WiFiXtend2.0: End-User WiFi Once enabled, this device will work with
Routing Optimization via Mesh-Enahanced other EasyMesh Agent capable units (& the
DNS Technology 2.4GHz 55ID/Password are automatically set
DNS Proxy to match your 5GHz WiFi).
Interface Grouping
IP Tunnel Enable WiFiXtend2 0 ) Enable EasyMesh Controller
IPSec
Certificate
Multicast e
— Wifi X tend
WiFi Mesh

WiFiXtend1.0: Historical reference only.
This now exists under AutoXtend as
SSID Sync.

AutoXtend

Once you have decided to use WifiXtend or EasyMesh follow the instructions
below.

Check the checkbox and click the Apply/Save button to enable WifiXtend.
To enable EasyMesh, check the checkbox and click the Apply/Save button. Once

enabled, this device will work with other EasyMesh Agent capable units (& the
2.4GHz SSID/Password are automatically set to match your 5GHz WiFi).
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6.13 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

[ < O ¢ a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rit',r AutoXtend
) F"tEI'iﬂg Custom code features that increass ease of instzllaton,
MAC Filtering
Quality of Service Admin Sync: Syncs the administrator login usermame and password,
Rnuling G.hn Sync: 5 G.hn domzin and password,

DNSs TRE9 Sync: Syncs the TR-065/5TUM settings.

DNS Proxy S5ID Sync: The S5I0/Password setings are propagated
Interface Grouping WiFiMesh Sync: WiFiMesh settings are propagated,

IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics

7.1 Diagnostics - Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.

ZOMTREND

- -

- ]

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Diagnostics LAN Devi
Ethernet OAM evice
Uptime Status [ ] ! l ] l ] LTiE FRTE0
Ping E— 0 — F— Serial Humber 220241 1UHKF-ANDDOO73
TraceRoute ETH1L ETH2 ETH3 ETH4 Firmware Version CTU-1.0.3

LAM IPv4 Address | 132.168,1.1 5:‘:51:ilg:der [CE T
LAM Subnet Mask [ 255.255.255.0
Up Tima 5% mins: 31 secs
LAN MAC Address | a0:18:42:50:28:52
DHCP Server Enzblad System Log
192.168.1.2 -
DHCP IP Range 197.168.1.754

Click the Diagnostics Menu item on the left side of the screen to display the
individual connections.

SOMTREND
= -
- |
= 3 ° K
@ X
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. . eth0.1 Diagnostics
Diagnostics
Your modem is capable of testing your 4 onrecion, The individual tests are listed below. I & test displays = fail status, clhick "Test” at the
Ethernet OAM bottom of this page to mzke sure th < is consistent. If the test continues te fail, dick "Help” and follow the troubleshooting procedures,
U-ptII'I’IE Status Test the connection to your local network
Ping Test your ETH1 Connection: | FAIL Help
TraceRoute Test your ETH2 Connection: | PASS [
Test your ETH3 Connection: FAIL Hs=o
Test your ETH4 Connection: FAIL Hs=o
Test your Wireless Connection: | PASS, PASS | Hslo
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7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

MGt @ak

Device Info Basic Setup Advanced Setup Diagnostics  Management Logout

- - Ethernet Link OAM (802.3ah
Diagnostics e ( k)

Ethernet 0AM [ Enzbled
Uptime Status Ethernet Service 0AM (§02.1ag / ¥.1731)
Ping [C) Ensbled @ g0z.1a5 O w1731
TraceRoute

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernet Link OAM (202.3ah)

Enzhlzd

WAMN Interface

0aM ID (positive inveger)
() Auto Event

[C] wariable Retrieval

(] Link Events

[ Remote Loopbads

[0 Active Mode

Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM packets
OAM ID OAM Identification number
Auto Event Supports OAM auto event
Variable Retrieval Supports OAM variable retrieval
Link Events Supports OAM link events
Remote Loopback Supports OAM remove loopback
Active mode Supports OAM active mode
146

Leading the Communication Trend



SOMTREND

To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full
configuration list.

Ethernet Service OAM (802.1ag [/ ¥.1731)

Enzbled @ go2,12g O vz
WAN Intarface
MD Level [0-7]

MD Kame: [2.g. Broadcom)]

MA ID: [2.g. BRCM]

Local MEP ID [1-8151]

Local MEP VLAN ID [1 ][1-4094] (-2 means no VLAN tg)
[ ©CM Transmission

Remote MEP ID: [1-8191] (-1 means no Remote MER)
Loopback and Linktrace Test

Target MAC: l:l [esg. 02:10:18:3z:bbaec]
Linktrace TTL: l:l [1-255] {-1 means no max hop limis)

Loopback Result: A

Linktrace Result: A

| Send Loopback || Send Linktracs

| ADY Sdwe |

Click Apply/Save to implement new configuration settings.

Item Description
WAN Interface Select from the list of WAN Interfaces to send OAM
packets
MD Level Maintenance Domain Level
MD Name Maintenance Domain name
MA ID Maintenance Association Identifier
Local MEP ID Local Maintenance association End Point Identifier
Local MEP VLAN ID VLAN IP used for Local Maintenance End point

Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)
continuously.

Remote MEP ID Maintenance association End Point Identifier for the remote
receiver
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To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC

MAC Address of the destination to send OAM
loopback/linktrace packet

Linktrace TTL

Time to Live value for the loopback/linktrace packet

7.3 Uptime Status

This page shows System, DSL, ETH and Layer 3 uptime. If the DSL line, ETH or Layer
3 connection is down, the uptime will stop incrementing. If the service is restored,
the counter will reset and start from 0. A Bridge interface will follow the DSL or ETH

timer.

Boodak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. . Uptime Status
Diagnostics
Ethernet OAM —hi:E_PE;E shows 3'{-ster._D_5L. ETH a_n::l_ La__-.Er 3_uet!re_ If the :-%_ ina._ ETH ar Layer 3 Fannact an is

i dowen, the uptime will stop incrementing, IF the service is restored, the counter will neset and start from

Uptime Status 0. A Bridge intarface will follew the DSL ar ETH timer.
Ping The "Clear&ll” button will restart the counters from 0 or show "Mot Connected” if the interface is down
TraceRoute

System Up Time | 1 minz:42 secs

ETHWAN Growg:

ETHWAMN Up Time | Mot Connsct=d

ethi.1 Mot Connectad

The "ClearAll" button will restart the counters from 0 or show "Not Connected" if the

interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic
test to send the ICMP request to the specified host.

Make sure ICMP is set to be accessible from WAN in Access Control configuration.

1@ 3 O

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- - Ping
Diagnostics
Ethernet 0OAM Send IECHF_FE:-{-?__P:EC_I_?T _:r:c:.r_: to n_El“.'.‘-:-'k hosts. Please make sure ICMP is sat to be aocessible
. from WAM in Access Control configuration,
Uptime Status
Ping Ping IP Address | Hostname | | Fing |
TraceRoute PING 192.168.1.1 (192.168.1.1): 55 data bytes

&4 bytes from 192.168.1.1: seq=0 =4 cme=0.31E ms
&4 bytes from 192,168.1,1: seq=1 t=F4 tme=0.204 ms
&4 bytes from 192.168.1.1: seq=2 t=F4 tme=0.209 ms
&4 bytes from 192.168.1.1: seq=3 =4 tme=0.237 ms

— 192.168.1.1 ping statistics —
4 packats ransmitted, 4 packets recsived, 1% packst loss
round-trig min/avg/max = 0.204/0.242/0.318 ms
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7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

Make sure ICMP is set to be accessible from WAN in Access Control configuration.

Diagnostics [racefioute

Ethernet OAM _ran:e_:he route ip packets follow geing to "host", Plaase make suwre ICMP i set to be accessible from
WARN in Access Controd configuration,

Uptime Status

Ping TraceRoute [P Address | Hostname: | | TraceRoute

TraceRoute trecemouts to 192,168.1.1 (192,168, 1.1), 30 hops max, 38 byte packes

1 Comirend.Home (192.168.1.1) 0,036 ms
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings

To save the current configuration to a file on your PC, click Backup Settings. You
will be prompted for backup file location. This file can later be used to recover
settings on the Update Settings screen, as described below.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Settings - Backup
Settings

Bad:up Backup Broadband Rouwter configurations. You may save your router configurations to a file on your PC.

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

| Backup Sattings
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8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to search for the file, then click Update Settings to

recover settings.

B[S P

Device Info Basic Setup Advanced Setup Diagnostics

. Tools -- Update Settings
Settings

Backup

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

Settings File Name No fil= chosen

Update Broadband Router szttings, You may updzte your

Updats Sattings

Management

Logout

rowter settings using your saved files,

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

™ & 3 @8

Basic Setup  Advanced Setup Diagnostics

Device Info

. Tools -- Restore Default Settings
Settings

Backup

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

Restore Broadbard Router sattings to the factory defaulss.

Restore Default Settings

®
mil

Management

Logout

After Restore Default Settings is clicked, the following screen appears.
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Broadband Router Restore

The Broadband Fouter configuration has been restored to default settings and
the router is rebooting.

Closze the Broadband Fouter Configuration window and wait for 2 minutes
before reopening yvour web browser. If necessary, reconfigure vour PC's IP
address to match vour new configuration.

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The PRT-6301v2
board hardware and the boot loader support the reset to default. If the
Reset button is continuously pressed for more than 10 seconds, the
current configuration data will be erased. If the Reset button is
continuously pressed for more than 60 seconds, the boot loader will erase
all configuration data saved in flash memory and enter bootloader mode.

153

Leading the Communication Trend



8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

[ <O a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
= L
Settings SystemLog
Sy‘StEI'I‘I Lﬂg The System Log dialog slkews you 5o view the System Log and configure the Systam Log options.
SNMP Agent Click "View System Log" to view the System Log.
TR-069 Client Click "Configure System Log” to configurs the System Log options,
STUN Client
Internet Time
Access Control View System Lo Configure System Log
Update Software
Reboot

STEP 2: Select desired options and click Apply/Save.

1@ 1 O

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
a stem Log - Configuration
Settings 5 " !
System Log If the log made is enablad, the systam will begin to log 2l the sekected events. For the Log Lawel, all avents
shove or equal v level will bz lagged. For the Display Level, 2l logged events zbove or equal 1o
SNMP Agent the selected level w . e is 'Femot=’ or 'Both,' events will be sent to the
. specified IP addres UD#® port of the remote syslog server, I the selected mods i 'Local’ or 'Both,' events
TR-069 Client will be recorded in the local memaory.
STUN Client
. Select the desired values and dick "Apply/Save’ 1 configure the system log options,
Internet Time
Access Control Log ®) Disable () Enable
Update Software Log Level: Debugging_ v
Reboot Dy Lvel

IMods:

Lacal w

Apphy/

Consult the table below for detailed descriptions of each system log option.
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Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/Save.

Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“Emergency” down to this configured level will be recorded to the log
buffer on the PRT-6301v2 SDRAM. When the log buffer is full, the
newer event will wrap up to the top of the log buffer and overwrite the
old event. By default, the log level is “"Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB UI will
prompt the user to enter the Server IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log

Date/Time |Facility [Severity Message
lan 1 00:00:12|syslog  [emerg BCMMIE24S started: BusyBox v0.60.4 {2004,09, 14-0& : 20+00007
lan 1 00:00:17 (user Crit llogd: USE Link LIP.
Jan 1 00:00:19 (user Crit klogd: etho Link UP.

Refresh I Closel
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

M o L
SOMTREND
. ]
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings SNMP - Configuration
Simghe Network Managemant Protocal (SHMP) slows 2 menagement application to retrieve statistics and status
System Log from the SNMP agent in this device,
SNMP Agent e . o
TR-069 Client Select the desirad values and click "Apply” w0 configure the SHMP options
STUN Client SNMP Agant (®) pizzblz O Enzble
Internet Time Read Community: public
Access Control Set Commiunity: orivate
Update Software System Name: Comirend
Reboot Systern Location: unknown
Sy=temn Contact LNENowWn
rap Manager IF: 0.0.0.0
Save/Appl |
Item Description
SNMP Agent Enable or Disable the SNMP Agent

Read Community

Default is “public”

Set Community

Default is “private”

System Name

Default is “"DSL Router”

System Location

Describes the location of the system

System Contact

Describes who should be contacted about the host the

agent is running on

Trap Manager IP

Trap request supports to monitor and alarm via port 162

from Agent
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/Save to configure TR-069 client options.

BSo o sk

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. TR-0€9 client - Configuration
Settings
WAN Management Protocal (TR-063) allows a Auto-Configuration Sarver (ACS) to perform auto-configuration,
System Log provision, collection, and diag ) this device,
SNMP Agent _
TR-069 Client Selact the desired values and click "Applhy'Save” to configure the TR-069 dient options,
STUN Client L) Enstie TRDE3
Internet Time ~ ~
Access Control OUl-seriz ® mac ) Sarialnumber
Inform '\J Disable () Enable
Lpinisanihg s DHCP Option 42 O Diseble @ Enable
Reboot
Inform Interval ECi]
ACS URL:
ACE User Mams
ACS Password:
WAN Interface usad by TR-069 client: ] any_wiaN U edhon U oan [ Loooback
Connection Request Authentication

Connection Request Ussr Mams:
Connection Request Passwaord
Connection Reguest URL:

Enabling the connection req_a;—'ljer vill restrict connection requests to the TR-§3C por w specified IP

addresses, Changes will be apphed after rebootyWAN reconnection,
Connection Request Filker: Disable w

Connection Request Acressible AddressIF |
address]/prefix length]:

[ Appiyisave | [ Send Infomm |

The table below is provided for ease of reference.

Item Description
Enable TR-069 Tick the checkbox M to enable.
OUI-serial The serial number used to identify the CPE when making

a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial
number.

Inform Disable/Enable TR-069 client on the CPE.
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DHCP Option 43

Enable/Disable using DHCP option 43 received from
WAN server to configure ACS URL.

Inform Interval

The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL

URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name

Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password

Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface
used by TR-069
client

Choose Any_WAN, LAN, Loopback or a configured
connection.

Connection Request

Authentication Check the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

Enabling the connection request filter will restrict connection requests to the TR-69C
port to specified IP addresses. Changes will be applied after reboot/WAN

reconnection.
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Item Description
Connection Enable (IPv4/IPv6) or Disable the connection request
Request Filter filter.
Connection Specify which IP addresses can make connection
Request Accessible requests to this device.
AddressIP
address[/prefix
length]

The Send Inform button forces the CPE to establish an immediate connection to
the ACS.
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8.5 STUN Client

Session Traversal Utilities for NAT (STUN) is a protocol that serves as a tool for other
protocols in dealing with Network Address Translator (NAT) traversal.

?REND a} g@ -..‘

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings STUN client - Configuration
Session Traversal Utlities for MAT {STUM) is a protocol that serves as a tool for other protocols in daaling with
System Log Network Address Translator [NAT) .
SNMP Agent ) )
TR-069 Client Select the desired values and dick "Apphy/Save” to configure the STUN dlient options,
STUN Client ® Diszble O Enatle
Alssfl s STUN Server Acarsss:
Access Control STUN Server Port
Update Software STUN User Name:
Reboot STUN Password:
Max Keepalive Period
Min Kezodlive Period

| Apply/Save |

Select the desired values and click the Apply/Save button to configure the STUN
client options.

The settings shown above are described below.

Item Description
Disable/Enable Disable/Enable STUN client.
STUN Server IP address of the STUN server.
Address

STUN Server Port Service port of the STUN server.

STUN User Name Account to link to the STUN server.

STUN Password Password of said account to link to the STUN server.
Max KeepAlive Maximum period to wait for a packet to be received from
Period the STUN server to keep the link alive.
Min KeepAlive Minimum period to send a packet to the STUN server to
Period keep the link alive.
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8.6 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click Apply/Save.

Bodak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
ings Time settings
System Log This page allows you to the medem's time configuration.
SNMP .ﬂvgent Aumomztically synchronize with Inbernet time servers
TR-069 Client

STUN Client First NTP time server: clock fmt he net w

Second NTP tme server

Internet Time Third MTP time server

Access Control Fourth NTP time sarver
Update Software Fifth NTP tme sarver
Reboot
Time zone offset: | (GMT-05:00) Pacific Time, Tijuana -

| Apphy/Save |

NOTE: Internet Time must be activated to use. See 5.5 Parental Control.
The internet time feature will not operate when the router is in bridged mode, since
the router would not be able to connect to the NTP timeserver.
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8.7 Access Control

8.7.1 Accounts

This screen is used to configure the user account access passwords for the device.
Access to the PRT-6301v2 is controlled through the following user accounts:

e The root account has unrestricted access to view and change the
configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.

MB<e3 ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. Access Control — Accounts/ Passwords
Settings By dafzul, access to your Broadband router is controlled through three wser acoounts: rooz.support.and wses,
System Log The root accownt has unrestricked acoess to view and change the configuration of your Broadband routss
SNMP Agent . . i f .
M & support account is typically utilized by Carrier/ISP technidians for maintenance and disgnaostics,
TR-069 Client ' ’ -
STUN Client The coount is typically utilized by End-Users to view configuration settings and statistics, with limited abikisy
. to oo re certain settings.
Internet Time
Usz the fields below to update passwords for the accounts, add/remove sccounts (max of 5 accounts), Mote:
Access Control Passwords may be as long as 16 characters but must not cmntein 2 space.
Accounts
Servi (i___. Zelen:;an acc\ountt: ~
() Create an account:
IP Address -
Update Software Old Passvord:
Reboot r-E:-ﬂF;;;:-on::
Confirm Password
SavelApply
Usz the fields below to enzble/disable accounts a5 well 25 adjust their specific privileges,
Feature root
Account eocess Bath

Add/Remaove WAN Enalbled

Wireless - Basic Enalbled
Wireless - Advanced | Enzbled
LAN Settings Enzhled
Intzrface Grouping Enzhled
MAT Sattings Enabled
Update Software Enzhled
Sarurity Enabled
Quality of Service Enabled

Manzgement Settings | Enabled

Advanced Setup Enalbled

Note: Passwords may be as long as 16 characters but must not contain a space.

Click Save/Apply to continue.
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8.7.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click Apply/Save
to activate.

Bex ak

Device Info Basic Setup Advanced Setup Diagnostics  Management Logout
iI'H_IIS Service Access Control Configuration

System Log Sedect each listhox and dick save/apply w configure your Setting.
SNMP Agent Service | Current New Port
TR-069 Client
e HTTP | Lan | [LAN MIE |
Internet Time S5H zn | [LAN MIE |
Access Control TELWET | Lan | [LAN M E |

Accounts

Sarvices shmp | Dis=oie |[Disable  w|[182 |

IP Address HTTES Lan | LAM w | |¢¢3 |
Update Software
Reboot FTP zn|[LAN M E |

e Lan LAaN - 1]
Aocess "CPU & Memory” from WAN side O dllow W Deny

Access "CPU & Memory" from WAN side:
This allows the WAN side to access the Device Info CPU & Memory page.

Click Apply/Save to activate.

Please note that any Comtrend firmware upgrade will not modify any Wi-Fi
parameters (including the Wi-Fi power setting). Comtrend’s products follow the
market’s standard requirements.

163

Leading the Communication Trend




8.7.3 IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

1 @ 3 B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Access Control — IP Address
Settings
The IP Address Access Control mode, if enabled, permits access to local management senvices from [P
wem Ll]g addreszas contzined in the Access Control List | If the Access Control mode is disabled, the m will not
SNMP Agent validate IP addrasses for incoming packets. The services are the systam apglications listed in the Service Control
- Lis beside ICMP
TR-D69 Client
STUN Client Accsss Control Mode: @) Disabie () Ensble
Internet Time
s Control IP Address | Subnet Mask | Interface | Remove |
L § te;

Ao nts ress | Subnet Mask | Interface move

Services | acdd || Remove |

IP Address

Click the Add button to display the following.

B < @ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Settings Access Control
System Log ET.Z;';: [f' address of the management station permitted to access the locs! management sarvices, and cick
SNMP Agent
TR-069 Client IP Address Subnet Mask Interface
STUN Client I ||[rone ~
Internet Time
Access Control | savesagply |
Accounts
Services
IP Address

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address - IP address of the management station.
Subnet Mask - Subnet address for the management station.

Interface - Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.8 Update Software

This option allows for firmware upgrades from a locally stored file.

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.

M <@ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Settings Tools - Update Software
System Log Step 1: Obtzin an updated software imaoz file from your ISR
SHMP Agent _Step 2: Enter the path to the image file lacation in the box belaw or click the "Browsz" button to locate the
TR-069 Client e
STUN Client Step 3: Click the "Update Software" button once to upload the new image filke.
Internet Time NOTE: The update procass takes about 2 minutas to complete, and your Broadband Router will reboct.
Access Control . [No Change v

Configuration

Update Software )

Imige Encryped Passward {if amy): | |

Reboot ) =
Soforare Fike Mame: | Choose File | No file chosen

Update Software

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path to the image file location in the box below or click the
Choose File button to locate the image file.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.
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8.9 Reboot

To save the current configuration and reboot the router, click Reboot.

B < P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SEtti“g!"r Click the button below to reboot the router,

System Log

SNMP Agent
TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot

NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.

Boeda

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings Broadband Router Reboot
System Log ) )
SNMP Agent The Broadband Router 1z rebooting.
TR-069 Client . . . .
- en Close the Broadband Router Configuration window and wait for 2 minutes

STUN Client . ) =

. before reopening vour web browser.
Internet Time o
Access Control
Update Software
Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your
screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router.
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STATEFUL PACKET INSPECTION

SOMTREND

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup - Security - IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address 1 192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Dest. IP Address i NA
Dest. Subnet Mask : NA
Dest. Port : NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. IP Address :172.16.13.4
Dest. Subnet Mask : 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask i NA
Dest. Port : NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name : In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. IP Address :192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
bridge mode. After a bridge mode connection is created, navigate to Advanced
Setup = Security > MAC Filtering in the WUI.

: Forwarded
: PPPoE

Example 1: Global Policy
Protocol Type

Dest. MAC Address

:00:12:34:56:78:90

Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from eth1l to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE
:00:12:34:56:78:90
:00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPoE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the PRT-6301v2, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin Name Description

1 BI_DA+ Bi-directional pair A +
2 BI_DA- Bi-directional pair A -

3 BI_DB+ Bi-directional pair B +
4 BI_DC+ Bi-directional pair C +
5 BI_DC- Bi-directional pair C -

6 BI_DB- Bi-directional pair B -

7 BI_DD+ Bi-directional pair D +
8 BI_DD- Bi-directional pair D -
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Appendix C - Specifications
Hardware
RJ-45 X 4 for LAN (10/100/1000 Base-T auto-sense)
RJ-45 X 1 for WAN (10/100/1000 Base-T auto-sense) Reset button X 1
WPS & WiFi On/Off button X 2
WiFi Antennas X 4 (2 dual band antenna & 2 single band antenna)
Power switch X 1
USB 3.0 Host X 1

WLAN

Up to AX5400Mbps PHY Rate

Up to 1W Ultra High TX Power

IEEE 802.11ax, 2.4GHz, 2T2R, backward compatible with802.11n/g/b
IEEE 802.11ax, 5GHz, 4T4R, backward compatible with802.11ac/n/a
WPA/WPA2/WPA3-PSK with TKIP & AES security type

Multiple SSID

MAC address filtering

802.1x radius supported

Supports entire 5GHz band including Dynamic Frequency Selection (DFS) channels
Supports band steering

Supports beamforming

LAN

10/100/1000 Base T, IEEE 802.3, IEEE 802.3u IEEE
802.3ab

Support MDI/MDIX

Networking Protocols

MAP-T and MAP-E support

RFC 1483/2684 VC-MUX, LLC/SMAP encapsulations forbridged or routed packet
IPoE, PPPoE, Bridge, IPoA, PPPoA

PPPoE pass-through, Multiple PPPoE sessions on single WAN interface
PPPOE Filtering of non-PPPoE packets between WAN and LAN
Transparent bridging between all LAN and WAN interfaces
802.1p/802.1g VLAN Support

Spanning Tree Algorithm

IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fastleave

Static route, RIP v1/v2, ARP, RARP, SNTP

DHCP Server/Client/Relay

DNS Proxy/Relay, Dynamic DNS Internet Printing Protocol

UPnP

IPv6 subset
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Management

TR-069/TR-181/TR-104/TR-111/TR-143, SNMP, Telnet, Web-
based management, Configuration backyp and restoration

Fine Point’s TR-069 enhanced functionality is available on this model
with a firmware upgrade

Software upgrade via HTTP, TFTP server, or FTP server
Firewall/Filtering

Stateful Packet Inspection Firewall

Stateless Packet Filter

Parental Control URI/URL Filtering

Denial of Service (DOS): ARP attacks, Ping attacks, Ping of Death,
LAND,SYNC, Smurf, Unreachable, Teardrop

Port Scan Detection and Protection

TCP/1P/Port/interface filtering rules Support both incoming and
outgoing filtering

NAT/PAT

Supports One to One, Many to One, Many to Many (Overload), Many to
Many (No Overload) NAT

NAT Loopback Port Triggering

Port Forwarding (Virtual Server)

Symmetric Port-Overloading NAT, Full-Cone NAT

DMZ Host

VPN Pass Through (PPTP, L2TP, IPSec)

USB
File Sharing (DLNA & Samba)
Print Server

Environment
Operating temperature: 32~104°F (0~40°C)
Relative humidity: 5~95% (non-condensing)

Kit Weight

(1* PRT-6301v2, 1*RJ11 cable, 1*RJ45 cable, 1*power adapter) = 0.8 kg

‘ NOTE: Specifications are subject to change without notice. ‘
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control - Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -| root WAN IP address|

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh - root |WAN IP address|

NOTE: The |[WAN IP address| can be found on the Device Info > WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with an USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board
print server checkbox M and input Printer name & Make and model. Click
the Apply/Save button.

A < & ¢

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN SEtI.IP Print Server settings
NAT This page allows you to enable / disable printer support
LAN Enable on-board print server.
bark
Parental Control Printer name Canon

Mzke and maodel MX430

Home Networking
Print Server
DLNA

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.

175

Leading the Communication Trend



STEP 2: Click the Windows start E button. - Then select Settings.

@ Trevor.Owens

[ Documents
Pictures
Settings

Power

L O m 6 H
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STEP 3: Select Devices.

Settings

&)

System
Display, sound, notifications,
power

Personalization
Background, lock screen, colors

Gaming
Xbox Game Bar, captures, Game
Mode

Windows Settings

| Fm.’l a setting

Devices
2 Bluetooth, printers, mouse

2= Apps

Uninstall, defaults, optional
features

L., Ease of Access

Narrator, magnifier, high
contrast

L

0

Phone
Link your Android, iPhone

Accounts
Your accounts, email, sync,
work, other people

Search
Find my files, permissions

Update & Security
Windows Update, recovery,
backup

Q

STEP 4: Select Printers & scanners.

< Settings o O X

@ Home Bluetooth & other devices

| I';Hu\ a set

| + Add Bluetooth or other device

Devices
Bluetooth

@ off

Bluetooth & other devices

EE.] Printers & scanners
|:| Show notifications to connect using Swift Pair

Mouse When selected, you can connect to supported Bluetooth devices quickly
when they're close by and in pairing mode.

E3 Touchpad

Typing D Download over metered connections

To help prevent extra charges, keep this off so device software (drivers,
info, and apps) for new devices won't download while you're on

J’ Pen & Windows Ink :
metered Internet connections.

@ AutoPlay

f uss Turn on Bluetooth even faster
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STEP 5: Select Add a printer or scanner.

SOMTREND

< Settings

@ Home

Printers & scanners

Find a setting

jo | Add printers & scanners

Devices

Bluetooth & other devices
@J Printers & scanners
O Mouse

E3 Touchpad

Typing

" Pen & Windows Ink
®) AutoPlay

8 uss

g Add a printer or scanner

Printers & scanners

Fax
Inkjet Multifunction Printer
Not connected

Microsoft Print to PDF

Microsoft XPS Document Writer

5 © &

STEP 6: - Select The printer that I want isn’t listed.

< Settings

N Home

Printers & scanners

Find a setting

fe | Add printers & scanners

Devices

BB Bluetooth & other devices
I 1 Printers & scanners

O Mouse

B Touchpad

Typing

P Pen & Windows Ink

(® AutoPlay

B uss

Refresh
O

Searching for printers and scanners

IThe printer that | want isn't listed

Printers & scanners

=T
Microsoft Print to PDF
=]

Microsoft XPS Document Writer
=]

OneNote for Windows 10
]
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STEP 7: Choose Select a shared printer by name. Then input the printer link
and click Next.

http://LAN IP:631/printers/Canon

NOTE: The printer name must be the same name inputted in the WEB UI “Print
Server settings” as in step 1.

= Add Printer

Find a printer by other options

(O My printer is a little older. Help me find it.

(®) Select a shared printer by name

http://192.168.1.1:631/printers/Canon TrErET

Example: \\computername\printername or
http://computername/printers/printername/.printer

() Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or network printer with manual settings

Next Cancel
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STEP 8: Select the manufacturer - and model of your printer - then, click OK.

Add Printer Wizard ? X

Select the manufacturer and model of your printer. If your printer came with
<= an installation disk, click Have Disk. If your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer Printers

1 Canon MX490 series FAX
Generic I i, Canon MX490 series Printerl
Microsoft

SHARP

|—_|.. This driver is digitally signed.

Windows Update Have Disk...
Tell me why driver signing is important

OK Cancel

STEP 9: The printer has been successfully installed. Click the Next button.

=% Add Printer

You've successfully added Canon on http://192.168.1.1:631

Printer name: Canon on http://192.168.1.1:631

This printer has been installed with the Canon MX490 series Printer driver.

Next Cancel
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STEP 10: Click Finish (or print a test page if required).

= Add Printer

You've successfully added Canon on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshooting information for the printer,

print a test page.

Print a test page

Finish Cancel

STEP 11: Go to > Settings > Devices > Printers & scanners to confirm that the

printer has been configured.

&

i

Settings

Home

Find a setting

0 o @

Devices

Bluetooth & other devices

Printers & scanners

Mouse

Touchpad

Typing

Pen & Windows Ink

AutoPlay

(U:]

Printers & scanners

Add printers & scanners

O Refresh
The printer that | want isn't listed

Printers & scanners

Canon on http://192.168.1.1:631
Default

Fax
Inkjet Multifunction Printer
Not connected

Microsoft Print to PDF

Microsoft XPS Document Writer

5 © @ |
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPoA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces.

F1.1 Ethernet WAN Interface

The PRT-6301v2 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

N 3[

STEP 1: Go to Basic Setup ™ *™ 3 WAN Setup > Select ETHERNET Interface
from the drop-down menu.

r o -
SOMTREND
= ° '

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Select naw interface to =:::I ETHERNET Interface v |
UL ETH WAN Interface Configuration
bark
Parental Control | Interface/(Name) | Connection Mode | Remave |
Home Networking th/ETHWAN ViznMuxModz Ramave
Wireless
WiFi Mesh

AutoXtend

Step 2: Wide Area Network (WAN) Service Setup

Interface | Description | Type | Vlan8021p | VlanMuxId | VlanTpid ll,gmp Igmp NAT | Firewall | IPws Mid mid Manual

roxy | Source Proxy | Source | Mode Remove | Edit

0

ipoz_sthd | IPoE M/A MN/A WA Dizabled | Diszbled | Enzbled | Disabled | Diszbled | Diszbled | Disabled | Disabled

STEP 2: Click Add to proceed to the next screen.

This table is provided here for ease of reference.
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Item

Description

Interface/ (Name)

WAN interface name.

Connection Mode

Default Mode - Single service over one interface.
Vlan Mux Mode - Multiple Vlan services over one interface.

Remove

Select interfaces to remove.

STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAMN Configuration
This screen &

[ethD/ETHWAN + |

=3

Apply/Save

owis you oo configure 2 ETH port .

On the next screen, check that the ETHERNET interface is added to the list.

Interface/(Mame] | Connection Mode

ethd/ETH\WAN VianMwdMade

To add a WAN connection go to Section F2 ~ WAN Connections.
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F2 ~ WAN Connections

The PRT-6301v2 supports one WAN connection for each interface, up to a maximum
of 16 connections.

To setup a WAN connection follow these instructions.

@

STEP 1: Go to Basic Setup ™ *™" > WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup

Remove | Edit

_ Igmp Igmp ; Mid Mid Manual
VlanTpid o || e MNAT | Firewall | IPwG Proxy | Source | Mode

Interface | Description | Type | Vian8021p | VianMuxId

| Add || Remove

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Select 2 layer 2 interface for this service

[eDIETHWAN w |

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration

Selzct WAN s=rvice type

® ppp over Ethernet (PPROE)

() 1P over Ethernet

Enter Service Description: | poooe_ethd

For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.

For untagged service, s=t -1 to both 802,1P Priority and 802,14 VLAN ID
Enter 802.1P Prioricy [0-7]: -1

Erter 802,10 VLAN ID [0-2034]: 1

Select VLAN TPID Selecta TRID »
Internet Protocol Selection:
[1Pv4 Only v

| Back || Mext |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1PF Priorizy [0-7]:
Enter 802,10 WLAN ID [0-4054] 1
Select YLAN TRID Select a TPID w |

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5:

You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For PPP over ETHERNET (PPPoE) - IPv4

(2) For IP over ETHERNET (IPoE) - IPv4

(3) For Bridging - IPv4

(4) For PPP over ATM (PPPoA) - IPv4 (Not Supported)
(5) For IP over ATM (IPoA) - IPv4 (Not Supported)
(6) For PPP over ETHERNET (PPPoE) - IPv6

(7) For IP over ETHERNET (IPoE) - IPv6

(8) Bridging - IPv6 (Not Supported)

(9) For PPP over ATM (PPPoA) - IPv6 (Not Supported)
(10) IPoA - IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoE) - IPv4

STEP 1: Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN service type
® ppp over Ethernet (PPPoE)

) IP over Ethernet

L. Bridging

Enter Service Description: | pooos_eth

For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.

For untagged service, s=t -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Prioricy [0-7]: -1

Erter 802,10 VLAN ID [0-2034]: 1

Select VLAN TRID Selecta TPID w

Internet Protocol Selection:

[1Pv4 Only v

[ Back

| Maxt |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

y maguires that you have & wser name and passwond o estahih your connection

[0  Enabse 1GMP Multicast Prox

WAN interface with base MAC.
P a= Oy om AN interface can be clomed o bese MAC address,

L Enabie winh interface with hasa MAC

Click Next to continue or click Back to return to the previous step.
The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PRT-6301v2 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox ™ should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PRT-6301v2 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPOE client from non-PPPoE LAN devices.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.
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ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.
Enable WAN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways
but only cne will be used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface s connected. Pricrity order can be changed by removing

all and adding them back in =gsin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
ppp0.1 - -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

DMS Server Configuration

Select DNS Sarver Interfzoe from availzble WAN interfzces OR enter static DS server [P
DMS server IP addresses must be entered,

DMNS Server Interfaces can have mu'tipls WAN interfaces served zs system dns sarvers but
only ong will be used according to the priority with the first being the higest and the last one
the bowest priority  the WAN interface is connected, Pricrity order can be changed by
rermaving all and adding themn back in again.

@ Salect DNS Server Interface from available WAMN interfaces:
Selected DS Server Interfaces Available WAN Interfaces

ppp0.1

(0 Use the following Static DMS IP address:
Primary DS sarver | |

Secondary DNS sarver | |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they

are correct, or click Back to modify them.

WAN Setup - Summary

IGMP Multicast Source Enabled: | Cisalied

MLD Multicast Prooy: Disalser]

MLD Multicast Source Enabled: | Cisalbied

Quality OF Servioe: Dizalsher]

Chek "AgpkiSave™ 1o hiave s nledace 1o be o

o

Make sure that the sattings below match the sallings proided by yvour [52
Connection Type: PRRE
MAT: Enabled
Full Cone MAT: Dizalded
Fireveall: Enabled
IGMP Multicast Proxy: Disalser]

Chick "Back™ to make any modifications.

After clicking Apply/Save, the new service should appear on the main screen.
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F2.2 IP over ETHERNET (IPoE) - IPv4

STEP 1: Select the IP over Ethernet radio button and click Next.

WAN Service Configuration
Select WAN s=rvice tyoe

() PPP over Ethermet (PPRGE)
® 1P pver Ethernet

.} Bridging

Enter Sarvice Description: | ipoe_sthd

For tagged service, enter valid 802.1P Priority and 802,10 VLAN ID.
For untagged service, s2t -1 to both 802.1P Priority and 802,10 WLAN ID

Enter 802.1P Priority [0-7]:

-1

Enter 802,10 VLAN ID [0-4034]:

-1

Select VLAN TPID

Internet Protocol Selection:

[IPv4 Only |

| Back Mext |

Selecta TRID w
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IP address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to you by your ISP to configune the WAMN TP sattings

Metice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC in IPoE mode.
If "Uze the following Stetic IP address" is chosen, enter the WAN IP address, subnet mask and
intarface gatzway.

@ Obtzin 20 1P address 2utomaticelly

Option 60 Vendor ID

Option 61 IAID (8 hextadzcimal digits)
Option 61 DUID (hexeadecimal digit)
Option 77 User ID

Cption 125 ® Disahle (' Enable

Option 50 Request IP Address
Option 51 Request Leased Time:! 3500

Option 54 Request Server Address

() Use the following Sttic IP address:
WAM Subnet Mask

WAMN gateway IP Address

| Back Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Metwork Address Translation Settings

IGMP Multicast

WAN interface with base MAC.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

194

Leading the Communication Trend



STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway
Cefault gateway interface list can have multiple WaN interfaces served as system default
gateways but only one will be used according to the pricrity with the first being the higest
and the last one the lowest priority if the WAN interface is connected, Priority order can
be changed by removing all and adding them badk in again.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces
eth0.1
-=

I |

L

| Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC with IPoA
or static IPoE protocol is configured, Static DNS server IP addresses must be
entered.

DNS Server Configuration

Select DS Server Interfacs from aveilable WAN interfaces OR. enter static DNS server IR addresses for the
systern, If only a single WAMN with static IPoE protocol is configured, Static DNS server IP addresses must
be entered.

DNS Server Imterfaces can have multiple WAN interfaces served as system dns senvers but only one w
be used according to the priarity with the first being the higest and the last one the lowest priority i the
WAN interface is connected. Priority order can be changed by removing 2l and adding them back in again.

#® Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Ayaiatle WAN Interfaces

eth.1

() Use the following Static DNS IP address:
Primary DMN5 server | |

Secondary DNS server | |

Click Next to continue or click Back to return to the previous step.

196

Leading the Communication Trend



STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Meke sure thal the settings below match the sallings provided by your ISP

Connection Type:

MAT: Enabled
Full Comne NAT: Disallied
Firewall: Enabled
IGMP Multicast Proxy: Disalsle]

IGMP Multicast Source Enabled: | Disalied

MLD Multicast Proxy: Disalsle]

MLD Multicast Source Enabled: | Disabied

uality OF Service: Dizabled
Quality

Chck "AgplyiSave” 1o have this nterface 0 be afadive. Chck "Badk” bo make any modifications.

After clicking Apply/Save, the new service should appear on the main screen.
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F2.3 Bridging - IPv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration

Select WAN service type
) pPP over Ethernat (PPRoE]

) 1P over Ethemnet

® Bridging
1 mhowr 25 TEMP Mukicas: Sourcs

Enter Sarvice Description: | be_athi

For tagged service, enter valid 802.1P Priority and 202,10 VLAN ID.
For untagged service, s=% -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priorigy [0-7]: -1

Enter 802,10 VLAN ID [0-4034]: -1

Selzct VLAN TPID

| Back || Mt |

Selecta TRID »

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.

WAN Setup - Summary

Meke sure that the setlings below match the seltings provided by your ISP,
Connection Type: Bridlge

MAT:

Full Cone MAT: Digabled

Fireveall: Enabled

IGHP Multicast Proxy: Dizalled

IGMP Multicast Source Enabled: | Cisalie

MLD Multicast Proxy: Dicaldes

MLD Multicast Source Enabled: | Cinalble

Cueality OF Servioe: Chsabled
Chek "Sgphy/Save” to have this ntedface o be effedive. Chck "Back™ to make any modificatio

After clicking Apply/Save, the new service should appear on the main screen.

NOTE:

If this bridge connection is your only WAN service, the PRT-6301v2 will be
inaccessible for remote management or technical support from the WAN.
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F2.4 PPP over ETHERNET (PPPoOE) — IPv6

STEP 1: Select the PPP over Ethernet radio button. Then select IPv6 only from the
drop-down box at the bottom off the screen and click Next.

WAN Service Configuration
Select WAN service type

® ppp gver Ethernet (PPRoE)
) 1P over Ethemet

L} Bridging

Enter Service Description: | poooe_sthi

For tagged service, enter valid 802, 1P Priority and 802,10 WLAN ID,
For unzagged sarvice, sat -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priority [0-7]:

-1
Enter 802.1¢ VLAN ID [0-2094]: 1
Select VLAN TPID Selecta TPID w
Internet Protocol Selection:
[IPvE Only v

| Back || Mt |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
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Click Next to continue or click Back to return to the previous step.
The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT
Not available for IPv6.

DIAL ON DEMAND
Not available for IPv6.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS
Not available for IPv6.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA'’s various activities can be broadly grouped in to three categories:
o Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
o Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.
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A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client's message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PRT-6301v2 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

203

Leading the Communication Trend



STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down
box).

Routing -- Default Gateway

Diefauls gateway interface list can have mukiple WAN interfaces served as system default
gateways but only one will be wsed according to the priority with the first being the higest and
the last one the lowest priodity if the WAN interface is connected, Priosity order can be changed
by remaowing all and adding them back in again

Selected Default Gateway Available Routed WAN
Interfaces Interfaces

IPve: Select & preferred wan interface as the system default IPvE gateway,

Selectzd WaN In=rface | pppoe_ethDippp0.1 w |

[ Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select the configured WAN interface for IPv6 DNS server information OR
enter the static IPv6 DNS server Addresses. Note that selecting a WAN
interface for IPv6 DNS server will enable DHCPv6 Client on that
interface.

DNS Server Configuration

Select DMS Server Interface from sveilable WAN interfaces OR. enter static DNS server [P
addreszes for the system. If only & single WAN with static IPoE protocol is configured, Static
DMS server IF addresses must be entered,

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but
only one will be used according o the priority with the first being the higest and the last one
the kewest priority ¥ the WAN interface is connected, Pricrity order can be changed by removing
zll and zdding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected DMNS Server Interfaces Available WAN Interfaces

K -

Use the following Static DNS IP address:
Primary DNS s=rver

Secondary DS server

r information OR enter the static

that selecting a WAN interface for IPwE DNS server will enable DHOReE Clisnt on that
interface,

@ Obrzin IPvE DNS info from 2 WAN interfacs:

WAN Interface sslected: | pppoe_eth0ippp0.1 w |

) usathe fo owing Static IPvE DMS address
Primary [Pwt DNS sarver:

s,

Becondary [Pwé DN serven

Click Next to continue or click Back to return to the previous step.

205

Leading the Communication Trend



STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below miatch the settings provided by your ISP,

Connection Type: PERakE

MAT: Disabled
Full Cone MAT: Disabled
Firenvall: Disabled
I[GMP Multicast Praxy: Disaziad
I[GMP Multicast Source Enabled: | Disz5led
MLD Multicast Proxy: Disazied
MLD Multicast Source Enabled: | Disz5led
Quality Of Service: Disablad

Cick "Apply/Save” to have this intarface to be effective. Click "Back” to make ary modfications.
[ Back || Apphisaw

After clicking Apply/Save, the new service should appear on the main screen.
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F2.5 IP over ETHERNET (IPoE) - IPv6

STEP 1: Select the IP over Ethernet radio button and click Next. Then select IPv6
only from the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration
Select WAN sarvice type

() PPP over Etharnes (PRRoE)
® 1P over Ethemnet

.} Bridging

Enter Saervice Description: | ipoe_ethi

For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.
For untagged service, s=t -1 to both 802, 1P Priority and 802,10 VLAN
I,

Enter 802.1P Priorizy [0-7]: -1
Enter 802,1¢ VLAM ID [0-4094]: -1
Select VLAN TPID Selecta TPID w»
Internet Protocol Selection:
[ IPvE Only w |
| Back | Mext |
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IPv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IPv6 address method instead to assign
WAN IP address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN IPv6 settings.

Notice: If “"Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN TP ssttings
Motice: If "Obtain an IP address automatically” is chosen, DHCP will b= enabled for PVC in
IPoE maode

If "Use the following Static IP address" is chosen, erter the WAN IP address, subnet mask
and interface gataway

Obtzin an IP address sutomatically
Option &0 Vendor ID
Option 61 IAID (8 hexadecimal digits)
Option 61 DUID (hexadecimal digit)

Option 77 User ID

Dption 125 Diszble Enable

Option 50 Reguest IP Address
Option 51 Reguest Leased Time:

Option 54 Reguest Server Address

Use the following Static IP addrass:
WAM TP Acdress:

WAMN Subnet Maszk

WAN gateway IP Address

Enter information provided to you by your ISP to configurs the WAN IPvE s=mings.
Motice:

If "Obtzin an IPvb address sutomatically” is chosen, DHCPE Chent will bz enabled on this
WAM interface,

If "Use the follawing Static IPvG address” is chasen, enter the static WAN IPvE address, If
the address prefix langth is not spedified, i will be default to /&4,

® Obtzin an IPv6 address automatically
O Dhepvé Address Assignment [TANA)
Dhepvé Prefix Delegation (IAPD)
wing Static IPvE address
WAMN IPvE Address/Prefix Length

Specify the Mext-Hop IPvE address for this WAN interfacs,
Motice: This eddress can be either a link local or 2 global unicast IPvE address,

WAN Next-Hop IPvE Address:

| Back || Mext |

Click Next to continue or click Back to return to the previous step.
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DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
o Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M.

Metwaork Address Translation Settings

WAN interface with base MAC.

Click Next to continue or click Back to return to the previous step.

ENABLE NAT
Not available for IPv6.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: Select a preferred WAN interface as the system default IPv6 gateway
(from the drop-down box).

Routing -- Default Gateway

Diefaul: gateway interface list can have multiple WAN interfaces served as system defzuk
gateways but only one will be wsed according to the pricrity with the first being the higest and
the last one the lowest priority if the WAN interface is connected, Priosity order can be changed
by removing zll and adding them back in again

Selected Default Gateway Available Routed WAN
Interfaces Interfaces

IPvE: Select a preferred wan interface as the system default [PvE gateway,

Selectad WaN Intzrface | ipoe_eth0ieth0 1 v |

[ Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered. Note that selecting a WAN interface for IPv6
DNS server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DNS Server Interfacs from zvailable WAN interfaces OR enter static DNS server [P
addresses for the system, If only & single WAN with static IPoE protocol is configured, Static
DMS sarver IF addresses must be entered.

DNS Server Interfaces can have mu'tiple WAN interfaces served 25 system dns servers but
onity one will be wsad according o the priority with the first being the higest and the last one
the lowest priority i the WAN interfzce i= connected. Pricrity order can be changed by removing
zll and 2dding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Avaiatle WAN Intarfaces

Use the following Static DNS IP address:
Primary DNS sarver

Lecondary DNS server

PG Salect the configured WAN interface for IPwE DNS server information OR enter the static
IPvE DN server Addresse
Motz that selecting a WAN interface for IPwG DNS server will enable DHCPE Client on that
interfacs,

@ Obtzin I0vE DNS info from 2 WAN interfacs:
WAN Interface szlecied: [ ipoe_sthDfethD 1 w |

L} Use the following Static [Pwe DMS address
Primary IPwE DNS sanver

A

Lecondary [Pk DNG serven

Click Next to continue or click Back to return to the previous step.

212

Leading the Communication Trend



STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure thal the sellings below match the seltings provided by your [S2

Connection Type:

MAT: Digablied
Full Cone MAT: Digablied
Fireveall: Enabled
IGMP Multicast Proxy: Deicalsher]

IGMP Multicast Source Enabled: | Cisalied

-

MLD Multicast Proxy: Deizalshe]

MLD Multicast Source Enabled: | Cisabled

Queality OF Servioe: Drigalhed

Clhick "Back” tomake any modifications.

Chck "AgplsiSave” 1o have this nterface 1o ba &

After clicking Apply/Save, the new service should appear on the main screen.
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