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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

MPORTANT SAFETY INSTRUCTIONS

When using your telephone equipment (for unpacking, installation, use, and
maintenance), basic safety precautions should always be followed to reduce the risk
of fire, electric shock and injury to persons, including the following:

-Do not use this product near water for example, near a bathtub, washbowl, kitchen
sink or laundry tub, in a wet basement or near a swimming pool. Also, do not expose
the equipment to rain or damp areas (e.g. a wet basement).

-Never install telephone wiring during stormy weather conditions.

-Avoid using a telephone (other than a cordless type) during an electrical storm
there may be a remote risk of electric shock from lightning.

-Do not use the telephone to report a gas leak in the vicinity of the leak

-Use only the power cord and batteries (or adapter) indicated in this manual.

-Do not dispose of batteries in a fire. They may explode. Check with local codes for
possible special disposal instructions

-Do not connect the power supply cord on elevated surfaces. Allow it to lie

freely. There should be no obstructions in its path and no heavy items should be
placed on the cord. In addition, do not walk on, step on, or mistreat the cord.
SAVE THESE INSTRUCTIONS

CAUTION:

m  Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

m  Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

[ Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

m  To prevent interference with cordless phones, ensure that the gateway is
at least 5 feet ( 1.5m )from the cordless phone base station.

m  If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.

" CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger (e.g. 24 AWG)

UL Listed or CSA Certified Telecommunication Line Cord "
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A WARNING

Disconnect the power line from the device before servicing
For indoor use only

Do NOT open the casing

Do NOT use near water

Keep away from the fire

For use in ventilated environment / space

Do NOT insert sharp objects into the RJ-11 jack

Use 26 AWG or larger cable connect to RJ-11 port

Débranchez I'alimentation électrique avant I'entretien
Cet appareil est concu pour l'usage intérieur seulement
N'ouvrez pas le boitier

N'utilisez pas cet appareil prés de I'eau

N'approchez pas du feu

Veuillez utiliser dans un environnement aéré

N'insérez pas d'objets tranchants dans la prise RJ-11
Veuillez utiliser fil électrique de 26AWG pour port RJ-11

Power Specifications ( Alimentation ) :

Input : 12Vdc, 3.0A
Output : USB3.0, === 900mA

User Information
Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit d’utilisation de I'appareil
par |'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
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This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.
This device complies with Part 15 of the FCC Rules and Industry Canada
licence-exempt RSS standard(s).

Operation is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de fagon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

Cet appareil est conforme a la norme RSS Industrie Canada exempts de licence
norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris les interférences
qui peuvent causer un mauvais fonctionnement du dispositif.

Radiation Exposure

FCC
1. This Transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 49 cm between the radiator and your body.

ISED

This device complies with the ISED radiation exposure limit set forth for an
uncontrolled environment. This device should be installed and operated with
minimum distance 49 cm between the radiator & your body. This transmitter must
not be co-located or operating in conjunction with any other antenna or transmitter.

“This product meets the applicable Innovation, Science and Economic development
Canada technical specifications”.

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce
the potential for harmful interference to co-channel mobile satellite systems.

This product meets the applicable Industry Canada technical specifications.

The Ringer Equivalence Number (REN) indicates the maximum number of devices
allowed to be connected to a telephone interface. The termination of an interface

may consist of any combination of devices subject only to the requirement that the
sum of the RENs of all the devices not exceed five.
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Cet équipement est conforme avec |'exposition aux radiations ISED définies pour un
environnement non controlé. Cet équipement doit étre installé et utilisé a une
distance minimum de 49 cm entre le radiateur et votre corps. Cet émetteur ne doit
pas étre co-localisées ou opérant en conjonction avec une autre antenne ou
transmetteur.

«Ce produit est conforme aux spécifications techniques applicables d'Innovation,
Sciences et Développement économique Canadas».

les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniguement pour une utilisation a l'intérieur afin de réduire les risques de
brouillage préjudiciable aux systemes de satellites mobiles utilisant les
mémes canaux.

Le présent matériel est conforme aux specifications techniques applicables
d’'Industrie Canada.

Le numéro REN (Ringer Equivalence Number) indique le nombre maximal de
périphériques pouvant étre connectés a une interface téléphonique. La terminaison
d'une interface peut consister en une combinaison quelconque d'appareils, a la
condition que la somme des REN de tous les appareils ne dépasse pas cing.

Certification
® FCC/ IC standard
Part 15B / ICES-003
Part 15C / RSS-247( 2.4GHz ) C
Part 15E / RSS-247( 5GHz )

IC-CS03
CSA 62368-1

Copyright

Copyright©2023 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.
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Open Source Software Notice

Comtrend’s products use open source software to fulfill their function.

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are allowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public License. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:

Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
products will strictly follow the market's standard requirements. It is not permitted
to modify any Wi-Fi parameters, including the Wi-Fi power setting.

Obtain Source Code
If you wish to download the open source code please see:
https://www.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be
provided with the entire source code for that product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email: Comtrend support team - opensource@comtrend.com

Postal: Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,

New Taipei City 241405,
Taiwan
Tel: 886-2-2999-8261

In detail name the product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WILL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html
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Protect Our Environment

This symbol indicates that when the equipment has reached the end of
its useful life, it must be taken to a recycling centre and processed

EE separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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Chapter 1 Introduction

PBL-6201v2 is a triple band Wi-Fi 6E Gateway with an updated silicon platform. It
provides a 2.5 Giga Ethernet WAN port and four Giga Ethernet ports, supporting
Wi-Fi 6 (802.11ax) Wireless solution on frequency band of 2.4GHz (4T4R) and 5GHz
(4T4R). PBL-6201v2 allows central management (ACS) by following TR-069.The
core design concept of PBL-6201v2 is to enhance the user experience on high speed
applications with its high power wireless design, so as to provide better coverage

and stable Wi-Fi services.
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Chapter 2 Installation
2.1 Hardware Setup

DO NOT STACK

Non-stackable
This device is not stackable - do not place units on top of each other, otherwise
damage could occur.

Follow the instructions below to complete the hardware setup.
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2.1.1 Back Panel

The figure below shows the back panel of the device.

NVM 395

DSL

Connect to the DSL port with the DSL RJ14 cable. The PBL-6201v2 supports the
following DSL profiles -

ADSL : ADSL, ADSL 2, ADSL 2+.

VDSL : 8a, 8b, 8¢, 8d, 12a, 12b, 17a, 30a and 35b.

USB Port

This port can be used to connect the router to a storage device. It can only be used
for SAMBA(storage) and for a Printer Server. Support for other devices may be
added in future firmware upgrades.
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ETH WAN Port

This port is designated to be used for Ethernet WAN functionality only. Use
1000-BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE-T
RJ-45 cables for standard network usage. This ports is auto-sensing MDI/X; so
either straight-through or crossover cable can be used.

Ethernet (LAN) Ports

Use 1000-BASE-T RJ-45 cables to connect up to four network devices to a Gigabit
LAN, or 10/100BASE-T RJ-45 cables for slower networks. As these ports are
auto-sensing MDI/X, either straight-through or crossover cable can be used.

WiFi On/Off/ WPS Button 5G

Press the 5G button for less than 5 seconds to enable WPS which will allow 2
minutes for WPS connection detection.

Press and hold the 5G button for more than 10 seconds to enable/disable the WiFi
function.

WiFi On/Off/ WPS Button 2.4G

Press the 2.4G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button for more than 10 seconds to enable/disable the WiFi
function.

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.1.2 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the PBL-6201v2 will go into a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section — LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.
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2.1.2 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

LED Color Mode Function
IP connected and no traffic detected (the device
on has a WAN IP address from IPCP or DHCP is up or
a static IP address is configured, PPP negotiation
is successfully complete.
INTERNET p Modem power off, modem in WDS mode or WAN
0 connection not present.
Blink IP connected and IP Traffic is passing through the
n device (either direction)

14
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DSLO

DSL1

2.5G ETH
WAN

5G WiFi

2.4G WiFi

WPS

ETH 1X-4X

POWER

Note:

Device attempted to become IP connected and
failed (no DHCP response, no PPPoE response,

on PPPoE authentication failed, no IP address from
IPCP, etc.)
On xDSL (DSLO0) Link is established.
Off xDSL (DSLO) Link is not established.
Blink | xDSL (DSLO) Link is training.
On xDSL (DSL1) Link is established.
Off xDSL (DSL1) Link is not established.
Blink | xDSL (DSL1) Link is training.
On Ethernet WAN is connected.
Off Ethernet WAN is not connected.
Blink | Ethernet WAN is transmitting/ receiving.
On Wi-Fi enabled.
Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
On Wi-Fi enabled.
Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
on WPS connection successful. LED will stay on for
three minutes.
Off No WPS association process ongoing.
Blink WPS connection in progress until client
connected.
On An Ethernet Link is established.
Off An Ethernet Link is not established.
Blink | Data transmitting or receiving over Ethernet.
On The device is powered up.
Off The device is powered down.
Blink | Firmware is upgrading.
POST (Power On Self Test) failure or other
malfunction. A malfunction is any error of
On internal sequence or state that will prevent the

device from connecting to the DSLAM or passing
customer data.

A malfunction is any error of internal sequence or state that will prevent the device
from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing
or in operations which result in a unit state that is not expected or should not occur.
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Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.
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3.2 IP Configuration

DHCP MODE

When the PBL-6201v2 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves IP addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocel Version 4 (TCP/IPv4) Properties Iiléj

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{7 Use the following IP address:

i@ Obtain DMS server address automatically

(7 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ][ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.
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STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (0OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

Internet Protocel Version 4 (TCP/IPvA) Properties Iilﬂ—hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255,255, 0
Default gateway:

Cbtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upon exit

[ OK ][ Cancel ]

STEP 4: Click OK to submit these settings.
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3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Informationscreen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Signin
http://192.168.1.1

Your connection to this site is not private

Username root

Paszzword surne

Click OK to continue.

NOTE: The login password can be changed later (see section 8.7.1 Accounts). ]
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STEP 3: After successfully logging in for the first time, you will reach this screen.

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Metwork Map
Wireless
Topology

e

a B

Basic Setup Advanced Setup Diagnostics Management Logout
LAN
Madel
— oo0oOmO
Serial Humber T2AIAILNNF-ENTODS Darwn D Dawin 100 D Dawin
EETTR— p—— ETHL ETH2 ETH3 ETH4 562
Bostioeder (CFE) P LAM IPv4 Address 19216811
Version LAM Subret Mask 2552552550
Up Time E mins: 14 ==cx LAN MAC Address D0:30:0a:31:31:11
DHCP Server Enaliza
Wireless
2.4GHz Interface WAN
Driver Version 17.10.1B6.6401
Primary S5ID Ca d31FL_246H: @
Status Enabi=d DOWH
Cheanrved 1 Tirafiie Type Inadive
=" Upstream Rate (Kbps) [
6 i Downstream Rate (Kbps) o
U
Default Gateway
Primary DNS Server 0.0.0.0
Primary Encryption WPAZ-PSK AES Secondary DNS Server 0.0.0.0

Primary Passphrase ] Key

:

SGHz Interface

Driver Version

Primary SSID

Status

Chidriried

=y

Smcyrm

Primary Encryption

Primary Passphrase/Key

You can also reach this page by clicking on the following icon located at the top of

the screen.

Device Info
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Chapter 4 Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.
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BMS P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Summary

WAN Madel

Statistics Board ID MB-1ETAIG

Hons Serial Number Z2A3IINF-EVTI0S

ARP - - —

DHCP ) :::H:.;\re:::n B LAN IPva Address 192 168.1.1

NAT Session postioader (CFE) |1 p.3p-104.2555 TS p—

IGMP Info U T Fy—— AN MAC Address 00:30:da

CPU & Herﬁow DHCP Server 51;3-;:

:‘i::;;: Map Wireless

Topology 2.4GHz Interface WAN
Driver Version 1
Primary SSID D
Statuy DOWN
Channel i Traffic Type Inadive

Upstream Rate (Kbps) [

=t
Downstream Rate (Kbps) D
Seriamm
Default Gateway

Primary DNS Server

Primary Encryption WFAZ-FSK AES Secondary DNS Server

B
Primary Passphriase [ Kiy

Drivér Vérsion
Primary S5ID
Status
Cheanrved 116
5
ﬁ -
Brimary Encryption WPAZ-PSK AES

*

Primary Passphrase ] Key

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

Boodak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Semmary WAN Info

WAN
Statistics
Route

ARP

DHCP Fiafrash || DHCF Raiease || DHCF Rene
NAT Session

IGMP Info

CPU & Memory

Network Map

Wireless

Topology

MLD
Src | NAT
Enil

Tgmp '"5“1"’ MLD
Py | e | P

IPed
Eatus

IFvd
Address

FFP
connect/disconnect

TPwE
Status

IFvE

Imt=rface Ao

Description | Type | Vian®uxd Firewall

Refresh - Click this button to refresh the screen.
DHCP Release - Click this button to release the IP through IPOE service.

DHCP Renew - Click this button to refresh an IP through IPoE service.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPvV6 Shows WAN IPv6 status
Igmp Pxy Shows Internet Group Management Protocol (IGMP)

proxy status

Igmp Src Enbl

Shows the status of WAN interface used as IGMP

source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD

source
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| NAT

| | Shows Network Address Translation (NAT) status |

| Firewall

| | Shows the status of Firewall |

IPv4 Status

Lists the status of IPv4 connection if WAN enabled
IPv4

| IPv4 Address

Shows the WAN IPv4 address |

PPP
connect/disconnect

Shows the PPP connection status

IPv6 Status

Lists the status of IPv6 connection if WAN enabled
IPv6

IPv6 Address

| | Shows the WAN IPv6 address

For your reference, if Manual Mode is enabled in PPP service as shown here.

Foted MTU

Ty 1452

[C) Enable PPP Debug K

|| Bridge PPPoE Frames

IGMP Multicast
O

Enzblz IGME

M
oM

[_] Enable

Motice: Only one W

Il Enable W

Enzble PPPE Maruzl Mode

Mulzicast Prosy

P Multicast Source

WAN intarface with base MAC.
VAN interface can be clored to b

VAN interface wi

D02

Betwesn WAN and Local Ports

=o=

MAL aconess,

ith baze MAC

Manual PPP connect/disconnect option will become available on the WAN Info page

(as shown here).

Device Info Basic Setup

Summary

.@é@uh

Advanced Setup

Di Logout

WAN Info

WAN
Statistics
Route

Interface | Deseription | Type

MLD TPud

Address

PPR
connect/disconnect

IPvE

TPv6 Strtus | 4 00"

VianMuxld | IBv6 Ig":‘y" Fireweall | TPvd Skubus

Enbl

ARP

Dzt biled | Dizaled | Enabied | Dizabled | LowerlayerDown =D

DHCP
MAT Session
IGMP Info
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4.2 Statistics

This selection provides LAN and WAN statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

COMTREND
L3 é@ v :
il
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Statistics -- LAN
Summary
WAN Receied Transmithed
Statistics Interfice Total Multicest |Unicast] Broadeast Tukal Multicast |Unicast| Broadeast
LAN Bytes | Phts| Errs| Drops | Bytes |[Phis| Pits | Plts Bybes | Phks| Errs| Drops | Bytes |Phts| Pids | Phts
WAN Service ETHWAN [0 a o In o Jo Jo a a o s [ a a
xTM ETHL  |c a o s o o Jo 2 a o s 2 g 2
xD5L ETH2 |0 Bl CE G o fo fo a a o |s o a a
Route ETHZ o 3 C G o @ o 2 7 |0 = ) ] 2
ARP ETH4  |siz20s|aizs|o |0 o |6 |27 a3 z61%1| 46400 |0 [ eI E
DHCP 256E |o 1 o o 2 [0 |o 2 1 o o [ 1 2
MNAT Session
IGMP Info S—
CPU & Memory Re=z=tl Slatistics
Metwork Map
Wireless
Topology
Item Description
Interface LAN interface(s)

Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

r -
COMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Skatistics - WAN
Summary
WAN Reosived | Transmitted
Statistics Interface|Description Total | Mutticast Junicast{Broadeasd Torkal | Multicast [Unicast{Broadeast
LAN ByteslPltdErrd DropdBytedPii] Phis | Phis  [BytedPebdermsdDropdByteslpitd Pres | Phix
WAN Service
Route
ARP
DHCP
Item Description
Interface WAN interfaces
Description WAN service label
Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.3 XTM Statistics

The following figure shows ATM (Asynchronous Transfer Mode)/PTM (Packet
Transfer Mode) statistics.

SOMTREND

™ < 3 8 a Kk

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Interface Statistics

Summary
WAN
Statistics
LAN
WAN Service
XTM
xDSL

Port In Out In out |moam| 2 |masm| 2% |inPacker| Incell

Number | Octets | Octets | Packets | Packets | Cells Lt Cells ey Errors Errors
Cells Cells

XTM Interface Statistics

Item Description

Port Number | | ATM PORT (0-1)

In Octets Number of octets received over the interface

Out Octets Number of octets transmitted over the interface

In Packets Number of packets received over the interface

Out Packets Number of packets transmitted over the interface
In OAM Cells Number of OAM Cells received over the interface
Out OAM Number of OAM Cells transmitted over the interface
Cells

In ASM Cells Number of ASM Cells received over the interface

Out ASM Cells Number of ASM Cells transmitted over the interface

In Packet Number of packets in Error

Errors

In Cell Errors Number of cells in Error
27
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4.2.4 xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL & ADSL) show this variation.

VDSL2
SOMTREND
= =
- B
‘ﬂ | f}} g@
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Statistics -- xDSL
Summary
WAN Mode: VDSL2
Statistics [Traffic Type: PTM
LAN Status: Up
WAN Service Link Power State: LO
xT™ Downstream|Upstream
xDSL PhyR Status: off off
Route Line Coding(Trellis): On On
ARP ISNR Margin (0.1 dB): 88 59
|Attenuation (0.1 dB): 39 0
Dty o jOutput Power (0.1 dBm): 145 112
NAT Session |Attainable Rate (Kbps): 104104 39932
IGMP Info
CPU & Memory Path 0
Network Map DownstreamjUpstream
Wireless [Rate (Kbps): 73298 51874
Topology B (# of bytes in Mux Data Frame): 47 7
M (# of Mux Data Frames in an RS codeword): 1 1
T (# of Mux Data Frames in an OH sub-frame): 64 54
R (# of redundancy bytes in the RS codeword): 16 16
S (# of data symbols over which the RS code word spans):{0.0208 0.0208
L (# of bits transmitted in each data symbol): 24576 10687
D (interleaver depth): 777 335
|I (interleaver block size in bytes): 64 54
N (RS codeword size): 64 54
Delay (msec): 4 -
[INP (DMT symbol): 2.00 D.00
JOH Frames: 5420541 2352948
JIOH Frame Errors: 0 0
|RS Words: 1387468272 05734710
IRS Correctable Errors: 15 3
RS Uncorrectable Errors: 0 0
HEC Errors: 0 0
JOCD Errors: 0 0
LCD Errors: 0 0
[Total Cells: 1022731137 P
Data Cells: 2764 0
Bit Errors: 3
[Total ES: 0 0
[Total SES: 0 3
[Total UAS: 306 506
] xDSL BER Test ] I Reset Statistics || Draw Graph
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ADSL2+
SOMTREN
- ]
q i
J" : -~ ® EQ
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Statistics -- xDSL
Summary
WAN Mode: ADSL 2plus
Statistics Traffic Type: ATM
LAN [Status: Up
WAN Service Link Power State: LD
xTM Downstream|Upstream
xDSL PhyR Status: Off Off
Route Line Coding(Trellis): On On
ARP ISNR Margin (0.1 dB): 108 95
Attenuation (0.1 dB): 45 29
Huce . lOutput Power (0.1 dBm): 170 121
NAT Session Attainable Rate (Kbps): 27204 043
IGMP Info
CPU & Memory Path 0
Network M ap Downstream|Upstream
= ~ 7013 as
Wireless |Rate (Kbps): 20136 943
Topology MSGc (# of bytes in overhead channel message):|52 11
B (# of bytes in Mux Data Frame): 44 28
1M (# of Mux Data Frames in FEC Data Frame): |1 1
T (Mux Data Frames over sync bytes): 14 4
IR (# of check bytes in FEC Data Frame): 16 10
S (ratio of FEC over PMD Data Frame length): 0.0713 0.9750
L (# of bits in PMD Data Frame): 6835 320
D (interleaver depth): 224 16
Delay (msec): 4 4
INP (DMT symbol): 2.00 2.00
ISuper Frames: 5690547 2482182
[Super Frame Errors: 78 0
|RS Words: 8089699 586823
|RS Correctable Errors: 0 0
IRS Uncorrectable Errors: 0 0
HEC Errors: 415 0
IOCD Errors: 0 0
LCD Errors: 0 0
Total Cells: 6859213 308666
Data Cells: 54 47
Bit Errors: 0 0
[Total ES: 22 0
[Total SES: 22 0
Total UAS: 388 353
| xDSL BER Test H Reset Statistics | Draw Graph |

Click the Reset Statistics button to refresh this screen.

Item Description

Mode VDSL, VDSL2

Traffic Type ATM, PTM

29

Leading the Communication Trend




OMTREND

Status Lists the status of the DSL link
Link Power State Link output power state
phyR Status Shows the status of PhyR™ (Physical Layer

Re-Transmission) impulse noise protection

Line Coding (Trellis) Trellis On/Off
SNR Margin (0.1 dB) Signal to Noise Ratio (SNR) margin
Attenuation (0.1 dB) Estimate of average loop attenuation in the

downstream direction

Output Power (0.1 dBm) Total upstream output power

Attainable Rate (Kbps) The sync rate you would obtain

Rate (Kbps) Current sync rates downstream/upstream

In ADSL2/VDSL mode, the following section is inserted.

Item Description
MSGc Number of bytes in overhead channel message
B Number of bytes in Mux Data Frame
M Number of Mux Data Frames in a RS codeword
T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth
I The interleaver block size in bytes
N RS codeword size
Delay The delay in milliseconds (msec)
INP DMT symbol
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Item

Description

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item

Description

OH Frames

Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item Description
HEC Errors Total Number of Header Error Checksum errors
OCD Errors Total Number of Out-of-Cell Delineation errors
LCD Errors Total number of Loss of Cell Delineation
Total Cells Total number of ATM cells (including idle + data
cells)

Data Cells Total number of ATM data cells
Bit Errors Total number of bit errors

Item Description
Total ES Total Number of Errored Seconds
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Total SES

Total Number of Severely Errored Seconds

Total UAS

Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).
A small pop-up window will open after the button is pressed, as shown below.

7z 192.168.1.1/berstart.tst?berState=1 - Go... = O

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the
quality of the ADSL connection. The test is done
by transferring idle cells containing a known
pattern and comparing the received data with this
known pattern to check for any errors.

Select the test duration below and click "Start".

Tested Time (sec): ’20 V|

‘ Start | Close ‘

A TZZE | 192.168.1.1/berstart.tst?berState=1 & &

X

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

# 192.168.1.1/berstop.tst - Google Chrome = O X
A ~ZZ | 192.168.1.1/berstop.tst & @

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 20

Total Transferred Bits: | 0x000000004F22A900
Total Error Bits: 0x0000000000000000
Error Ratio: 0.00e+00

[ Close |
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xDSL TONE GRAPH

Click Draw Graph on the xDSL Statistics screen and a pop-up window will display
the xDSL statistics graph, including SNR, Bits per tone, QLN and Hlog of the xDSL
line connection, as shown below.

DSL Line Statistics

-50

-100 | | I i |

|

-200

T T T T
1 820 1639 2458 3277

HWsvr Weiss Won B Hog

O line ® smoothed line O filled
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4.3 Route

Choose Route to display the routes that the PBL-6201v2 has found.

1 €@ 3 ¢ Ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Device Info -- Route
Summary
WAN fl:;: - ap ! t, G - gatesay, H - I':':'.__ R - reinstate
StatistiG L= dynamic [red = malife=d (r=direcl)
Route Destination | Gatewsy | Subnet Mask | Fleg | Metric | Serviee | Interface
192165.1.0 | 0000 2552552550 | U b cp=-igintf-1 | br0
DHCP
Item Description

Destination Destination network or destination host

Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask

Flag U: route is up

I reject route

G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance’ to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing
daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
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4.4 ARP

Click ARP to display the ARP information.

] L
COMTREND
L& @ v
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Summary‘ Device Info -- ARP
—— IP address | Flags | HW Address Device
Statistics 192.168.1.150 | Complete | 00:50:be:24:29:bd | br0
Route
ARP
DHCP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection interface
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4.5 DHCP

Click DHCP to display all DHCP Leases.

e P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
5umn1anr Device Info -- DHCP Leases
WAN I Hostriame I MAC ﬁddre:ﬁsl IP .ﬂuddrﬁssl Address Source | Inkerface Type I Status | Expires In | Tx I:l'fh-:il Rx bytes |
Statistics
Route
ARP
DHCP
Item Description
Hostname Shows the device/host/PC network name
MAC Address Shows the Ethernet MAC address of the device/host/PC
IP Address Shows IP address of device/host/PC
Address Shows IP type of device/host/PC, could be DHCP/Static
Source
Interface Shows interface type of device/host/PC, could be
Type Ethernet/802.11
Status Show status of device/host/PC, could be active/inactive
Expires In Shows how much time is left for each DHCP Lease
Tx bytes Show total Tx bytes of device/host/PC
Rx bytes Show total Rx bytes of device/host/PC
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols
passing through the device.

. o L
SOMTREND
: : g . \
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
MHAT Session
Summary
WAN Pre=s “Show Al will show zll NAT szszion infoemation.
Statistics — — ;
Route Source IP Source Port I Destination IP I Destination Port I Protoool Timeout
ARP
DHCP - Shaw Al
NAT Session
Click the “Show All” button to display the following.
HAT Session
Press "Show Less” will show NAT session information on WAN side cnly.
Source IP Source Port Drastination IP Drestination Port Protocol Timeout
152.168.1.2 SDEE4 152.168.1.1 BD tcp B3
127.0.0.1 45000 127.0.0.1 45032 udp 27
152.168.1.2 80311 152.168.1.1 53 udp 1
152.168.1.2 BDEE3 152.168.1.1 BED tcp B3
152.168.1.2 53727 152.168.1.1 53 udp 2E
152.168.1.2 SDESD 152.168.1.1 BED to B6399
152.168.1.2 GBS 152.168.1.1 BD tcp B3
[ Refrash ][ Show Less
Item Description
Source IP The source IP from which the NAT session is established

Source Port

The source port from which the NAT session is established

Destination IP

The IP which the NAT session was connected to

Destination Port

The port which the NAT session was connected to

Protocol

The Protocol used in establishing the particular NAT session

Timeout

The time remaining for the TCP/UDP connection to be active
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4.7 IGMP Info

Click IGMP Info to display the list of IGMP entries broadcasting through the IGMP
proxy enabled WAN connection.

'!'REND ib g@ i..‘ k_

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Summary List of IGMP Prosy Entries
:::::stiﬁ Interface | WaN | Groups | Member | Timeout ';?'::‘”Pm Pi:l‘_tni':!“} ;u”it:l I:::-L:
Route
ARP
DHCP
NAT Session
IGMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires

Last Report Time The time of the last received IGMP report

Total Time(sec) Total time that the IGMP stream has been played

Total Joins Total IGMP join packets received for this IGMP address
for this client

Total Leaves Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and
memory usage with dynamic updates.

Device Info Basic Setup

.@Q}é@uﬁ

System Performance
Summary

WAN

d Setup

i Logout

1GMP Info
CPU & Memory

Statistics CoU Uszge CPU 0 Us=ge Hisizey
Route
ARP | | [
DHCP
NAT Session i L

Network Map
Wireless
Topology
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4.9 Network Map

The network map is a graphical representation of router’s wan status and LAN
devices.

5 & & & a B

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Summary
WAN
Statistics
Route
ARP

DHCP 4
MNAT Session

IGMP Info
CPU & Memory
Metwork Map
Wireless
Topology

N

-% 2| ge

t

m 192.168.1.150 {you)
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4.10 Wireless
4.10.1 Station Info

This page shows authenticated wireless stations and their status.

. o L
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SIS Station Info
WAN This page sllows you to configure the Virtual interfaces for esch Physical interface.
StatiStiG Wireless Interface; |C - 4 o YA A2 - - Y
Route Biess - omtrend31F1_2 4GHz(DD:30:DA31:31:F2) w |
ARP BEE-MAC (SSID): | 00:30:D4:31:31:F2 (Comtrend31F1_2 4GHz enabled) v |
DHCP Authenticated Sisfions:
NAT Session ,\;.::;s “‘.:E.i: o E:;-;l Aztharized ._I_'I(. =E- e Dwas | Rss x5 :C:; ;:S T -
IGMP Info
CPU & Memory
Network Map
Wireless
Station Info
Wifi Insight
Topology

Consult the table below for descriptions of each column heading.

Item Description

MAC Address Lists the MAC address of all the stations.

Association Time Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature

Spec Wi-Fi Spec

BW Bandwidth

Dwds Lists the devices that utilize Dynamic WDS

Rssi Received Signal Strength Indicator

41

Leading the Communication Trend



4.10.2 WiFi Insight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the "Start Data
Collection” button if no change is needed.

COMTREND
Dewice Info Basic S=tup Advanoed Setup Dlagnostics Managsm=nt Logaout
Sunamary C
onfigure
WAN
Terer In this page you will be bl to configurs the WIF] Insight system
Route
ARF Sampde Interval
DHCP
NAT Sesskan % 5 =econd 10 Secand 15 Secand 20 Secand
IGMP Infa .
CFU & Memary
@ Ca ]

Metwork Map StartiStop Data Collsction
‘Wirsless

Statlon Info Start Data Collection

Wil Insight

Shte Survey

Chanmel Statictice Start collecting data avery

Metrics

Configure Sunday Landay Tuesday Vizdnesday Thursday Friday E3turday
TR Fram  [1Z00AM To  [ZooAM

Database Slze
s samygie inferval i for 7 hoo Do
Onee Database slza reaches maximum bmit ® Ovarwrite Older Dala Siop Datacolleclon

Countare
Channgl Siatistics Packet Fetred
Chanim 21atistics Jueus LANZEN0N
Fx CRS Glitchas Queus Lengih Per Precagance
Ead ALCF Cata Throughput
Phyzical Rate
Raguestad RTS Fal
o Rafry Drap
Packe: Doppad AE Retry
Ackzd

Expaort Databas

‘ Dowrsaad Databass Flig Save Database to File

Sample Interval
Select a desired sample interval (time interval) to collect sampling data with the

WiFi insight system.

Start/Stop Data Collection
Check the checkbox of Start collecting data every (then select days & times).

Database Size

Define the dedicated database size to be used for the WiFi insight system (default is
2MB). Once the database size has reached its limit, select if you wish to overwrite
older data or to stop data collection.

42

Leading the Communication Trend



SOMTREND

Counters

All counter options are selected (checked) by default. Uncheck any counters that

that you do not want collected by the WiFi insight system. Click the Submit button
to save your settings.

Export Database

Click the Save Database to File button to export and save the collected Wi-Fi data
information file.
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4.10.2.1 Site Survey

The graph displays wireless APs found in your neighborhood by channel collected
under the WiFi insight system.

2.4GHz
- -
SOMTREND
.
B <> ak
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Summary -
WAN 5!!1{ Survey . )
e In this page you will s all the AP's around.
Route
o || 2.4 6Hz - comirend31F1_2.4GHz vI Select Channel vI Select Bandwidth v' m
NAT Session
IGMP Info
CPU & Memory
Network Map AP's Around
Wireless Comirend31F1 2 4GHz
Station Info
Wifi Insight
Site Survey
Channel Statistics
Metrics -20

Configure
Topology

-40

-60

Signal Strength [dBm]

-80

12 3 4 5 6 T 8 8 10 M 12 13
Channels

N Network Signal SNR  Bandwidth Center  Contol  MaxPHY

Address [dBm] & [dB]  [MHz] Channel  Channel 80211 Security

TKIP AES ,

Comtrend31F1_2.4GHz 00:30:DA:31:31:F2  pommmmmm0 81 20 6 6 385 et

Select the wireless network (2.4GHz in above example) that you wish to monitor
from the drop-down menu.
1. Select the channel that you wish to monitor from the drop-down menu.
2. Select a bandwidth of the wireless network from the drop-down menu.

3. Click the Scan button to run the scan and display the results based on your
selected preferences.

Consult the table below for descriptions of each column heading.

Item Description

Network Name SSIDs in the vicinity

Network Address MAC address which belongs to SSIDs in the vicinity

Signal [dBm] Signal Strength of each SSID
SNR [dB] Signal-to-Noise Ratio of each SSID
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Bandwidth
[MHz]

Bandwidth of each SSID

Center Channel

Center Channel of each SSID

Control Channel

Control Channel of each SSID

Max PHY Rate
[Mbps]

Max PHY Rate of each SSID

802.11

802.11 type of each SSID

Security

Wi-Fi password encryption type of each SSID
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4.10.2.2 Channel Statistics
This page allows you to see the Wi-Fi and Non Wi-Fi interference, and also the

available capacity. This page is broken down into individual parts below.

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

2.4 GHz

C€OMTREND

BedFak

Device Info Basic Setup  Adwanced Setup Diagnostics Management Logout
5 -
‘;ﬂmw Channel Statistics
Statistics In this page you will see the \Wi-Fi and Mon Wi-Fi Interference also Available Capacity
Route
;‘l‘";p l 2.4 GHz - Comtrend31F1_2.4GHz vl
NAT Session
IGMP Info
ﬁ"“&“ken"“"'!' Current Channel 6
w?lﬁ;s b Current Channel BandWidth:20 MHz
Station Info Current Available Capacity :0%
Wifi Insight
Site Survey
Channel Statistics Associated Station's
~ZLIE Shows stations associated with AP,
Configure

Topology

S5ID : Comirend31F1_2.4GHz

BSSID : OD:30:DA31:31:F2
Channel : &

o

!’:l“!

Shows the bandwidth that is available for use in each channel.

‘Channel Capacity
Shows bandwidth that is available for use in each channel.

Available
Capacity

P ercentage [%]
aBE2E3

-
X
w
S
e

6
Center Channsls

ﬂ
o
@
>
=

Available
Capacity

[

Percentage [#]

|
- 58288

w
IS
o
£l
~
=
w

Center Channels
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Shows interference level in each channel.

Interference
Shows intereference level in each channel.

Non-WiFi
Traffic

-3 8288

Percertage (4]
NEo®

1 2 3 4 5 6 T 8 9 10 1"
Center Channels

=1 Non-WiFt
g Traffic

& 6o

Y

8

£ ol

3 4 5 6 f 8 9
Genter Ghannels

Shows the highest RSSI (Received Signal Strength Indicator) on each adjacent
channel. Adjacent AP and associated stations are displayed for checking
interference on those channels.

Adjacent Channels
Shows highest RSSI on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

AT SrEngT 6]
B
3

0 Adjacent
-20 AP
5 Associated
-60/ STA
-80
B 1 2 3 4 5 6 7 2 9 10 "

Center Channels

= Adjacent

E
E 20 AP
i Associaled
: gg - -
e |
3 4 5 6 i 8 9
Center Channels
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5 GHz

Dewice Info Bazhc Satup Advanced Satup Dlagno<tics Manag=m=nt Logout
Su
e Channel Statistics
Statictics In this page you will see the WA-F| and Non 'WiFl inerference aiko Avallable Capacky
Route
ARP
5 -
DHOP S GHz
MAT Sesclon
IGMP Infa
CP & Memaory Current Channel -36
’::‘“ = Current Channel BandWidth:20 MHz
== H = .

e Current Available Capacity :0%

Wil Insigit

Site Survey .

Channsl Statictics Associated Sta

Metrics Shows stations associated with AP

Configurs
Tapologr 8D :

BS8ID © 1CE4955T 41228
Channe : 38
2
o

Shows the bandwidth that is available for use in each channel.

Channel Capacity

Shows bandwidth that is available for use in each channel.

Percentage [H)

80
60
40
20
0
104 36 40 44 48 108 M2 16 120 124 128 132 136 140 144 149 153 157 161 165

Center Channels

Available
Capacity

Perentage [%)

112 116 120 124 128
Center Channels

Available
Capacity

Percertage [%]
o
S

112 116 120 124 128

Center Channels

Available
Capacity
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Shows interference level in each channel.

Interference
Shows intereference level in each channel.

Non-WiFi
Traffic

= 100
S m
E 60
40
-
10436 40 44 48 108 M2 16 120 124 128 132 136 140 144 149 153 157 161 165
Center Channels

on-WiFi
Traffic

—= 100
N
g w
g 60
£ 40
L&
10436 40 44 43 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Center Channels

=E-R-%-]

Percertage [%]

=

104 36 40 44 48 108 M2 116 120 124 128 132 136 140 144 149 153 157 161 165
Center Channels

|
NEZ®3

Non-WiFi
Traffic

Shows the highest RSSI (Received Signal Strength Indicator) on each adjacent

channel. Adjacent AP and associated stations are displayed for checking
interference on those channels.

Adjacent Channels
Shows highest RSSI on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

E

E 20
= -40
& 60
= -80
2 100

10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

-60

E
£
B 40
&
E

-100

104 36 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

Adjacent
AP
Associated
STA

0
= 20
-40)
& -60
5 _qo0 I
10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

Adjacent
AP
Associated
STA

For each AP, the graph shows the control channel and extension channels. Extension

channel is any channel spanned by the AP that is not a control channel.

Channel Distribution

For each AP, the graph shows the control channel and extension channels. Extension channel
is any channel spanned by the AP that is nof a control channel.

AP

C - Control Channel
E - Extension Channel

comenassor_schz O T T T T T T T T T T T T T TITT]

Channels

36 40 44 48 52 56 60 64 . 100104 108 112 116 120 124 128 132 136 140 144 . 148 153 157 161 165
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4.10.2.3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Chanim,

Glitch and Packet Queue Statistics. This page is broken down into individual parts
below.

Advanced Troubleshooting
In this page you will see most of the counters like AMPDLYif available), Glitch, Chanim and Packet Queue Statisbics

I 5 GHz - Comtrend5501_5GHz vl

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

Select the counter of interest to monitor the statistics received over time in the
chanim statistics graph.

Chanim Statistics
“t  cinbss wobss wnocat wnopkt wdoze ©ixop = goodix wbadx - glitch - badpicp
4.5

knoise idle

i
lm nocat
/= goodtx
jm badbx

39:20 39:22 39:24 39:26 39:28 30:30 30:32 30:34  30:36  39:38  39:40 30:42 30:44 30:46 30:48 30:50 39:52 39:54  39:56  39:58  40:00 40:02  40:04
Time

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.

Glitch Counter Staisics
300 LRXCRS
e Glitches
500 250 lmgad PLCP
= 400/ 2002
© =
2 300 1503
e 2
& 200 100
£ 5
5100 50 2
B 0
830 3532 3534 3536 3538 3540 3547 3544 356 3548 3550 3557 3554 3556 3558 36:00 36:07 3604 36:06 36:08 3610 3612 3644
[=BadFCS
120
100, I
©
s %
< 60) J
-
S 40 ‘
o
20 ‘
35:30 35:32 3534 35:35  35:38  35:40 3542 35:44 3546 3548 35:50 3552 35:54  35:56  35:58  36:00 36:02  36:04 36:06  36:08  36:10  36:12  36:14
Time

Lists the associated station to the wireless interface.

Associated Station’s

Click on station's to see the Packet Queue Statistica

SS5ID : Comirend31F1_2.4GHz
BS5SID : 00:30:DA31:31:F2
Channel : 6

Y

P
!,—x!

RSSI PHY Rate
SR. MAC [dBm] [Mbps]
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4.10.2.4 Configure

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the “Start Data
Collection” button if no change is needed.

COMTREND

Desice Info Bahc Satup Advanced Satup Dlagnostics Manag=m=nt Logout
Summary C
WAN
Stath I this page: you will e= ablke to conSgure the WF] Insight system
Route:
ARP Sampio Interval
DHCP
MAT Sesshon % = zecond 10 Second 15 Second 20 Second
IGMF Info .
CFU B Memory

75 Ca o

Metwork Map Starti3top Data Collsction
Wirsless
Station Infa Start Data Collection
W Insigit

Site Survey

Chanmnel Statistics Efart collecting o=l avery

trics

Configurs Sunday Manday Lesday Vizdnesdsy hursday Friday Zalurday
Tapelogy From  [{Z00AM To [Zo0AM

Databasee 3lze

Databas
g & 5 s=conds samgie intenaa! A far 1 Ao DocUDY SpprmENEly .30 LE o
0Once Database 672 re3ches Maxmum Bmit &  Cwanwite Olger D&t Si0p Datacoliscson
Countars
Channal Statistic B packst Retied
Chanim Statistics Quaus Litization
FiX CRS Gilchas Quaus Langih Fer Pragedenca
Ead PLCP [ats Throughgut
Ead oz Physical Rate
Packet Requestan RTS Fall
Packet Stored B Ratryorop
Packet Droppad B= Satry
Acked

Expart Databas

‘ Cowrlaad Catatass Flle Save Database to File

Sample Interval
Select a desired sample interval (time interval) to collect sampling data with the
WiFi insight system.

Start/Stop Data Collection

Check the checkbox of Start collecting data every (then select days & times).

Database Size

Define the dedicated database size to be used for the WiFi insight system (default is
2MB). Once the database size has reached its limit, select if you wish to overwrite
older data or to stop data collection.
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Counters

All counter options are selected (checked) by default. Uncheck any counters that

that you do not want collected by the WiFi insight system. Click the Submit button
to save your settings.

Export Database

Click the Save Database to File button to export and save the collected Wi-Fi data
information file.
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4.11 Topology

This displays the arrangement of devices of the communication network.
The dotted line represents a wireless connection, whereas a solid line represents a
wired connection.

MBS ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Summary F e

WAN @

Statistics

Route

ARP

DHCP | = | peL-6201v2

NAT Session [rmm ]
IGMP Info ——
CPU & Memory ——=
Metwork Map Topology Info
Wireless -
TDDDIDQY Topology ID | Hostname | MAC Address IP Address | Backhaul | SSID | RSSI Es::-::bed Ping
Master &P PEL-6201vZ | 00:30c02:31:31:01 | 192 46611 | Ma i 0
Click the Device Scan button to scan for the network topology.
Consult the table below for descriptions of each column heading.
Item Description
Topology ID This shows different IDs for different host devices:
Master AP: Host device is a gateway
Node AP: Slave AP
And it remains empty for Client devices
Hostname Displays the name of the device
MAC Address Displays the MAC address of the device
IP Address Displays the IP address of the device
Backhaul Shows the type of link for only Node AP;
Ethernet: Connected by wired Ethernet
PLC: Connected by Power Line
WLan802.11: Connected by 802.11
SSID Displays the SSID of the device
RSSI Displays the received signal strength indicator (signal
strength) for the device
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Device Connected

Displays the number of devices connected

Ping

Click the button and follow the onscreen instructions to
ping a device.
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the

screen.

Basic Setup

This will bring you to the following screen.

i

Device Info

WAN Setup

NAT

LAMN

bark

Parental Control
Home Metworking
Wireless

WiFi Mesh
AutoXtend

COMTREND

@&ré@ul}

Basic Setup Advanced Setup Diagnostics Management Logout
WAN
Crowin Do 100 FD Dowm DCWH
ETH1 ETHZ ETH3 ETH4
Trasffie: Type Inacdive
LAN IPv4 Address
Upstream Rate (Kbps) 0

LAN Subnet Mask

Downsbream Rabe (Kbps) O

LAN MAC Address

Default Gateway
DHCP Server Erualil=d
Primary DNS Serwer 0u0u0u.0
wireless Secondary DNS Server D.0LDD

2AGHz Inberface

Diviver Version 17.10.163.6400
Primary SSID Comirend31F1_2 4GHz
Status Enabi=d
Chanrsed &

a -
Primary Encryption WRAZ-PEK AES

Primary Passphrase Key

Dwiver Version

Primary SSID

Status

Chanreed 165
ﬁ -

Primary Encryption WRAT-PEK AES

Primary Passphrase | Key
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5.1 WAN Setup

Click WAN Setup on the on the left of your screen.
Add or remove ETH WAN interface connections here.

.@Qﬁg@uﬁ

Device Info Basic Setup Advanced Setup i Logout
Step 1: Layer 2 Interface
WAN Setup P ey
NAT Salect new intarfacs to 2ad: | ATM Interface w
Lo DSL ATM Interface Configureti
e Cim iy
bark erface Configuration
Parental Control . P
? Interfice | vt | ver DSL T Peak Cell Sustainable Cell Mix Burst Link Conn L
Home Networking Lotency | Coted Rte(cells/s) Rate(cells/s) Size(bytes) Type Mode e
Lz == DSL PTM Interface Configureti
S— -1 0 N
WiFi Mesh nterface Configuration
AutoXtend Ilnterim:el DSL Lalem:\rl BTM Prinrih'l ConnMndeI Ipqusl Remwel
ETH WAN Interface Configuration
|1nterfa:e.f(Name) |Cannad:‘an Mndel Remmel
Step 2: Wide Area Network {WAN) Service Setup
- | Tome Igmp ] Mid Mid Marusl .
|1n|ma¢e| Description 'lrpel\"lanﬁ'ﬂlp VianMusTd | VianTpid [ o Soumre | MAT | Firewan fxevs | T Moge | Remove | Edit

s

Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

To remove a connection, click the Remove button.
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5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

Igmp Igmp NAT | Firewall | 1Pve mMid mMid Manual

Proxy | Source Proxy | Source | Mode LErETE e

Interface | Description | Type | Vlan8021p | VlanMuxId | VlanTpid

ethd.1 ipoe_sthd IPcE N/A N/A N/A Diszbled | Dissbled | Enabled | Disabled | Dissbled | Dissbled | Diszbled | Diszbled Edit

a

Add Remove

Click the Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see Appendix F - Connection Setup.

Interface | Description | Type | Viang021p | VianMuxtd | viantpid | 2™ | 19" | wat | Firewall | mve | ™M s EErE |

Proxy | Source Proxy | Source Mode

Disabled | Diszbled | Dissbled | Dissbled | Disable

a
[v]
=)
I
2
o

o

ethd.1 ipoe_eth0 IPcE NfA MfA NfA Disables

Edit

Add Remaove

To remove a connection, select its Remove column radio button and click Remove.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VIlanMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy

status

IGMP Source

Shows the status of WAN interface used as IGMP source

NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status

IPV6 Shows the WAN IPv6 address

MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
MId Source Shows the status of WAN interface used as MLD source

Manual Mode

Indicates the status of the PPP manual connect/disconnect
button

Remove

Select interfaces to remove
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Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.

NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

< @ ak

Device Info Basic setup  Advanced Setup Diagnostics Management
HAT -- Wirhusal Servers Sebu
WAN Setup "
MNAT Wirlue| Server alloves § direct incoming trafTic from WAN =ide (identifi=d by Probocol and E
Infternal server with atfress on e LAN side. The Intemal port is requined onhy if the: extermel port nesds o
Virtual Servers b comverted to a Ciffenent port number wm=d By the: s=reee on the LAN side. 4 madmum 32 entries can be conlfigursd.
Port Triggering
DMZ Host femes
A.LGJ’PEEE—TI'I ruugh Server External | Exkerral Internal | Internal | Sereer WAN MAT
LAN o | Pert Port Protocel | Port Pt |IP o Rernave
Parental Control Start Erd Seart End Berddiress

To add a Virtual Server, click Add. The following will be displayed.

¢ P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
MAT -- Virtual Servers
WAN Setup
MNAT Select the service name, and enter e server 1P address 2nd dick “Apghy'Seve” to Torsand TP packels for this
service [0 [he specified z=rver. NOTE: The “Internal Port End” cannot be modified directy. Normally, it
Virtual Servers i% set o the same value as “External Port End”, However, if you modify "Internal Port Start”, then
Port Triggering “Irmternal Port End™ will be et bo the same value as “Internal Port Start™.
Remaining number of entries that can be configured:32
DMZ Host
ALG/Pass-Through All Interface W
LAN -
bark ™ Celect 2 Serce: | SElECE OnE e
Parental Control ¢ Fustem Service:
Home Networking Server IP Adfress:
Wireless
S ) Enaiil= MAT Looohac
WiFi Mesh Enable NAT Locpback
AutoXtend
|[External Part Start}External Port End Protocol |intemal Port Startflnbernial Port End
TCP il
TCP il
TCP il

Click Apply/Save to apply and save the settings.
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Consult the table below for item descriptions.

Item

Description

Use Interface

Select a WAN interface from the drop-down menu. If
you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service
Or
Custom Service

User should select the service from the list.
Or
User can enter the name of their choice.

Server IP Address

Enter the IP address for the server.

Enable NAT Loopback

Allows local machines to access virtual server via WAN
IP Address

External Port Start

Enter the starting external port number (when you
select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End

Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol

TCP, TCP/UDP, or UDP.

Internal Port Start

Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End

Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'"Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

M <& P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup MAT -- Port Triggering Setup
MNAT Some =pplications require that specific ports in e Rouber's firewall be opened for 2co=ss by e remot= parties.

ypen Porls' in the fin caition on the LAN initistes 2
=irg the Triggening = Ro ws Lhe remcle party from the
bBack to the application on the LAN =ide w=ing the 'Ogen Ports’. &

Virtual Servers
Port Triggering
DMZ Host
ALG/Pass-Through
LAN
bark Trigger Open
Parental Control Application Name Part Range Part Range | WAM Interfece | Remowve
Home Networking il Py s el Py p
Wireless
WiFi Mesh
AutoXtend

maximum 32 entries can be configured.

To add a Trigger Port, click Add. The following will be displayed.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup MAT -- Port Triggering
MNAT Some =pplications such as games, vites conferencing, remote aco== applications and otfers requine that specilic
parts in the r's finzwall be = by the ap on=. You can conl the port ==tings from
Virtual Servers this scremn by selecting an =xisting application or creating your awn (Custom application)and clidk *SaveApply” to
[F;:"I'; :;gsiermg Et-u-m;ining number of entries that can be configured:32
.A.L’Gjr Pass-Throu gh Use Interfzce pop npp
LAN Applicztion Name:
bark W Cmfmct an =pplicatian: Sglect One b |
Parental Control < Custom application |
Home Networking e
Wireless
r“i:;i.;:il:i 'I'rlggtear:nrt TnggEf,LM Trigger Pratocol Dﬁ;ll':‘tnrt ﬂpl;::nrt Open P al
TCP il TCRP il
TCP il TCRP il
TCP il TCRP il

SawveiAoply

Click Save/Apply to save and apply the settings.
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Consult the table below for item descriptions.

Item Description
Use Interface Select a WAN interface from the drop-down menu.
Select an User should select the application from the list.
Application Or
Or User can enter the name of their choice.

Custom Application

Trigger Port Start Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End Enter the ending trigger port nhumber (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol TCP, TCP/UDP, or UDP.

Open Port Start Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

Booeak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
MAT -- DMZ Hest
WAN Setup =
MNAT The Broacbard Router will forward IP packsts from the WAN that do not belong to any of the zpplications
configuned in e Virtual Servers table to e DMZ host computer.
Virtual Servers TEE
Port Triggering Enter the computer's IF address and dlick ‘Apgply’ to activate the DME heost.
DMZ Host Clear the IP address fimid and dick ‘Apply’ to deactivate the DME heost.
ALG/Pass-Through
bark L Enaii= NAT Locpack

Parental Control
Home Metworking

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.
To Deactivate the DMZ host, clear the IP address field and click Save/Apply.

Enable NAT Loopback: Check the checkbox to allow local machines to access
virtual server via WAN IP Address.
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5.2.4 ALG/Pass-Through

Support ALG Pass-through for the listed protocols.

Me O ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN SEtllp Firewrall -- ALG/ Pass-Through
MNAT WOTE: This configuration doesn’t take effect until router is reboobed.
Virtual Servers _— _ -
. . F: W Ermpim [V Cimabie
Port Triggering e _—
e ® Enapis O abim
DMZ Host e @
= Enable abie=
ALG/Pass-Through _— ® Erctic O Dinctic
LAN PETP ) :“L ) i -L )
Cnabe ™ alee
bark RTSF: W Erapis abim
Parental Control - ® Eratie  pinatie
Home Networking T
Wireless
WiFi Mesh
AutoXtend

To allow/deny the corresponding ALG protocol, select Enable / Disable and then click
the Save button. After reboot, the protocol will be added/removed to/from the
system module.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

Device Info Basic Setup  Advanced Setup Diagnostics Management

Local Aree Mebwork (LAN) Setup

152.1656.1.1

255.155.255.0

IP Adgine=x:

Lan VLAN Setting
IPv6 Autoconfig

Subn=t Mask

uPnP Enabile IGHP Snooping
bark
Parental Control L} Standard Mode
Home Networking ® mocking Moce
WIMIES Enable IGH? LAN to LAN Multicast Dizable w
WiFi Mesh LANZLAN multicast ==tting takes eTect anly when WAN s=rvice = up
AutoXtend LANZLAN multicast is ahways =nabled when WAN servios is Cown regandle=s of this s=tting.

C Enabie LAN =ide firmws
) Disable DHC? Sarver
W Erapie DHCP Server

Start IP Adciress:

End IP Afidre=s

Leaz=d Time (hiour)

Setting TFTP Server

Static IP Leaz= List- (A madmum 32 entries cz2n be configured)

| MAL Addrml 1P Address | Remove | T

| 240 Entries || Remove Enlries |

M <P ak

WAN Setup
MNAT Ceonfiguns the Sroadbend Router IP Address and Subinet Mask for LAN int=rface. Grouphlame
LAN

Logout

The settings shown above are described below.

GroupName: Select an Interface Group.

15 LAN INTERFACE

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable IGMP Snooping: Enable by checking the checkbox M.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast

group - even if IGMP snooping is enabled.

Blocking Mode:

In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.
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Enable IGMP LAN to LAN Multicast: Select Enable from the drop-down menu to
allow IGMP LAN to LAN Multicast forwarding.
Enable LAN side firewall: Enable by ticking the checkbox M.
DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server

addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

|MAC Address |IP Address | Remove
Add Entries [ Remove Entries ]

To add an entry, enter MAC address and Static IP and then click Apply/Save.

DHCP Static IP Lease
Enter the Mac address and Static [P address then dlick "Apphy/Save” .
MAC Address: 12:34:56: 78:90:10 |
IP Addresz: [132.168.1.133 |

| Apphy/save |

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | IP Address | Remowve

12:34:56:75:90:12 (192, 168.1. 33 1'

[hdaEnwies [ remove s
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.

8k

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup Local Area Metwark [LAN) VLAN Setup
NAT
LAN Sebmct m LAN port- | tH1/ETHT

Lan VLAN Setting Enabiz VLN Moo=

IPv6 Autoconfig I — I — p—

an [} T

UPnP

bark

Parental Control

To enable VLAN Mode, check the checkbox and click the Apply/Save button.
Click the Add button to display the following.

Vian 1d Phits Remowve
0
| Add || Remaove || Apply/Save
Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save/Apply.

WAN Setup

MNAT

LAMN
Lan VLAN Setting
IPvE Autoconfig
UPnP

bark

Parental Control

Home Networking

Wireless

WiFi Mesh

AutoXtend

B<e P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

IPw6 LAN Auto Configuration

Note: Statefiul DHCPYS is supported besed on the asumplion of prefix lzngth le=x than §4. Interfao= 1D does
NOT suppeort ZERO COMPRESSION “:-". Ple=aze enter the comgplet= information. For exampe: Please enter
"0:0:0:2" instead of "3

Static LAN IPvE Address Configuration

Interface Addr==s (prefic lzngth is required):

IPw6 LAN Applications

Enabi= DHCPYE Smrver

® cratejes
Skat=ful
Start int=rfac= ID: | D:0:0:2
End interface ID 0:0:0:254

Lea=z=d Time (fiour)

Enabi= RADND

C Enable= ULA Prefix Advertmement

< Randomly Generak

< Statically Conlfigu

Prrefi

Preferred Life Time (how): |0

“Walid Lifm Tirme= (Fiowr): |0
Enabi= MLD Snooping

Stardard Mod=

L Bliocking Mode

Enabi= MLD LAN to LAN Multicast: Digable »
I

o LAY Multicz=t is enabled until the first WAN ==rvice is connected, regardiess of this setting.)

The settings shown above are described below.
Static LAN IPv6 Address Configuration
Item Description

Interface Address

(prefix length is required): prefix length

Configure static LAN IPv6 address and subnet
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IPv6 LAN Applications

OMTREND

Item Description
Stateless Use stateless configuration
Stateful Use stateful configuration

Start interface ID:

Start of interface ID to be assigned to dhcpv6
client

End interface ID:

End of interface ID to be assigned to dhcpv6 client

Leased Time (hour):

Lease time for dhcpv6 client to use the assigned IP
address

Item

Description

Enable RADVD

Enable use of router advertisement daemon

Enable ULA Prefix
Advertisement

Allow RADVD to advertise Unique Local Address
Prefix

Randomly Generate

Use a Randomly Generated Prefix

Statically Configure Prefix

Specify the prefix to be used

Preferred Life Time (hour)

The preferred life time for this prefix

Valid Life Time (hour)

The valid life time for this prefix

Enable MLD Snooping

Enable/disable IPv6 multicast forward to LAN ports

Standard Mode

Blocking Mode

In standard mode, IPv6 multicast traffic will flood
to all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled

In blocking mode, IPv6 multicast data traffic will
be blocked and not flood to all bridge ports when
there are no client subscriptions to any multicast
group

Enable MLD LAN to LAN
Multicast

LAN to LAN Multicast is automatically enabled until
the first WAN service is configured. Once there is a
WAN service, the ability to operate LAN to LAN
multicasts is controlled by setting the pull down
menu option to Enable or Disable on the LAN page.
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5.3.3 UPnP

Select the checkbox M provided and click Apply/Save to enable UPnP protocol.

M<e0 ak

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout

WAN SEtllp UPnP Canfiguration
NAT MOTE: UPnP i sctivated only when thers is a live WAN service with NAT enabled.
LAN

Lan VLAN Setting Enabi= UPnP

IPv6 Autoconfig

UPnP
bark
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5.4 Bark

This page allows you to enable/disable bark feature. Bark has parental control
features to provide online safety for kids.

[ < 3 O

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

bark client - Configuration

WAN Setup
NAT This page allow you to enable/disable bark featurs
LAN I:I Enable bark
bark PairingCode:
Parental Control Connection Status: disabled

= Apply/San
Home Networking

Step 1: Check the checkbox and click the Apply/Save button to enable this
feature.

™ < i 8 a k

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
il'lgS Time settings
System Log Thiz pao= zllows you to the modsm's tme configuration.
SNMP Agent Automatically synchranize with Internet Sme servers
TR-069 Client
STUN Client First NTP time server. clock.fmthe.net s
Internet Time : I:IT‘_T? S s ﬁg:i :
P time serven

Access Control e

Fourth NTP time sanver MNane ~
Update Software Fifth NTP time sarver: Maone e
Reboot

Time zone offset | (GMT-05:00) Pacific Time, Tijuana ~

Step 2: Click Management/Internet Time, and check the “Automatically
synchronize with Internet time servers” checkbox. Then click the Apply/Save
button.

A< g

Device Info Basic Setup Advanced Setup Diagnostics
Summary
WAN Model
2?1::5':'6 Buard ID
AR$ € Serisl Number
DHCP Firmware Version
NAT Session ) 184255
IGMP Info T
CPU & Memory LD
Network Map Diate Time Vizd Mar 29 13:32:15 2033
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Step 3: Click Device Info/Summary to check that the CPE date and time are
correct.

Note: For more information, contact your local ISP / Comtrend support about Bark
options.

https://www.bark.us/faq/
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5.5 Parental Control

This selection provides WAN access control functionality.

5.5.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.6 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.

[B< P ak

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout

WAN SEtllp Acess Time Restriction -- A maximum 32 entries can be configured,
MAT
LAN | Username | r-w:l Mon |T|.|e | Wed | Thu | Fri |Sat | Sun | E'I:Hrtl Etl:lpl m_-mnwel
bark
Parental Control

Time Restriction

URL Filter

Click Add to display the following screen.

B < P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Access Time Restriction

WAN Setup
NAT
LAN
bark
Parental Control
Time Restriction Uz=r Mame=
URL Filter _
Home Networking "’ Brovimars MAL Acdresz 1
Wireless L ttver MAL Adress :l
| 00000 T IN0 C 20 C0, |
WiFi Mesh :
AutoXtend Diys of tie vemsk |MonfTue wedfThu Fri [t [Sun)
Click o sel=ct I —|||_ r I|_ |_I|— e

Sart Blocking Time (hihzmm)

End Blocking Time (hih:mm)

Apply/Save

See below for item descriptions. Click Apply/Save to add a time restriction.
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User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.

5.5.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port number.

SOMTREND @ g@ i..l E-

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
URL Filber — Please select the list type first then configure the st entries, Madmom 100 erbries
WAN Setup tan b configured.
MNAT
LAN URL List Typ=: () Ewclud= O Indud=
bark

Parental Control
Time Restriction

I Address I Port I Remave I

URL Filter
Home Networking
Wireless

Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the Include radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control -- URL Filter Add

Enter the URL address and port numbsar then click "Apphy/Save” to add the entry to the URL filter

URL Address
Port Number: |E-: | [Defzult 80 will be applied if lzave blank.)

T

Enter the URL address and port number then click Apply/Save to add the entry to
the URL filter. URL Addresses begin with "www”, as shown in this example.
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can be configured.

URLLEt Tyeet O Exclude @ Include

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries

Address

Port

Remove

wwwiyahoo.com

80
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A maximum of 100 entries can be added to the URL Filter list.
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5.6 Home Networking

5.6.1 Print Server

This page allows you to enable or disable printer support.

Beodab

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN SEtllp Print Server settings
NAT This pege allaws you b snabls | fable printer support.
LAN

[ Enabie an-boars print s=ryer

bark

Parental Control

Home Networking
Print Server
DLNA
Storage Service
USE Speed

Please reference Appendix E to see the procedure for enabling the Printer Server.

5.6.2 DLNA

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/Save to
enable the DLNA media server.

¢ 0 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN SEtllp Digital Media Server settings

MNAT This pege allows you ko =nable | Gsable digital media s=rer support.
LAN
bark
Parental Control
Home Networking
Print Server
DLMA
Storage Service
-

USE Speed

[} znetie on-boar o gitel media server

76

Leading the Communication Trend



5.6.3 Storage Service

The Storage service allows you to use Storage devices with modem to be more

easily accessed.

5.6.3.1 Storage Device Info

This page also displays storage devices attached to the USB host.

WAN Setup
MNAT
LAN
bark
Parental Control
Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts
USB Speed

M< 3 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Shorege Servioe

Thie Storage servics alows you o ume Sorege devioes with modem to be mare: =asily aco=s=d

Voluwmename I Fil eSy=stem | Total Space | Used Space

Display after storage device attached (for your reference).

Volumename | FileSystem | Total Space | Used Space

diski_1 fat 942 3
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5.6.3.2 Storage User Accounts

Add a storage account to access the USB device for the samba access system.

B¢ P ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Storage UserAcoount Configuration
MNAT Choose Ad4, or Remove to configure Lser ccounts
LAN
bark | UserMame | HamEDirl nemel
Parental Control m -
--2: o

Home Networking =

Print Server

DLNA

Storage Service
Storage Device Info
User Accounts

Click the Add button to display the following. volumeName would be disk1_1 if only
1 USB has been plugged into the device.

1€ 3 ¢ Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Shorege User Acrount Setup

WAN Setup
MNAT
LAN Ini the Booo=s Below, enter the user names, pessward and volume name= on whidh the ome directony is o be
bark oreated
Parental Control A
Home Networking P
Print Server Confirm Pazseard
DLNA volumetame::

Storage Service
Storage Device Info
User Accounts

USE Speed

Wireless

In the boxes provided, enter the user name, password and volume name on which
the home directory is to be created. Then click the Apply/Save button.
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In any windows folder, enter the address \\192.168.1.1 to access the samba folder

created. A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen), the user folder will now be
available for access.

(€12 i

— -
% » Network » 19216811 »

— = E =3

Organize v Search active directory Network and Sharing Center View remote printers
G- ,
} public J user
' Share % Share
- - )

o

m

5.6.4 USB Speed

This page allows you to enable / disable USB 3.0 device support.
Note: Enabling USB 3.0 can cause interference with the built-in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0

[B<e P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
USE 3.0 setti
WAN Setup e
MNAT This page allows you bo enable [ fsable USE 3.0 devics support.
Note: Enabling USE 3.0 can cause interferenos with the Built-in 2.4GHz wirsless radic. 1L is advized l==ving
LAN the defaull valus as USE 2.0
bark
Parental Control U Enable usaz.o
Home Networking =
Print Server
DLMNA
Storage Service
USE Speed
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SOMTREND

5.7 Wireless

5.7.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.

. o L
SOMTREND
5 i & a kK
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup SSID
NAT This page allows you io configure the Virtusl interfapes for esch Physical interface.
LAN
bark Wireless Interfacs: [Comirend31F1_2 4GHz(00:30:DA3131.F2) w |
Parental Control BES-MAC (351D} 00:30:04:31:31-F2 {Comirend31F1_2 4GHz enahled) v |
Home Networking BSS Ensbled: Enahled w |
Wireless Metwork Mame (SSID): Comirend31F1_2 4GHz |
551D Metwork Type: Open w |
Security AP Isolation: Off w*
WiFi Mesh L2 Isolation: O w
AutoXtend BSS5 Max Associations Limit: 75
WM Advartiza: Advertiss el
WMF: N W
Authenticatad
Stations: maC |assccimtion| egem |, o Qe fPower| L 0o s Rr | Rx Tx
Address Time swengn| T ok | e [T T = s | pkis | bytes | Falures
Apgly

Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
BSS Enabled Enable or disable this SSID
Network Name (SSID) Sets the network name (also known as SSID) of

this network

Network Type Selecting Closed hides the network from active
scans. Selecting Open reveals the network from
active scans.

AP Isolation Selecting On enables AP Isolation mode. When
enabled, STAs associated with the AP will not be
able to communicate with each other.

L2 Isolation Wireless clients on the guest network cannot
access hardwired LAN clients
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BSS Max Associations Limit

Sets the maximum associations for this BSS

WMM Advertise

When WMM is enabled for the radio, selecting
On allows WMM to be advertised in beacons and
probes for this BSS. Off disables advertisement
of WMM in beacons and probes.

WMF

Choose On to enable Wireless Multicast
Forwarding on this BSS. Off disables this
feature.

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the
Access

Point, along with the amount of time since
packets were transferred to and from each
station. If a station is idle for too long, it is
removed from this list.

Signal Strength

Wi-Fi connection signal strength icon

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save
Feature

Spec Wi-Fi Spec

BW Bandwidth

Dwds Lists the devices that utilize Dynamic WDS

Rssi Received Signal Strength Indicator

DS Data Rate (Mbps)

Receive Rate

US Data Rate (Mbps)

Transmit Rate

Tx pkts Shows total Tx packets

Tx bytes Shows total Tx bytes

Rx pkts Shows total Rx packets

Rx bytes Shows total Rx bytes

Tx Failures Shows total Tx packets failed
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5.7.2 Security

This page allows you to configure security for the wireless LAN interfaces.

SOMTREND
- u
|
2 X g@ v k
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup SECURITY
MNAT This page allows you to configure security for the wirgless LAN interfaces.
bark Wirelezs Interface: [Comirend31F1_2.4GHz(00:30.DA 313 1F2) v | Select|
Parental Control WA Disabled w
Home Networking WRA-PSK: Disabled »
Wireless WRAZ: Disabled »
ssio e e
. / : isahbled v
Security WPAZ: Disabled w
WiFi Mesh OVE: Disabled v
AutoXtend DPP: Disabled v
WPAZ Preauthentication: Disabled v
WRAR-SuiteB: Disabled »
WPA Encryplion:
RADIUS Server 0000
RADIUS Port: 812
RADIUS Key: seun
\WPA passphrase: [ |
Protected Management Frames: Off w
Metwork Key Rotation Interval: i
Pairwise Key Rotation Interval: 0
Metwork Re-suth Interval: 36000
Apply

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPRA: Disabled
Enables/Dizkifles WP Authenticated Disabled »
Key Management suits. M dlowd] s
Item Description
Wireless Select which wireless interface to configure
Interface
WPA Enable/disable WPA authenticated key management suite
WPA-PSK Enable/disable WPA-PSK authenticated key management
suite
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WPA2 Enable/disable WPA2 authenticated key management
suite

WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key
management suite

WPA3 Enable/disable WPA3 authenticated key management
suite

OWE Enable/disable OWE authenticated key management suite

DPP Enable/disable DPP authenticated key management suite

WPA2 Enable/disable WPA2 Preauthenticated key

Preauthentication

management suite

WPA3-SuiteB

Enable/disable WPA3-SuiteB key management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS
Server

Set the IP of the RADIUS (Remote Authentication Dial In
User Service) to use for authentication and dynamic key
derivation

RADIUS Port

Set the UDP port number of the RADIUS server. The port
number is usually 1812 or 1645 and depends upon the
server.

RADIUS Key Set the shared secret for the RADIUS connection

WPA Set the WPA passphrase

passphrase

Protected Wi-Fi CERTIFIED WPA2 with Protected Management
Management Frames provides a WPA2-level of protection for unicast
Frames and multicast management action frames.

Network Key
Rotation
Interval

Set the Network Key Rotation interval in seconds. Leave
blank or set to zero to disable the rotation.

Pairwise Key
Rotation
Interval

Set the Pairwise Key Rotation interval in seconds. Leave
blank or set to zero to disable the rotation.
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Network Set the Network Key Re-authentication interval in
Re-auth seconds. Leave blank or set to zero to disable periodic
Interval network re-authentication.

5.8 WiFi Mesh

WiFiXtend

A Comtrend proprietary WiFi Mesh solution that makes the slave devices
automatically synchronize, and makes slave devices choose the best uplink path in
a covered network environment.

EasyMesh

The Wi-Fi EasyMesh defines the control protocols between APs, mechanisms to
route traffic within the network, and the data objects necessary to enable easy
onboarding, provisioning, control, and automated management of APs in a Wi-Fi
EasyMesh network.

Wi-Fi EasyMesh networks use a controller to manage the network, with agent APs
connected to it.

SOMTREND

B e 8 alk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup
NAT - o
NAT WIFID€TEND = EasyMesh setings
bark WiFiXtend2.0: End-User WiFi Optimization via Once enabled, this device will work with other
Parental Control Mesh-Enahanced Technology EasyMesh Agent capable units (& the 2.4GHz
Home Networking SSID/Password are automatically set to match your
Wireless 5GHz WiFi).
WiFi Mesh Enable WiFiXtend2.0
AutoXtend [C) Enable EasyMesh Controller

Wifi X'tend

WiFiXtend1.0: Historical reference only.
This now exists under AutoXtend as SSID Sync.

Apphy/Save |

Once you have decided to use WifiXtend or EasyMesh follow the instructions
below.

Check the checkbox and click the Apply/Save button to enable WifiXtend.
To enable EasyMesh, check the checkbox and click the Apply/Save button. Once

enabled, this device will work with other EasyMesh Agent capable units (& the
2.4GHz SSID/Password are automatically set to match your 5GHz WiFi).

84

Leading the Communication Trend




5.9 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

1@ ¢ Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
AutoXtend
WAN Setup
NAT Custom code feawnes that increass ease of installadon.
LAN
bark Admin Sync: Syncs the administrator login ussrname and passwaond,
Parental Control G.hn Sync: Syncs G.hn domain and passwond.
Home Netwurking TRES Sync: Syncs the TR-D6%/STUM settings.
Wireless S5ID Synic: The S5I0/Password settings are propagated
WiFi Mesh WiFiMesh Sync: WiFiMesh settings are propagated.
AutoXtend

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.1.1 1IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

Bosgak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. Outgoing IP Filtering Setup
Security
ip Filtering By default, all cutgeing IP traffic from LAM is allowed, but same IF traffic can be BLOCKED by s=tting up filters,
Dutguing Choose Add or Remewve to configure outgaing IP filters,
Irloomlng | Filter Name | IP Version | Protocol | SrcIP/ PrefixLength | SrcPort | DstIP/ PrefixLength | DstPort | Remove |
MAC Filtering
Quality of Service _Add || Remove |

To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Add 1P Filter -- Qutgoing
Security
-+ = The screen allows you to create a filker rule to identify outgaing IP traffic by specifying a new filker name and at
IP Filteri ng least one condition below, All of the spacified conditions in this filtzr rule must be satisfied for the rule to ke
Outgl:ling effect. Click ‘Apply/Save’ to save and activate the filter.
Incoming Filter Mame: | |
MAC Filtering 2 |
. q IP Version: W hd
Quality of Service FErEEn
Routi Protocol: | hd |
LG Scurce IP address[/prefix length]: | |
DNS Source Port (port or port:port): | |
DSL Drestinaticn IP address]/prefix ar'-;t".::| |
DSL B(}nding Drestination Port {port or port:port): | |
DNS Proxy
Interface Grouping | Apply/save |

Click the Apply/Save button to apply and save your changes.

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label (user defined)
IP Version Select from the drop down menu
Protocol Set the traffic type (TCP, TCP/UDP, UDP,

or ICMP) that the rule will apply to

Source IP address

Enter source IP address for the IP filter

Source Port (port or port:port)

Enter source port number or range for
the IP filter

Destination IP address

Enter destination IP address for the IP
filter

Destination Port (port or port:port)

Enter destination port number or range
for the IP filter

87

Leading the Communication Trend




INCOMING IP FILTER
By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

1@ 3 O a K

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
SECUI'itY Incoming IP Filtering Setup
= 0 When the firawall is enabled on a WAN or LAN interface, all incoming IP traffic is BLOCKED. Howewver, some [P

1P FIltE"l'Ig traffic can be ACCEPTED by s=tting up filkers,

Qutgoin

L 9 Choose Add or Remove to configure incoming IP filkers.

Incoming

MAC Filterin Filter P SrclP| DstIp/
9 Name TR Version T PrefixLength i PrefixLength (b= | s

Quality of Service

Routing
To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.

1@ & ¢ Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. Add IP Filter -- Incoming
Security
. = The screen allows you to create a filker rule to identify incoming IP traffic by specifying 2 new filter name and =t
P Fllterlng least one condition below. All of the specified conditicons in this filter rule must be satisfied for the rule to ke
Dutg{)i ng effect, Click ‘Apply/Save’ to save and activate the filter.
Incoming Filter Name: | |
MAC Filtering v |
g g IF Varsion: i A
Quality of Service e
Routi Protocal: | hd |
L Scurce IP address]/prefix length]: | |
DNS Scurce Port (port or port:port): | |
DSL Drestination IP address[/prefix ar'-gtﬁ::| |
DSL Bonding Destination Port (port or port:port): | |
DNS p"m(‘f WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Interface Grou p'lng Select ane or more WAMN/LAN interfaces displayed below to apply this rule.
IP Tunnel Select All pppl.1/ppp0.1
IPSec

Certificate

Consult the table below for item descriptions.
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Item Description
Filter Name The filter rule label (user defined)
IP Version Select from the drop down menu
Protocol Set the traffic type (TCP, TCP/UDP, UDP,

or ICMP) that the rule will apply to

Source IP address Enter source IP address for the IP filter

Source Port (port or port:port) Enter source port nhumber or range for
the IP filter

Destination IP address Enter destination IP address for the IP
filter

Destination Port (port or port:port) Enter destination port number or range
for the IP filter

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE: Thisoptionisonly available in WDS mode. Other modes use IP Filtering to
perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the PRT-6302 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

B P ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
- MACL Filtering Setup
Security
1P Filterin MAC Filtering is only effective on WAN services configured in Eridge mode. FORWARDED means that all MAC
g layer frames will be FORWARDED except those matching with any of the spedified rules in the following table
MAC Filtering BLOCKED means that all MAC layer frames will b2 BLOCKED sxcept those matching with any of the specifizd

. . rules in the follawing table.
Quality of Service
MAC Filtzring Policy For Each Interface:

R'OUting WARNING: Changing from one policy to another of an interface will cause all defined rules for that
DNS interface to be REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.
DsSL Interface | Policy Change
DSL Bonding atmo. ForRwarp | [
DNS Proxy
Interface Grouping
Change Palicy
1P Tunnel [ Chang oy |
IPSec Choosa Add or Remowve to configure MAC filtering rules.
Certl-ﬁcate | Interface | Protocol | Destination MAC | Source MAC | Frame Direction | Remove |
Multicast
Wireless | Add || Remove |

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Securit\,r Add MAC Filter
- = Create a filter to identify the MAC layer frames by spacifying at least one condition below. If multiple conditions
P Fl|t'EI'II'Ig arz specified, zll of them take sffect. Click "Apply” to save and activate the filter.
MAC Filtering
Quality of Service Pratocal Type: | L |
Routing Destination MAC Address:
DNS Source MAC Address:
DSL Frame Direckion: LAN<==WAN +
DSL Bondin
DNS pI'OXY 9 WAN Interfaces (Configured in Bridge maode only)
Interface Grouping atm0.1/atm0.1 +
IP Tunnel -
Save/Apply
IPSec |i|

Click Save/Apply to save and activate the filter rule.

Consult the table below for detailed item descriptions.

Item Description

Protocol Type Select from the drop down menu the protocol
(PPPoOE, IPv4, IPv6, AppleTalk, IPX, NetBEUI,
IGMP) that will apply to this rule.

Destination MAC Address Defines the destination MAC address

Source MAC Address Defines the source MAC address

Frame Direction Select the incoming/outgoing packet interface

WAN Interfaces Applies the filter to the selected bridge interface
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6.2 Quality of Service (QoS)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox M and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

& ak

SOMTREND
7)

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. 05 -- Queue Management Configuration
Security ° ° ¢ ?
= = If Enable QoS checkbox is selectad, choose = default DSCP mark to automatically mark incoming traffic without
QUB'It‘{ of Service reference to a particular classifier, Click ‘Apply/Save’ button to save it
QoS Queue

QoS Classification

QoS Port Shaping
. Mote: The default DSCP mark is used to mark all egress packets that do not match any
R'UUtlng classification rules.

DNS

DSL [_] Enable QoS
DSL Bonding

DNS Proxy

Interface Grouping

IP Tunnel

IPSec

Mote: If Enable Qos checkbox is not selected, all Qo5 will be disabled for all interfaces.

Apply/Save

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enabi= Qo5

Selmct Diefinudt DSCF Mark | Mo Change(-1) & |

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In ATM mode, a maximum of 16 queues can be configured.

In PTM mode, a maximum of 8 queues can be configured.

For each Ethernet interface, a maximum of 8 queues can be configured.

For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).
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£
- =
Device Info Basic Setup  Advanced Setup  Diag Logout
rity QoS Queue Setup
Quality of Service fgured
QoS Queue
Queue Conﬁguratim & queues ove-checkbaxes, then .
Wilan Queue The Enable button wil scan through =very qusus nable-checkbox checked will be ensbled. with enable-checkbox un-checked will be dissbled.
Qos Cl Ficati The enable-check = of the gueu
0S Classi on
QoS Port Shaping Mote: Ethernet LAN queue configuration only takes effect when all the queues of the interface have been configured.
Routing The QoS functien has been disabled. Queues would not take effects.
DNS
sl Name | Key | Interface | Qid | Prec/Alg/Wght | PtmPrio | DropAlg/ LoMin/LoMax/HiMin/Hi hapi (bps) | MinBitRate(bps) bytes) | Enable | Remove
DSL Bonding Lange | 28| et 8 1sp ot (m]
DNS Proxy -
Interface Grouping S e s e O
1P Tunnel s | o] e E 3l ot [m]
IPSec
Certificate Langs | 32 ethl B 4/5p oT (]
Multicast
Wirel Lngs | 2 athi 4 HES oT ]
WiFi Mesh Langs | 34 3 &/sp oT 0
AutoXtend
135 ethi 2 7/58 ot (m]
Lot | 38 1 8/5p o7 (m]
Lnge | 7| e e 1se o7 [}
g7 | e =hz 7 2/se oT (m]
3% ath2 3 3/sp oT ]
Langs | 140 H 4]5p oT ]
Langs | e s 4 5/sp oT (]
Lngs | w2 eth? 3 5/5p ot (m]
g | w2 athz 2 7/se o7 [m]
gl | 4| ez 1 e oT m]
Lnge | w5 aha 8 s oT [m]
LN Q= 7 s oT (m]
147 sth3 & 3/5p oT (]
s | e ath3 5 4/sp DT [m]
Langs | w49 eth 4 s/sp DT [m]
g | 5o atha 3 5/sp o7 [m}
g | st aha 2 7/5e oT [m]
Langr | is2 1 B/sp oT ]
i) I H 1z oT [m]
L7 | 4 7 s o7 (m]
Langs | 155 tha 3 3lse oT 0
156 =t 5 4/5p oT (]
57| ethd 4 5/sp o7 [m}
Langs | iss 3 5/sp oT ]
g | 55 ahd 2 7/5e oT ]}
160 1 5/sp oT (m]
Lange | st eths 8 1/5p o7 (m]
Ly | 182 eths 7 s o7 (m]
g | 183 =hs 3 3/se oT [m}
Langs | e sths 5 4/5p oT ]
g | 185 aths 4 5/sp o7 ]
Langs | s 3 5/sp oT (]
LG | 167 | eths 2 75 oT (m]
168 eths 1 8/5p ot (m]

To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.
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The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of
IP QoS.

Enable and assign an interface and precedence on the next screen. Click
Apply/Save on this screen to activate it.

To add a queue, click the Add button to display the following screen.

MBS ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Security QoS Queue Configuration
QUB'il‘}‘ of Sarvice This screen alows you to configure 3 QoS queus and 234 it to & selected layer2 interface
QoS Queue Hame | |
Queue Configuration
Wilan Queue Fren
QoS Classification Interfece;
QoS Port Shaping
Routing Drop Algorithm
DNS ® OT (Drop Til)
DSL () RED (Random Early Detection)
e Minirmum Threshold [1-200]% of queus sizs
DSL Bonding Maximum Threshald [1-100]% of queue size
DNS Proxy ) ") WRED (Vieight=d RED)
Interface Grouping Low Class Min Threshold [1-100]% of
IP Tunnel Lo Class Mz Threshold [1-200]% of 2
IPSec High Class Min Thresheld [1-100]% of queus siz=
Certificate High Class Max Threshold [1-100]% of
Multicast

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface: Assign the entry to a specific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS rule is
enforced if the traffic exceeds the configured limit.

Drop Tail: Packets are sent in first come first serve fashion, the tailing traffic would
be dropped if they exceed the handling limit.

Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion.
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WRED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.
After selecting an Interface the following will be displayed.

QoS Port Shaping
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

1 @ 0 @ Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management
rlt\l‘ QoS5 Queue Configuration
Quality of Service This screen aliows you to configure 2 QoS queus and 23d it to & sefectad layer? interface

QoS Queue Name [ |

Queue Configuratior

Enzble:

Wilan Queue =

QoS Classification Tnterface:

TWRR) | (lower value, higher priority)
- The precadence list shows the scheduler algosithm configured at each precedence level,
- Note that precedence level 5P scheduler m ve only one queus,

- precedencs level with WRR/WF( schaduler may multiple queues,

(Queue Preozcence

Queus Waight [1-53]

Drop Algorithm

® 0T (Drop Tzl

(.} RED (Random Early Detection)
Minimum Threshold [1-100]% of queue sizs
Maxirmum Threshold [1-100]% of queus size

O WReD (Weighted RED)
Lows Class Min Threshold [1-100]% of queus siz=
Lo Class Max Threshold [1-100]% of queve sizs
High Claz= Min Threshold [1-1007% of queus size
High Class Max Thresheld [1-100]% of queus size

DSL Latency Fathl

The precedence list shows the scheduler algorithm for each precedence level.

Queues of equal precedence will be scheduled based on the algorithm.

Queues of unequal precedence will be scheduled based on SP.

Shaping Rate: Specify a shaping rate limit to the defined queue.

Click Apply/Save to apply and save the settings.
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6.2.1.2 Wilan Queue

Displays the list of available wireless queues for WMM and wireless data transmit
priority.

SOMTREND
== ==
- u
evice Info sic van iagnostics anagemen ou
D Inf Ba Setu Ad ced Setu D ost M t L t
rlt"' QoS Wlan Queus Setup
QLIB'“ZY of Service Notzs IF WMM function is disabled in Wirgless Page, quaues relzted to wirskss will not t2ke effects,
QoS Queue The QoS function has been disabled. Queves would not take effects.
Queue Configuratior
wilan Q T MName Key | Interface | Qid | Prec/Alg/Wght | Enable
QoS Classification 1 wid 8 1/sp Enablad
QoS Port Shaping WM Vgicz Prioriry | 2 wl0 7 2/5p Enzhled
Routing
DNS WMM Video Priorizy 3 ] [ /5P Enahled
DSL WMM Video Prioriy | 4 wil 5 4/5p Enabled
DSL Bonding WMM Best Eore | wld a 5/5p Enzbles
DNS Proxy
Interf G ping WMM Background & wi 3 &/5P Enabled
IP Tunnel WMM Background 7 wi 2 7/5P Enabled
IPSec WM Best Eort | 3 wld 1 8/5p Enzhlec
Certificate
Multicast WHM Vgicz Priority | 65 wil 8 /5P Enablad
Wireless WMM Voicz Priority | 66 wil 7 2/5P Enzbled
WiFi Mesh WM Video Priorizy | 67 wlt 6 3/sp Enzhlec
AutoXtend - — - .
WMM Video Priorizy | 6B wil g 4/5p Enzbled
WMM Best Efort g5 wil 4 5/5P Enabled
WMM Background 70 wil 3 &/SP Enabled
WMM Background 71 wil 2 7/5P Enahled
WMM Best E¥ort 72 wil 1 a/sp Enahled
97

Leading the Communication Trend



6.2.2 QoS Classification

The network traffic classes are listed in the following table.

.@@é@;l :

Device Info Basic Setup  Advanced Setup  Di Logout
rity QoS Classification Setup -- maximum 32 rules can be configured.
= = id a rule, cf k the Add button
Q(I;a:t:;:]f SooTE 3 checks ck the Remove button,
0 eue S

Queue Configuration
Wlan Queue
QoS Classification

If you disable WMM function in Wireless Page, classification relsted t wireless will not ke effecs

The QoS function has been disabled. Classification rules would not take effects,

with enable-checkbox checked will be enabled. Rules with enable-checkbax un-checked will be disabled,

QoS Port Shaping CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
3 Class Class| Ether| SrcMAC/ [ DstMAC/ |SrclP/ DstIP/ | DSCP |802.1P | Queua| DSCP| 802.1P Rale

g’::;hng Name Order| Intf |Type |Mask Mask PrefixLength |PrefixLength b Smmnlnstportlcheck Check |Key |Mark|Mark |Li Enable| Remove

DSL Remove

Click Add to configure a network traffic class rule and Enable to activate it. To

delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the

rule must be satisfied for it to take effect.

Add Metwork Traffic Class Rule
This screen craztes a traffic class nule to classify the ingress waffic into & pricrity queus and optionzlly mark the DEC
or Ethernat o ¢ of the packst,
Click ‘Apply/Save’ 1o save and activata the rule
Traffic Class Name |
Rude Ordar: Last L
Rude Status Enable w
Specify Classification Criteria (A blank oriterion indicates it is not used for classification.)
Ingreszs Interface | LAM w
Ether Type | ~
Source MAC Address:
Source MAC Mas k
Diestination MAC Address
Diestinzton MAC Mask
Specify Classification Results (A blank value indicates no operation.)
Specify Egress Interfzce {Required): | Vl
Specify Egress Queus (Required): | b |
- Packets classified mto & quawe that exit throwgh an interface for which the gueue
is mot specified to exist, will instead egress to the defau’t gueus on the intarface,
Mark Differentiated Servicz Code Point [DSCF) | L |
Mark BOZ.1p prioeit | w |
- Class non-vlan pa’L ets egress to 3 non-vian interface will be tagged with VID 0 and the dass rule p-bits.
- Class vian |::='I\:EL egress to a non-vian |nterr5:a will have the packss p-bits re-marked by the dass rule p-bits. No
:::::-'-I dan tag is aodad,
- Clasz non-vlan packets egress to a vian interface will be tagged with the intarfzoe VID and the dass rule p-bits.
- Clazs vian p:'kEL egress w & vian interface will be additionally tagged with the packet VID, and the dlass rule p-bits.
Set Rate Limiz | [Khits/'s]
Apphy/Save

Click Apply/Save to save and activate the rule.
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Consult the table below for detailed item descriptions.

Item

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its
source MAC address with the Source MAC Mask is
equal to the binary-AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to
the Destination MAC Mask must equal to the result
that this field binary-AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
priority to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan
interface will be tagged with VID 0 and the class rule
p-bits.
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- Class vlan packets egress to a non-vlan interface
will have the packet p-bits re-marked by the class
rule p-bits. No additional vlan tag is added.

- Class non-vlan packets egress to a vlan interface
will be tagged with the interface VID and the class
rule p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the
class rule p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

Interface Grouping
IP Tunnel

MBS ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity QoS Port Shaping Setup
- . Qo5 port shaping supports waffic shaping of Ethernet interface
Ql.la'lt}" of Service If "Shaping Rate" is set to -1, it means no shaping and "Burst Size" will be ignored,
QoS Queue
Queue Configuration Interface | Type | Shaping Rate (Kbps) | Burst Size (bytes) | Enable
Wilan Queue
. . ethl LAN -1 [i] [l
QoS Classification l ! ~
QoS Port Shaping eth2 | [T | | O
Routing
DNS eth3 T N R E O
DSL etha we | [ | [[o i
DSL Bonding ) . -
DNS Proxy eths wn | [ RE ]

Click Apply/Save to

apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in
again.

Boxdak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. Routing -- Default Gateway
Security
Ql.lallt}" of Service Default gateway interfs:e =t can have multiphe WAN interfaces served as system default gateways but only ons
Ruul:ing will be used acoo o the pnon:‘,‘ with the first being the hlgha: and the last one the low o
Default Gateway WARN interface is connect=d, B arity order can be changed by removing all and adding them back in again,
Static Route Selected Default Gateway Available Routed WAN
Policv Rguting Interfaces Interfaces
RIP ]
DNS
DSL

DSL Bonding
DNS Proxy :
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless Selected WAN Intzrzce [NO CONFIGURED INTERFACE v |
WiFi Mesh

AutoXtend

Click Apply/Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

M<¢ @ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity Routing -- Static Route (A maximum 32 entries can be configured)
QLIEllil‘]l" of Service MNOTE: For system created route, the "Remove’ checkbox is disabled.
R.uuling I IP Version I DstIPf PrefixLength | Gabewavl Interfanel metric I Ilemmrel
Default Gateway
Static Route
Policy Routing
RIP

After clicking Add the following will display.

1 @ > O -a

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rit\r Routing -- Static Route Add
QLIB'“Z‘F of Service E,:;:lI-'S=.:Ettlga=tclzn[|::_al:—0-rl:?gdl:LEeEE:_ ;;E'I:s-:. gateway AND/OR availzble WAN interface then click
Routing
Defa.ult Selet IP Version IPv4 |
Static Route zngth: |
Policy Routing I ! v
RIP Gatzway IP Address:
DNS [optional: metric number should be greater than or equal w zero)
DSL Meatric
DSL Bonding
e IP Version: Select the IP version to be IPv4 or IPv6.
e Destination IP address/prefix length: Enter the destination IP address.
e Interface: Select the proper interface for the rule.
® Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing.

After completing the settings, click Apply/Save to add the entry to the routing
table.
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6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

1@ & ¢ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
ritv Policy Routing Setting -- A maximum 7 entries can be configured.
Quality of Service
Rnul]'ng Policy Nam&l Source IP‘l LAN P‘ortl WAN | Default GW | Remave |
Default Gateway
Static Route
Policy Routing
RIP

On the following screen, complete the form and click Apply/Save to create a policy.

B < ak

Device Info Basic Setup Advanced Setup  Diagnostics Management Logout
, Policy Routing Settup
Security Eniter the policy name, policies, and WAN interface then dick "Apply/Save” w add the entry ta the policy routing
H H tzbk.
Ql.lall-l‘}" of Service MNote: If selected "IPoE" 2= WAN interface, default gateway must be configured,
Routing
Default Gateway PobcyMame |
Static Route
Policy Routing Physical LAN Port: | ~
RIP
DS sweep ]
DSL
DSL Bonding sz Iniarfac] w
DNS Proxy pefaGamay ]
Interface Grouping
IP Tunnel

Consult the table below for detailed item descriptions.
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Item

Description

Policy Name

Name of the route policy

Physical LAN Port

Specify the port to use this route policy

Source IP

IP Address to be routed

Use Interface

Interface that traffic will be directed to

Default Gateway IP

IP Address of the default gateway

6.3.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Apply/Save.

Security

Quality of Service

Routing
Default Gateway
Static Route
Policy Routing

DSL Bonding

Boxdak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Routing -- RIP Configuration

MNOTE: If selected interface has NAT enabled, only Passive mode is allowed.

To '—-at—“ RIP for th= WAN Intzrface, sslect the desired version and operation and place & check in the
C WAN Interface, uncheck th= Enabled' ch ctbn Click th= Apply!Save’

= the configuratio

|InterfacelVersion|Dperation|Enabled

WAN Inzerface not exist for RIP
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

B <@ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
SBCl.IrIt}' DNS Server Configuration
Lo o v, T oty s il V0 e e oo somsel - onfgires St NS s T srecees s b
Routing ntzrad )
DMNS Server Interfaces can have multipl= WAN interfaces served as systemn dns servers but will b

DNS used according to the priority with the first being the higest and the last one the lowest priority if

DNS Server interface is connected, Priosity order can be changed by removing all and adding them back in again,

Dynamic DNS

DNS Entries Select DNS Server Interface from available WAN interfaces:
DSL Selected DMS Server Interfaces #wzilable WAN Interfaces
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

®  Use the following Static DMS IP address:
pimary s [ ]
Secondary DS srvers [ |

Orbitain IPvE DNS info from a WAN interface:

TTaTaral

WAN Interface szlectad

@  Use the following Static IPvE DNS address:
e —
Sacondary IPvE DMNS servern I:l

Click Apply/Save to save the new configuration.
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6.4.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic IP address to a static
hostname in any of many domains, allowing the PRT-6302 to be more easily
accessed from various locations on the Internet.

M@ @ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity Dynamic DNS
P . The Dynamic DNS service allows you o alizs a dynamic IP address o a static hostname in any of the many
QI.IEI'I[‘]F of Service domains, allowing your Broadband Router to be more easily accessed from various locations on the Internet.
Routing
DNS Choose Add or Remawe to configure Dynamic DNS,
DNS Server | Hostname | Usernamel Service I Interface | Remowve |
Dynamic DNS
DNS Entries

To add a dynamic DNS service, click Add. The following screen will display.

SOMTREND
- L]
| @ a ® '
. s
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity Add Dynamic DNS
Quall-t}" of Service This page allows you to add & Dynamic DMS address from DynDNS.org, TZ0, or no-ip.com.
Routing
DNS D-DMS provides DOynDNS.org »
DNS Server Hostnzme
Dynamic DNS Interface -
il DynDNS Settings
DSL Username
DSL Bonding Paszword
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast

Click Apply/Save to save your settings.

Consult the table below for item descriptions.
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Item Description
D-DNS provider Select a dynamic DNS provider from the list
Hostname Enter the name of the dynamic DNS server
Interface Select the interface from the list
Username Enter the username of the dynamic DNS server
Password Enter the password of the dynamic DNS server

6.4.3 DNS Entries

The DNS Entry page allows you to add domain name and IP address pairs desired to

be resolved by the DSL router.
» '
il

SOMTREND
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

. A7)

. DNS Entries
Security

H 3 The DNS Entry page allows you to add domain name znd IP address
Ql.lallt‘f of Service router, Choose Add or Remove to configure DMS Entry. The entries w | become active after s
Routing
A maximum 16 entries can be configured.

DNS .

DNS Se . | Domain Name | IP Address I Ilemm.lel

Dynamic DNS

DNS Entries

Choose Add or Remove to configure a DNS Entry. The entries will become active

after save/reboot.
 J '
ix & a B
=" |

. A

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. DNS E

Security e
Quality of Service Enter the domain name and [P address that nesds to be resolved locally, and dlick "ads Entry
RDUE“Q Domain Mame IP Address
DNS 1] |

DNS Server

Dynamic DNS

DNS Entries

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry button.
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6.5 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

o L
OM RE N D
Device Info Basic Setup  Advanced Setup  Diagnostics Manage.ment Logout
. D51 Settings
Security
Quality of Service Salect the modulation below, Salect the profile below,
Routing
DNS G.Dms Enabled 8=z Enshled
DSL
M Glit=En 0 b Enctie
DSL BDI'IdiI'Ig . G.lite Enabled . 8b Enabled
DMNS Pﬂ}xy’ T1.413 Enshled 8c Enzhlzd
Interface Grouping ADSLZ Enzbled 8d Enalled
IP Tunnel
IPSec Annexl Enabled 12z Enabled
Certificate ADSL2+ Enabled 12h Enabled
Multicast [ Anneem Enzhled 172 Enabled
Wireless
WiFi Mesh VDSL2 Enzbisd 30 Enabled
AutoXtend 35h Enabied
uso
Enabled
Capability
Bitswap Enable
[) =RA Enable
Select DSL LED behavior
® oz [TR-68 compliant)
D off
G.337.1 EQOC xTU-R Serial Number (Reboat is required for EOC changes to take effect)
® £ouinment Szrisl Number
uipment MAC Address
DSL Mode Data Transmission Rate - Mbps (Megabits per second)
G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps
G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps
T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps
ADSL2 Downstream: 12 Mbps Upstream: 1.0 Mbps
AnnexL Supports longer loops but with reduced transmission rates
ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps
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DSL Mode Data Transmission Rate - Mbps (Megabits per second)
AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps
VDSL2 Downstream: 100 Mbps Upstream: 60 Mbps
VDSL Profile Maximum Downstream Throughput- Mbps (Megabits per
second)
8a Downstream 50
8b Downstream 50
8c Downstream: 50
8d Downstream: 50
12a Downstream: 68
12b Downstream: 68
17a Downstream: 100
30a Downstream: 100 Mbps Upstream: 100 Mbps
35b Downstream: 300 Mbps Upstream: 100 Mbps
Options Description
uso Band between 20 and 138 kHz for long loops to upstream
Bitswap Enable Enables adaptive handshaking functionality
SRA Enable Enables Seamless Rate Adaptation (SRA)
Select DSL LED Normal (TR-68 compliant): Select this option for DSL LED to
behavior operate normally (See menu 2.2 LED Indicator)
Off: DSL LED will always be OFF
G997.1 EOC Select Equipment Serial Number or Equipment MAC Address to
xTU-R Serial use router’s serial number or MAC address in ADSL EOC
Number messages
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6.6 DSL Bonding

This page displays the bonding status of the connected xDSL line.

1 & 3 O za

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity xD5L Bonding Capability Configuration
Quality of Service Any Chanoss will require a reboot.
Routing Bonding/Mon-bonding modes - Auto controlled from within the system.,
DNS For any kind of xDSL bonding capability in the modem now or in the future,
DSL . Please keep this configuration enablad
DSL Bonding
L2l . %D5L Bonding Capabilicy
Interface Grouping
IP Tunnel Current WAN xD5L Mode: Bonded
IPSec
Certificate
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6.7 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

™ <@ 1x & a2 b

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Semrity DNS Proxy Configuration
Quall-t}" e Enzble DMS Prowy
Routing
DNS Hast name of the Broadband Riouter:
DSL Domain name of the LAN network:
DSL Bonding
DNS Proxy DNS Relay Configuration )
Interface Grouping -lhlf cn:_-ljtn:-ls the DH Cf Server to assign public DNS,
1P Tunnel | Enable DN5 Relzy
IPSec
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6.8 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

1@ ¢ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rit'gr Interface Grouping - A maximum 16 entries can be configured
H - Interface Grouping supports multiple ports to WAN and bridging groups. Each group will perform as an
Quall-b,r of Service independent network. To suppart this festure, you must create mapping graups with appropriate LAN and WAN
Routing interfaces using the Add button, The Remave button will remave the grouping and add the ungrowped
DNS interfaces o the Default group. Only the dafzul group has IP interface,
DSL
DSL BDI‘Idll'Ilg Group Mame | Remove | WAN Interface | LAN Interfaces DHCP Vendor IDs
DNS Proxy
. ETHL
Interface Grouping
ETH2
IP Tunnel
F 3
IPSec T
Certificate Default ETH4
Multicast 2.5GE
Wireless Comtrend31F1_2.4GHz
WiFi Mesh Comtrend31F1_5GHz
AutoXtend

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. Interface grouping Configuration

Security

H 2 To creste & new interfzos grows:
Ql.lall-t}" of Service 1. Enter the Group name and the group name must be unigue and select either 2. (dynamic) or 3. (swmtic)
Routing below
DNS 2, If you ke wo automatically add LAN cients o 2 WAN Interface in the new group 2dd the DHCP wendar
DSL IDy string. B figuring a DHCP vendar ID string any DHCP dient request with the specified wendar ID

N [DHCP option 60) will be denied an IP address from the local DHCP server,

DSL Bonding
DNS 3.5zlect imterfaces from the availzble interfzce kst and 2dd it to the grouped interface kst using the arrow

Proxy buttons to create the required mapping of the ports. Mote that these clients may obtain public IP
Interface Grouping addresses
IP Tunnel 4, Click Apply/Save button to make the dhanges effective immediztaly
IPSec
Certificate

. IMPORTANT If a vendor ID is configured for a specific client device, please REBDOT the client
Multicast device attached to the modem to allow it to obtain an appropriate IP address,
Wireless

. Group Name: | |

WiFi Mesh
AutoXtend Grouped WAN Interfaces Available WAN Interfaces

Grouped LAN Interfaces Available LAN Interfaces

- Comtrend31F1_2.4GHz "
Comtrend31F1_5GHz
ETH1

ETH2
ETH3
ETH4
2.5GE

Automatically Add Clients With the
fallowing DHCP Vendor IDs

Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.
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For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, and ETH4.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default" and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_0_37, nas_0_38, and ETH1.
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6.9 IP Tunnel
6.9.1 IPv6inIPv4

Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured IPv4
links.

1@ & @ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

IP Tunneling -- 6ind Tunnel Configuration

Security
Quality of Service [ wame | wan | LaN | Dynamic | 1pv4 Mask Length | 6rd Prefix | Border Relay Address | Remave |
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPvbinIPv4
IPv4inIPv6
MAP

Click the Add button to display the following.

1@ ¢ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rit\r IP Tunneling -- Gind Tunnel Canfiguration
QLIE'“Z‘]" of Service Currendy, only 6rd configuration is supported
Routing Tunnel Mame
DNS Mechanism BRD ™ |
DSL Associated WAN Interfacs: w |
DSL Bunding Aszociated LAN Interface LANDrD w
DNS Proxy ® Manusl O Awsomatic
Interface Grouping
1P Tunnel ;p:'p“"f'* Length:
. rd Prefix w efix Length:

IPveinIPv4 Border Relay IPvd Address

IPv4inIPvG

MAP

Click Apply/Save to apply and save the settings.

Item Description

Tunnel Name Input a name for the tunnel
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Mechanism Mechanism used by the tunnel deployment

Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface
6rd Prefix with Prefix Prefix and prefix length used for the IPv6
Length interface
Border Relay IPv4 Address Input the IPv4 address of the other device
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6.9.2 IPv4inIPv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6-only environment.

1 @ 1 O -a

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

IP Tunneling -- 4in& Tunnel Configuration

Security
Quality of Service | Mame | WAN | LAM | D-,rnamic| AFI'R‘.l Remove |
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPvGIinIPv4
IPv4inIPvGE
MAP

Click the Add button to display the following.

e 0 RO

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

SBCI.IrIt"' IP Tunneling -- 4in& Tunnel Configuration
Ql.lalit}" of Service Currendly. only D5-Lite configuration is supported.
Routing Tunnel Name
DNS Machanizm DS-Lite W |
DSL Azzociated WAN Interfacs: w |
DSL BDI'IdiI'Ig Azzociated LAN Interface LANDI w
DNS Proxy ® Manual O Avomatic
Interface Grouping AFTR.
IP Tunnel

IPvGinIPv4

IPv4inIPvo

MAP

Click Apply/Save to apply and save the settings.
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Item

Description

Tunnel Name

Input a name for the tunnel

Mechanism

Mechanism used by the tunnel deployment

Associated WAN Interface

Select the WAN interface to be used by the
tunnel

Associated LAN Interface

Select the LAN interface to be included in the
tunnel

Manual/Automatic

Select automatic for point-to-multipoint
tunneling / manual for point-to-point tunneling

AFTR

Address of Address Family Translation Router

6.9.3 MAP

This page allows you to configure MAP-T and MAP-E entries.

Security

|
3 < 3 & a i
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

MAP — MAP-T/MAP-E Configuration

Quality of Service
Ruuling Mechanism

er BMR BMR
WAN | Dynamic Prefix IPvE IPwd
Prefix Prefix

PSID PSID

Offser | Length PSID | Remowve

DNS

DSL

DSL Bonding

DNS Proxy

Interface Grouping

IP Tunnel
IPvGinIPv4
IPv4inIPvo
MAP

Click the Add button to display the following.
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b2 0 Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Securitv MAP — MAP-T/MAP-E Configuration
li f Servi

L= '.w o senvice MAP-T v
Routing ~]
DNS LAN/BIO v
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel _

IPV6inIPv4 ERWE"’EP f":“*_

. Ml e Prefo

IPvainIPv6 BMR. IPv4 Prefi

MAP PSID Cfsat
IPSec PSID Length
Certificate PSID Valuz
Multicast

Click Apply/Save to apply and save the settings.
The settings shown above are described below.
Item Description
Mechanism Choose whether to encapsulate with MAP-E or

MAP-T to be used for NAT64 translation

Associated WAN
Interface

Lists the LAN interfaces available to be used for IP
MAP

Associated LAN

Lists the LAN interfaces available to be used for IP

Interface MAP

Manual Configure the prefix and relative PSID settings
manually

Automatic The prefix settings will be configured automatically

from the mapping interfaces

BR IPv6 Prefix

Configure the border relay IPv6 Prefix

BMR IPv6 Prefix

Configure the basic mapping rule IPv6 Prefix

BMR IPv4 Prefix

Configure the basic mapping rule IPv4 Prefix

PSID Offset

Port Set ID offset assigned to the IP MAP

PSID Length

Define the port set ID length

PSID Value

Define the port set ID value
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6.10 IPSec
6.10.1 IPSec Tunnel Mode Connections

You can add, edit or remove IPSec tunnel mode connections from this page.

1@ ¢ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

- IPSec Tunnel Mode Connections
Security

QI.IH“[Y of Service Add, remove or enable/disatle IPSec tunnel connections fram this page

Routing Lol
Connection | IP Tunnel Escch Gate Remote | Local Remote Re
DNs Name Version | Mode ange Y3V | Gateway | Addresses | Addresses ove

DSL Method Interface
DSL BDI'IdiI'Ig | Add New Connection || Remaowve |
DNS Proxy
Interface Grouping
IP Tunnel

IPvBinIPv4

IPv4inIPve

MAP
IPSec

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
"t". IPSec Settings
Quali[y of Service IPSec Connection Mame e CONMECtion
Routin
9 IP Version
DNS
DSL Tunnel Mods
DSL Bonding
DNS Proxy Local Gateway Interface: Select interface v
e L Remare IPSec Gateway Address
IP Tunnel
IPvGIinIPv4 Tunnel zoczss from loczl IP addresses
IPv4inIPv6 IP Address for VPN
MAP Mask or Prefix Length 255.255.255.0
IPSec
Certificate Tunnel E::ess.:'-::'!'n :e—n:te [P ddressas
Multicast IP Addrass for VPN
|_'I Mask or Prefix Length 255.255,255.0
Wireless
WiFi Mesh Key Exchange Method Auto(IKEW1) w
AutoXtend Authentication Methad [Pre-Shared Key |
Pre-Shared Key
Perfact Forward Secrecy
Advanced IKE Settings Show Advanced Settings
Apphy!Save
Heading Description

IPSec Connection
Name

User-defined label

IP Version

Select the corresponding IPv4 / IPv6
IPSEC connection

version for the

Tunnel Mode

Select tunnel protocol, AH (Authentication Header) or
ESP (Encapsulating Security Payload) for this tunnel.

Local Gateway
Interface

gateway for the IPSEC connection

Select from the list of wan interface to be used as

Remote IPSec
Gateway Address

or domain name can be used.

The location of the Remote IPSec Gateway. IP address

Tunnel access from
local IP addresses

Choose Single or Subnet.

Specify the acceptable host IP on the local side.
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IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Tunnel access from
remote IP addresses

Specify the acceptable host IP on the remote side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Key Exchange
Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)
authentication. For Pre-shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate Input Pre-shared key / Choose Certificate

(X.509)

Perfect Forward Secrecy

Enable or Disable

Advanced IKE Settings

Select Show Advanced Settings to reveal
the advanced settings options shown below.

man Growp for Key Exchange 1024bit =

man Growp for Key Exchange 1024bit =

Hide Advanced Settings

Iain r
AES-128 (sw) r
SHAT (sw) r

E i Seconds

AES - 128 (sw) Ad
SHAT (sw) ¥

3500 Seconds

ApphySave

Advanced IKE Settings

Select Hide Advanced Settings to hide the
advanced settings options shown above.

Phase 1 / Phase 2

Choose settings for each phase, the available
options are separated with a “/” character.

Mode

Main / Aggressive
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Encryption Algorithm

DES / 3DES / AES 128,192,256

Integrity Algorithm

MD5 / SHA1

Select Diffie-Hellman Group

768 - 8192 bit

Key Life Time

Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

tion K
an K=

Encryption Algorithm

DES / 3DES / AES (aes-cbc)

Encryption Key

DES: 16 digit Hex, 3DES: 48 digit Hex

Authentication Algorithm

MD5 / SHA1

Authentication Key

MD5: 32 digit Hex, SHA1: 40 digit Hex

SPI (default is 101)

Enter a Hex value from 100-FFFFFFFF
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6.11 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.11.1 Local

Me>xP ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Security Local Certificates
Quality of Service F'ﬂdll_'l_e_lfr:;EIJPSE'EE:E::I?Ja;:f:T:: this page. Local certificates are used by pears tm verify your identity,
Routing
DNS
DSL
DSL Bonding | Create Centificate Request | [ Import Certificate |
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA

I Hamel In Use | Subjer_'tl Tpp&l Action I
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CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to
provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request. The
contents of this application form do not affect the basic parameter settings of the
product.

<OMTREND

b B Ak

Basic Setup Advanced Setup  Diagnostics Management Logout

=

Device Info

. Create new certificate request
Security ?

Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Local
Trusted CA

To generate & cart

c ate signing request you need to inchude Common
Statz/Provin

and the 2-letter Country Code for li'li cestificate

Mame, Organization Mame,

US (United States)

The following table is provided for your reference.

Item

Description

Certificate Name

A user-defined name for the certificate.

Common Name

Usually, the fully qualified domain name for the
machine.

Organization Name

The exact legal name of your organization.
Do not abbreviate.

State/Province Name

The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name

The two-letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

B <P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Import certificate
Q“ a Iit!’ of Service Enter cerlificate name, paste cerlificate content and private Key.
Rnuting Carlificals Hama:
ps [ BEGIN CERTIFICATE-----
DSL i <insert certificate here»
psL Bonding | EMD CERTIFICATE-----
D'NS Proxy
Interface Grouping
IP Tunnel i
IPSec Carificats:
Certificate
Local
Trusted CA F
Multicast | BEGIN RSA PRIVATE KEY-----
Wireless <insert private key here:x
WiFiMesh — |e---- END RSA PRIVATE KEY-----
AutoXtend
Privats: iy
P

Enter a certificate name and click the Apply button to import the certificate and its
private key.
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6.11.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

Device Info

Security

Quality of Service
Routing

DNS

DSL

D5L Bonding

DNS Proxy

IF Tunnel

IPSec

Certificate
Local
Trusted CA

Interface Grouping

B <SP ak

Basic Setup Advanced Setup Diagnostics Management Logout

Tn

&0d, View or Remove certificates: from this page. CA o=rlificates ars L=y by you o verily peers’ certificates
Maximumn 4 certificates can be stored.

usted CA [Certificate Authority) Certificates

I I'hmEI Subject I Type I.ﬂu:liun I

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA
Multicast
Wireless
WiFi Mesh

1@ I O

Basic Setup Advanced Setup Diagnostics Management Logout

Import CA certificate

Enter certificate name and paste certificate content.

Certificale
[ame:

Carlificate:

L 1

----- BEGIN CERTIFICATE-----
<insert certificate herex

Enter a certificate name and click Apply to import the CA certificate.
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6.12 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default
values shown. Then click Apply/Save.

SOMTREND

™ <@ i $ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Multicast Precedence: Disable w* | lower value, higher priority
Quality of Service Multicast Strict Grouping Enforcement: | Disable w
Routing
DNS IGMP Configuration
DSL Entsr IGMP | conf; ion fields if adify def; h |

. ntzr IGMP protocol configuration fields if you want madify defauk valuss shown below,
DSL Bonding i’ : !
DNS Proxy Default Version: 3
Interface Grouping Query Intznal 1
IPT I Query Responss Intznal 10
unne Last Member Query Interval: 10
IPSec Robustness Value 2
Certificate Maximum Multicast Groups: 25
Multicast r:_:r,wig—i? Multicast Data Sources (for |1_] |
Wireless Maximum Multicast Group Members: [25 |
WiFi Mesh Fast Leave Enable
AutoXtend 1GMP Group Exception List
Group Address Mask/Mask bits Remove
224.0.0.0 255.255,255.0
235.255,255.250 255.255,255.255 (]
234.0,255.135 255.255.255.255 O
| Il |
Remove Checked Entries |
MLD Configuration
Enter MLD protocol (IPvE Multicast) configuration figds if you want modify default values shown below.
Diefault Version: 2
Query Intarval: 125
Query Responss Interval 10
Last Mambear Query Intenal: 10
Robustness Valus 2
Maximum Multicast Groups: 10
Maximum Multicast Data Sources (for [0 |
midvZ)
Maximum Multicast Group Members: [1a |
Fast Lesve Enable

MLD Group Exception List

Group Address Mask/Mask bits Remave
ff01::0000 TR : o]
ff02::0000 F
ffO5: :0001: 0003 s AR AR AARAT | O
| I |
Remove Checked Entriss |

Multicast Precedence: Select precedence of multicast packets.
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Multicast Strict Grouping Enforcement: Enable/Disable multicast strict
grouping.

Item Description
Default Version Define IGMP using version with video server.
Query Interval The query interval is the amount of time in seconds

between IGMP General Query messages sent by the
router (if the router is the querier on this subnet).
The default query interval is 125 seconds.

Query Response Interval The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query The last member query interval is the amount of
Interval time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also
the amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost IGMP
packets. The robustness variable should be set to a
value of 2 or greater. The default robustness
variable value is 2.

Maximum Multicast Setting the maximum number of Multicast groups.
Groups

Maximum Multicast Data Define the maximum multicast video stream
Sources (for IGMPv3) number.

Maximum Multicast Setting the maximum number of groups that ports
Group Members can accept.

Fast Leave Enable When you enable IGMP fast-leave processing, the

switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.
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IGMP Group Exception List / MLD Group Exception List

Item

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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6.13 Wireless

6.13.1 SSID

SOMTREND

This page allows you to configure the Virtual interfaces for each Physical interface.

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security )
Quality of Service This page aliows you fo configure the Virtusl interfaces for each Physical inferfacs.
Routin
e o Wiredess Interface: [Comtrend31F1_2.4GHz{00:30:DA31:31:F2) w |
DsL BSS-MAC (SSID): 00-30:04:31-31-F2 {Comtrend31F 1_2 4GHz enabled) v |
D5L Bonding BSS Enabled: Enzbled w |
DNS Proxy Matwark Name (SSID): Comirend31F1_2 4GHz |
Interface Grouping Metwark Type:
IP Tunnel AP |zolation:
IPSec L2 I=solation:
Certificate BS5 Max Associations Limit:
Multicast WM Adwertize:
Wireless WF:
551D Authenticated Stations:
Security mac [asscaimton | sgea [ b pawer] Lo ] e Lres x | x| me | T
WPS Address Time Ste=ngtn| T (N K= h 5 | pkts | oytes |F= 5
MACL Filtering
WDs Apply || Cancel
Advanced

& O ak

Click the Apply button to apply your changes. The settings shown above are

described below.

Item

Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

BSS Enabled

Enable or disable this SSID

Network Name
(SSID)

Sets the network name (also known as SSID) of this
network

Network Type

Selecting Closed hides the network from active scans.
Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

L2 Isolation Wireless clients on the guest network cannot access

hardwired LAN clients
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BSS Max
Associations Limit

Sets the maximum associations for this BSS

WMM Advertise

When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons and
probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle
for too long, it is removed from this list.

Signal Strength

Wi-Fi connection signal strength icon

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature
Spec Wi-Fi Spec

BW Bandwidth

Dwds Lists the devices that utilize Dynamic WDS

Rssi Received Signal Strength Indicator

DS Data Rate
(Mbps)

Receive Rate

US Data Rate

Transmit Rate

(Mbps)

Tx pkts Shows total Tx packets

Tx bytes Shows total Tx bytes

Rx pkts Shows total Rx packets

Rx bytes Shows total Rx bytes

Tx Failures Shows total Tx packets failed
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6.13.2 Secur

ity

This page allows you to configure security for the wireless LAN interfaces.

O ak

Management

This page allows you fo configure security for the wireless LAM interfaces.

) o -
SOMTREND
‘ |
Device Info Basic Setup Advanced Setup
security ) SECURITY
Quality of Service
Routing ) )
DNS Wireless Interface:
Ll WP
DsSL Bunding WPA-FSK:
DMNS Proxy WPAZE
Interface Grouping WPAZ-PSK:
IP Tunnel WRARSAE:
IPSec WPAX:
Certificate OWE:
Multicast DPF:
Wireless WPAZ Presuthentication:
SSID WWPAZ-SuiteS:
Security WWPA Encryption:
WPs
MAC Filtering RADIUS Server:
wWDs RADIUS Port:
Advanced RADIUS Key:
WiFi Mesh
AutoXtend VWP passphrase:
Protecied Mansgement Framas:
Metwork Key Raotstion Interval:
Pairwise Key Rotstion Interval:
Metwork Rie-guth Intenval:

Logout

[ Comtrend31F1_2.4GHz(00:30:D4:31:31.F2) v | Select |

Disabled »

Dizabled w
Dizabled w
Enabled w
Dizabled w
Dizabled w

zabled w

LN=aeEd W

| BT

Off w

36000

Apply

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WA [ L Sd LI
Enables/Diskles WPA Authenticated Disabled »
Key Management suits, N ahlod

The descriptions are also shown below.
Item Description

Wireless Interface

Select which wireless interface to configure

WPA

suite

Enable/disable WPA authenticated key management
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WPA-PSK Enable/disable WPA-PSK authenticated key
management suite

WPA2 Enable/disable WPA2 authenticated key management
suite

WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key
management suite

WPA3 Enable/disable WPA3 authenticated key management
suite

OWE Enable/disable OWE authenticated key management
suite

DPP Enable/disable DPP authenticated key management
suite

WPA2 Enable/disable WPA2 Preauthenticated key

Preauthentication

management suite

WPA3-SuiteB

Enable/disable WPA3-SuiteB key management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS
Server

Set the IP of the RADIUS (Remote Authentication Dial In
User Service) to use for authentication and dynamic key
derivation

RADIUS Port

Set the UDP port humber of the RADIUS server. The port
number is usually 1812 or 1645 and depends upon the
server.

RADIUS Key Set the shared secret for the RADIUS connection

WPA Set the WPA passphrase

passphrase

Protected Wi-Fi CERTIFIED WPA2 with Protected Management
Management Frames provides a WPA2-level of protection for unicast
Frames and multicast management action frames.

Network Key
Rotation
Interval

Set the Network Key Rotation interval in seconds. Leave
blank or set to zero to disable the rotation.
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Pairwise Key

Set the Pairwise Key Rotation interval in seconds. Leave

Rotation blank or set to zero to disable the rotation.

Interval

Network Set the Network Key Re-authentication interval in
Re-auth seconds. Leave blank or set to zero to disable periodic
Interval network re-authentication.
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6.13.3 WPS

This page allows you to configure WPS.

Autharized Station MAC:

WPS Current Status:

List Wifi-Imvite enabled STAS:

Wif-lnwite ensbled ETAs:

M < ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security WPS
Quality of Service This page sllows you to configure WPS,
Routing
DNS Wireless Interface: [ Comtrend31F1_2.4GH={00:30:04:31:31:F2) v | Select |
D5L WPS Current Made: AP with Built-in Registrar
D5L Bonding
DNS Proxy 'WPS Configurstion: Enabled »
Interface Groupin Device WPS LIUID:
PT I ping Davice PIM: 27782178 | Generale
IPS:CnnE Configure by External Registrar: Allow w
Certificate
= Current S510: Comtrend21F1_2 4GHz

HI:IIHCBSt Current Authentication Type: WRAZ-PEK
Wireless Current Encryption Type: THIP+AES

S5ID Current PSH:

Security

WPS sSio: Comtrend31F1_2.4GHz |

MAC Filterin Authentication Type: WRAZ-PSK hd

WDS 9 Encryption Type: TEIP+AES »

WPA passph : . I=p

Advanced S Save Credentials | | Reset To OOE | J
WiFi Mesh ave Credentials eset To
AutoXtend Station BIM: [ | Note: Empty for FBC methed.

Add Enrglles

Init
Apply

MAC Address

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPS
This page allows you to configure WPS.

‘Wireless Interface:
WPS Current Mode:

|WP5 current mode
WPS Configuration:

R

Comtrend0001_5GHz(02:10:158:01:00:02) v | Select
AP with Buili-in Registrar

Enabled

The descriptions are also shown below.
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Item

Description

Wireless Interface

Select which wireless interface to configure

WPS Current Mode

Displays WPS current mode

WPS
Configuration

Enable/Disable Wi-Fi simple config mode

Device WPS Displays the WPS UUID number of this device
UuiD
Device PIN Displays the PIN number for this device. Click the

Generate button to change a unique Device PIN
number.

Configure by
External Registrar

Set Allow/Deny wireless external registrar to
get/configure AP security through AP PIN

Current SSID

Displays the current SSID

Current
Authentication

Type

Displays the current authentication type

Current Encryption
Type

Displays the current encryption type

Current PSK

Displays the current PSK by clicking SISSIZEREREEY

SSID

Set the network name (also known as the SSID) of this
network

Authentication
Type

Select the authentication type from the drop-down
menu

Encryption Select the encryption type from the drop-down menu
Type
WPA Set the WPA passphrase. Click the Save Credentials
passphrase button to save the Wi-Fi access password.
Click the Reset To OOB (Out of Box configure) button
to restore SSID/ Authentication Type / Encryption Type /
WPA passphrase default setting.
Station PIN Input the station PIN to verify expected station.

Note: Empty for PBC method.
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Authorized Input the authorized station MAC address. Click the Add

Station MAC Enrollee button to start a WPS process. This WPS
process is only for the client whose MAC is typed in this
field.

WPS Current Displays the WPS current status

Status

List Wifi-Invite Click the Refresh button to find WiFi-Invite enabled STAs

enabled STAs

Wifi-Invite Displays the list of WiFi-Invite enabled STAs
enabled
STAs

6.13.4 MAC Filtering

This page allows you to configure the MAC Filtering for each Physical interface.

'E'REND @ g@ i..‘ h.-

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

SEELLIE ) MAC Filtering
Quality of Service This page sllows you fo configure the MAC Filtering for each Physical interface.

Routing \
DNS Wireless Interface: [Comirend31F1_2 4GHz{DD:30:DA31:31:F2) » |

DSL BEE-MAC (SSID): [ DD:30:DA:31:31:F2 (Comirend31F1_2.4GHz enabled) v |
D5L Bonding
DNS Proxy MAC Restrict Made:

A MAC fiter based Probe Responss: 0n W
Interface Grouping MDA e
IP Tunnel

IPSec
Certificate
Multicast
Wireless
551D
Security
WPS
MACL Filtering

= Apply

Advanced

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

MAC Restrict Mode: I} Disabled
Selacts whether clients with the

specified MAC address are allowed or
deniad wirgless access.

P
L= ¥

The descriptions are also shown below.
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Item

Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

MAC Restrict
Mode

Select whether clients with the specified MAC address
are allowed or denied wireless access

MAC filter based
Probe Response

Enable/Disable MAC filter based probe response mode

MAC Addresses

Allow/Deny wireless access to clients with the
specified MAC addresses. The MAC address format is
XX XX XX XX XX XX,
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6.13.5 WDS

SOMTREND

The wireless distribution system supports extended networking of wireless access
points and can be configured as described below.

Device Info

Security
Quality of Service
Routing
DNS
DsSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
S5ID
Security
WPS
MAC Filtering
WDS

B < ak

Basic Setup Advanced Setup Diagnostics Management Logout

wD3s
This page allows you to configure Wireless Distribution System (WDS).

Wirsless Interface: [ Comtrend31F1_2.4GHz(D0:30:0A:31:31:F2) v |

Bridges: Peer MAC Address Link Stabes

Bridge Restriction: Enabled w
Bridge Link Detection Interval 1

Apply

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

configure,

Jﬂ-@% Comtrend500D1_2 4GHz{1C:64:99:32:80:D2) *
Selects which wirdless interface to

MAC Address Link Status

The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

Peer MAC address

Enter the peer wireless MAC addresses of any member
that should be part of the Wireless Distribution System
(WDS)

Restriction

Select Disabled to disable the WDS restriction. Any WDS
(including the ones listed in Remote Bridges) will be
granted access. Select Enabled to enable WDS
restriction. Only those bridges listed in Remote Bridges
will be granted access.
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Link Direction

Set the WDS link detection interval in seconds. Leave
Interval

blank or set to zero to disable the detection.

Note: With reference to the above setup, please ensure that the conditions below
are met, and both devices are rebooted afterwards:

1. Ensure that the first Comtrend device (home router) does not use the same

IP address as the second Comtrend wireless device (wireless bridge). See
section 5.3 LANfor details on how to change the IP address.

[ < ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Lotal Area Mebwork [LAN) Setup
MNAT Conifigurs the Broadband Router IP Address and Subnel Mask for LAN interface. Groupiame
LAN . —
=TI vt e
IPv6 Autoconfig o ——
UPnP Enable IGMP Snocping
bark
Parental Control ) Standars Moge
Home Networking ® Eocking Moce
Wireless -
WiFi Mesh b M K . -.u.s:"-:
AutoXtend ' N

End IP Afdre=s 192 168.1.254

Leaz=d Time (hour):{ 24

|- Seftfing TFTP Server
Static IP Leas= List- (A mxamum 32 entries can bz configured)

| MAC Address] 1P Address | Remove |

| Add Entries ” Remove Entries |

< Enable DHOP S=rver Reley

DHCP Server IP Addn=ss
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2. Both devices need to have the same fixed channel. See section 6.13.6
Advanced for details.

B <d 8 ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Securi Radio
_"t? R Thizs page allows you to configure the Physical Wirsless interfaces.
Quality of Service
Routing Wireless Interface: | Comtrend31F1_2 4GHz{00:30:DA31:31:F2) » |
DNs Interface: Enabled
DSL 202.11 Band: 2.4 GHzw  Cument: 2.4 GHz
DSL Bonding I Channsl Specification: AUtD » | Current: & ***Interfersnce Level: Acceptabls
DNS Proxy 802.11 n-mede: Alto v
Interface Grouping Bandwidth: 20 MHz | Current: 20MHz
1P Tunnel “LAM Priority Support: Off w
IPSec 0BS5S Coexistence:
Certificate
Multicast dax Associations Limit:
Wireless ¥Press™ Technology:
S5ID
Security Airtime Fairmess:
wPs BandSteering Dasman :
b Tl Beamforming transmission (BFR): VHT MU + HE MU+CQI BFR v |
WDs Beamforming reception (BFE): WHT MU + HE MU BFE v|
Advanced MU-MIMO T Alto |
WiFi Mesh Wifi 6 (118x) Auto |
AutoXtend
RIFS Mode Advertisement:
WM Support: On w
Mo-Acknowledgement: Off »
APSD Support: On v

ply || Cancel

&

3. Both devices need to have a (different) fixed access SSID (Network Name).
See section 6.13.1 SSID for details.

M@ @ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Security SSID
Quality of Service This page allows you to configure the Virtusl interfaces for each Physical interfacs.
Routing -
e Wireless Interface: [Comtrend31F1_2.4GH={00:30:0A31:31:F2) w |
DsL BS5-MAC (SSID): D0:30:04:31:31:F2 {Comtrend31 F1_2 4GHz enabled) » |
D5L Bonding BSS Ensbled: Enabled w |
DNS Proxy | Matwork Mame (SSID): Comfrend31F1_2 4GHz |
Interface Grouping Metwark Type:
IP Tunnel AP Isclation:
IPSec LZ Isolstion:
Certificate BS5 Max Associations Limit:
Multicast WM Advertize:
Wireless WMF:

S5ID : Authenticated Siafions:

MAC Filtering

WDS
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4. Both devices need to have WPA2-PSK enabled. See section 6.13.2 Security
for details.

Me g ak

Advanced Setup

Device Info

Security
Quality of Service
Routing
DNS
DSL
D5L Bonding
DMNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
551D
Security
WPSs
MACL Filtering
WDs
Advanced
WiFi Mesh
AutoXtend

Basic Setup

SECURITY

Diagnostics

This page allows you o configure security for the wirgless LAN interfaces.

Wirglass Interface:

Management

Logout

[Comtrend31F1_2.4GHz(D0:30:0A:31:31:F2) v | Select|

[BCiick: here to display

WPA: LIS3NED v
WPA-PEHK: Dizabled v
WRAZ Dizabled w
JWRAZ-PS: Enabled w
WPAZ-SAE: Dizabled v
WPAZ: Digsbled w
OWVE: Dizabled
DPP:
WPAZ Preauthentication: Disabled w
WRA2-Suitel:
WPA Encryption: AES W
RADIUS Server 0.0.00
RADIUS Port 1812
RADIUS Key:

WPA passphrase: .

Protected Managament Framas: Off L'
Metwark Key Rotation Interval: ]

Pairwisa Key Rotation Interval: ]

MNatwork Re-auth Interval: 36000
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5. Both devices (A & B) need to have each other’'s MAC address. See section
6.13.5 WDS for details.

A< @ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Security WDS
Quality of Service This page allows you to configure Wireless Distribution System (WD3).
Routing
DNS
DsL Bridges: Prer MAC Address Link Stabus
D5L Bonding

DNS Proxy
Interface Grouping
IP Tunnel

IPSec Bridge Restriction: Enabled w
Certificate Bridge Link Detection Interval: 1
Multicast
Wireless Apply
551D
Security
WPs
MAC Filtering
WDs
Advanced

Wireless Interface: [ Comtrend31F1_2 4GH=z(D0:30:DA31:31:F2) + |

6. Now make sure to reboot both devices. See section 8.9 Reboot for details.

1 @ 1 O

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

SEttiﬂgs Click the button below to reboot the router,
System Log

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot
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6.13.6 Advanced

This page allows you to configure the Physical Wireless interfaces.

2.4GHz

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
551D
Security
WPSs
MAC Filtering
WDs
Advanced
WiFi Mesh
AutoXtend

M < ak

Basic Setup Advanced Setup Diagnostics

Radio

Management Logout

This page allows you to configure the Physical Wirsless interfaces.

Wireless Interface:

Interface:

802.11 Band:

Channel Specification:
802. 11 n-mode:
Bandwidth:

WLAM Priority Suppaort:

OBES Coexistenca:
Max Associations Limit:
XPress™ Technology:
Airfime Farness:
BandSteering Deemon :

Bearnfarming fransmission (BFR):
Bearnforming reception (BFE):
MU-MIND T

Wi G (11ax):

RIFS Mode Advertisennent:

WM Support:
Mo-Acknowledgement:
APSD Support:

| Comtrend31F1_2.4GHz(D0:30:DA-31:31:F2) w |

Enabled

2.4 GHz % | Cument 2.4 GHz

Auto W

Current: 1 ***Interference Level: Acceptable

20 MHz % | Current 20MHz

Enable

S| & 9| |]BIE
< <| <53

Dizable e

WVHT MU + HE MU+CQll BFR + |

WHT MU + HE MU BFE w |

Enabled w |

Auto

v |

L8

Auto

Jn
O »
On
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5GHz

COMTREND
7)

O ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Radio
Quality of Service This page allows you to configure the Physical Wireless interfaces.
Routing
DNS Wireless Interface: [Comtrend31F1_5GHz(D0:20:0A31:31:F3) |
D5SL Interfane: Enabled
D5SL Bonding 202.11 Band: 5 GHz % Cument 5 GHz
DNS Proxy Channel Specification: Autow | Current 185 *~Interference Level: Acceptable
Interface Grouping 802.11 n-mode: Auto v
IP Tunnel Bandwidth: 20MHz % | Current 20MHz
IPSec WLAM Priority Suppart: Off
Certl_floate OBSE Coesasiencs:
Multicast
Wireless Max Associstions Limit:

S5ID

Security XPress™ Technology:

WPS Airtime Farness:

MACL Filtering

wDs BandStesring Dsemen -

Advanced Besmforming iransmission (SFR): VHT MU + HE MU+CQl BFR v |
WiFi Mesh Bearfarming reception (BFE): VHT MU + HE MU BFE + |
AutoXtend MU-MIRG TX: Ao v

Wi 6 {11m1): Auto w |
RIFS Mede Adverfisement: Auto W
WMM Support: On »
Mo-Acknowledgement: DT
APED Support: On »
Apply

Click the Apply button to apply your changes.

For information on each parameter, move the cursor over the parameter that you
are interested in (as shown here).

Interface:

207 11 Banl*,
[selects 802.11 BEnd to use. |

TR T e T S e e T T W T T,

Enabled ¥
EGHz v
Auto ¥

Current. 5 GHz
Current; 58/30 ***Interference Level: Acceptable

The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

Interface

Enable/Disable the wireless interface

802.11 Band

Select the 802.11 band to use

Channel Specification

Select a channel specification

802.11 n-mode

Enable/Disable 802.11N support
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Bandwidth

Select channel bandwidth

VLAN Priority Support

Advertise packet priority using VLAN tag

OBSS Coexistence

Enable/Disable overlapping BSS coexistence aka
20/40 coex

Max Associations Limit

Set the number of associations the driver should
accept

Xpress Technology

Enable/Disable Xpress mode

Airtime Fairness

Enable/Disable airtime fairness between multiple
links

BandSteering Deamon

This is a function that automatically steers
anyone connecting to a wireless network to the
best available frequency band (e.g. from 5G to
2.4G or vice versa) providing an optimized
performance for the client. Please note that this
feature is not supported in this software version.
Default is Disable

Select Standalone to enable BandSteering

Beamforming
transmission (BFR)

This is a versatile technique for signal
transmission from a number of antennas to one
or multiple users. In wireless networks it
increases signal power for the intended user and
reduces interference to non-intended users.
VHT MU BFR: Wi-Fi 5 Multi User Beamforming
transmission

HE MU BFR: Wi-Fi 6 Multi User Beamforming
transmission

VHT MU + HE MU BFR: Wi-Fi 5 & Wi-Fi 6 Multi
User Beamforming transmission

Disabled - Disables beamforming transmission

Beamforming reception
(BFE)

This is a versatile technique for signal reception
from a number of antennas to one or multiple
users. In wireless networks it increases signal
power for the intended user and reduces
interference to non-intended users.

VHT MU BFE: Wi-Fi 5 Multi User Beamforming
reception

HE MU BFE: Wi-Fi 6 Multi User Beamforming
reception

VHT MU + HE MU BFE: Wi-Fi 5 & Wi-Fi 6 Multi
User Beamforming reception

Disabled - Disables beamforming reception
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MU-MIMO TX

(MU) Multi-user MIMO transmission is a set of
multiple-input and multiple-output technologies
for multipath wireless communication, in which
multiple users or terminals, each radioing over
one or more antennas, communicate with one
another. Client devices that support Wi-Fi 6 are
highly recommended to enable this feature.
Disabled: Disables MU-MIMO transmission

Note: Disabling MU-MIMO TX, will also disable HE
(Wi-Fi 6) MU-MIMO

Enabled: Enables MU-MIMO transmission

Auto: In this mode of operation, the Access Point
will detect the wireless stations currently present
in the network to determine the operation mode

Wifi 6 (11ax)

Control Wifi 6 features

RIFS Mode
Advertisement

Select the RIFS (Reduced Inter-Frame Spacing)
mode to advertise in beacons and probe
responses

WMM Support

Enable/Disable WMM support

No-Acknowledgement

Enable/Disable EMM No-acknowledgement

APSD Support

Enable/Disable Automatic Power Save
Technology
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6.14 WiFi Mesh

WiFiXtend

A Comtrend proprietary WiFi Mesh solution that makes the slave devices
automatically synchronize, and makes slave devices choose the best uplink path in
a covered network environment.

EasyMesh

The Wi-Fi EasyMesh defines the control protocols between APs, mechanisms to
route traffic within the network, and the data objects necessary to enable easy
onboarding, provisioning, control, and automated management of APs in a Wi-Fi
EasyMesh network.

Wi-Fi EasyMesh networks use a controller to manage the network, with agent APs

connected to it.
“

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security
Ll G WIFI Y €TEND =|EasyMesh settings
Routing
DNS WikFiXtend2.0: End-User WiFi Once enabled, this device will work
DSL Optimization via Mesh-Enahanced with other EasyMesh Agent capable
DSL Bonding Technology units (& the 2.4GHz SSID/Password
DNS Proxy are automatically set to match your
s Enable WiFiXtend2 0 Itz WiED:
IP Tunnel B
IPSec [_] Enable EasyMesh Controller
Certificate
Multicast Wifi X tend”
Wireless

SSID WiFiXtend1.0: Historical reference

Security only.

wps This now exists under AutoXtend as

MAC Filtering 5SID Sync.

WwDs

Advanced
WiFi Mesh
AutoXtend

| Apply/Save |

Once you have decided to use WifiXtend or EasyMesh follow the instructions
below.

Check the checkbox and click the Apply/Save button to enable WifiXtend.
To enable EasyMesh, check the checkbox and click the Apply/Save button. Once

enabled, this device will work with other EasyMesh Agent capable units (& the
2.4GHz SSID/Password are automatically set to match your 5GHz WiFi).
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6.15 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

COMTREND
- ]
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. AutoXtend
Security
Qua“tv of Service Custom code features that increass ease of installation,
Routing
DNS Admin Sync: Syncs the administrabor login username and password.
DSL G.hn Sync: Synes G.hn domiain and password,
DSL Bonding TRES Sync: Syncs the TR-06%/STUN seltings.
DNS pI'OKv SSID Sync: The SSID/Password settings are propagated.
Interface Grnup'lng WiFiMesh Sync: WiFiMesh sattings are propagatad.
IP Tunnel
IPSec | Apply/Save |
Certificate
Multicast
Wireless
WiFi Mesh
AutoXtend

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics

7.1 Diagnostics - Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.

< OM" REND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Diagnostics LAN Devi
Ethernet OAM evice
Uptime Status ! Madel PBL-6201v2
Ping Dawn Dawn Down 20 — Serial Number 243 UUCF-EVTI06
TraceRoute ETH1 ETHZ ETH2 ETH4 Firmwrare Version | CTU-1.0.2
LAN IPv4 Address | 132.168.1.1 Bootloader (CFE) [, 0o 0o o
- po— Version
LAN Subnet Mask 5.255.0
LAN MAC Add 31531 Up Time reiay e
ress {aHENE
DHCP Server ST
192.168.1.2 -
DHCP IP Range 137.168.1.754

Click the Diagnostics Menu item on the left side of the screen to display the
individual connections.

SOMTREND
1 -
- [
' & {3 ° I
\
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
- - Diagnastics
Diagnostics
The individual tests are listed below, If & test displays a fail status, click "Rerum Diagnostic Tests" at the bottom
Ethernet OAM of this page to mzke sure the fail status is consistent, If the test continues to fai, dick "Help” and follow the
UptiITIE Status troubleshooting procedures,
Ping Test the connection to your local network
TraceRoute Test your ETH1 Connection: FAIL Help
Test your ETH2 Connection: FAIL Help
Test your ETH3 Connection: FAIL Help
Test your ETH4 Connection: PASS Help
Test your 2.5GE Connection: FAIL Heln
Test your Wireless Connection: | PASS,PASS |Help
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7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

?REND @ g@ -..‘ H‘

pevice tnfo R Management Logout
i i Eth Link OAM (802.3zh
Diagnostics _Elnet inl ( ah)
Ethernet 0OAM [CJ Enzbled
uptime Status Ethernat Service 0AM (302.1ag { ¥.1731)
— [ Enzbled @ gg2,12g O v.1731
TraceRoute

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernat Link OAM (802.3ah)
Enabled
AN Interface
0AM ID |:|-’:>:-5 2 intege
[] Auto Event
[] Varizblz Rz
[] Lk Events
[] Remote Loopback
[ Active Made
Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM packets
OAM ID OAM Identification humber
Auto Event Supports OAM auto event
Variable Retrieval Supports OAM variable retrieval
Link Events Supports OAM link events
Remote Loopback Supports OAM remove loopback
Active mode Supports OAM active mode
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To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full
configuration list.

Ethernat Service OAM (802.1ag [/ ¥.1721)
Enzbled @ g02.12g ) 173
WAN Interface

MO Level

MD Hame: [=g. Broadoom]

Ma ID: [2.0. BRCM]

Local MEP ID [1-8191)

Local MEP VLAN 1D [1-4354] (-1 mesns no VLAN mg)
(] CCM Transmission

Remote MEP ID: [1-8191] (-1 means mo Remote MEF)

Loopback and Linktrace Test

Target MAC: I:I [=vg. 02:10:18:a32:bbicc]
Linktrace TTL: [1-255] {-1 means no max hop limig)

Loopback Result: N/A

Linktrace Result: N/A

Send Linktrace

Lend Loopback

| Apphy/Save |

Click Apply/Save to implement new configuration settings.

Item Description
WAN Interface Select from the list of WAN Interfaces to send OAM
packets
MD Level Maintenance Domain Level
MD Name Maintenance Domain name
MA ID Maintenance Association Identifier
Local MEP ID Local Maintenance association End Point Identifier
Local MEP VLAN ID VLAN IP used for Local Maintenance End point

Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)
continuously.

154

Leading the Communication Trend



Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet
Linktrace TTL Time to Live value for the loopback/linktrace packet

7.3 Uptime Status

This page shows System, ETH and Layer 3 uptime. If the ETH or Layer 3 connection
is down, the uptime will stop incrementing. If the service is restored, the counter will
reset and start from 0. A Bridge interface will follow the ETH timer.

PP Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. . Uptime Status
Diagnostics
Ethernet OAM This page shows System, DSL, ETH and Layer 3 uptime. If the DSL line, ETH or Layer 3 connection is down, the
i uptime will stop incrementing. If the service is restored, the counter will resst and start from 0, A Bridge
Uptime Status intarface will follow the DSL or ETH timer,
Ping The "ClearAll” button will restart the counters from 0 or show "Not Connected” if the interface is down
TraceRoute

IS-,,rstem Up Timel 53 SE:El

D5L Grows:

I DSL Up Tlrnel Mot Ec"ectadl

ETHWAN Group:

I ETHWAM Up Time | Mot Connected |

The "ClearAll" button will restart the counters from 0 or show "Not Connected" if the
interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic
test to send the ICMP request to the specified host.

1 €@ 3 O a K

Device Info BasicSetup  Advanced Setup Diagnostics Management Logout
- = Pin
Diagnostics g
Ethernet OAM Serd ICMP ECHO REQUEST packets to network hosts. Pleasa make sure ICMP is set to be accessible from WaAN
- in Access Controd configuration,
Uptime Status
Ping Ping IP Address [ Hostname: | Fing |
TraceRoute

¥ m 152.168.1.1: seg=2 wl=64 time=_0.1
&4 bytes from 192,168,111 s2g=3 wi=f4 time=0.238 ms

--- 152.168.1.1 ping statistics —-
4 packets rransmitted, 4 packats received, 0% packet loss
round-trip min/avg/max = 0.138/0.205/0.277 ms

156

Leading the Communication Trend



7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

1 @ 1 O

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. . TraceRoute

Diagnostics
Ethernct OAM Trace the route ip packats follow going to "host”, Plezse make sure ICMP is 2t to be accessitle from WAN in

. Ancess Control configuration.
Uptime Status
Pil'lg TraceRouts [P Address [ Hostname: TraceRouts
TraceRoute traceroute o 192.1 32,168.1,1), 30 hops max, 28 byte packets

1 Comtrend,Home [ ) 0.040 ms
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Defaultscreens.

8.1.1 Backup Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to locate the backup file. Then click the Update
Settings button to update your device settings.

™ <@ x & a bk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Settings - Backu
Settings ? ’

Bad:up Backup Broadband Rowter configurations. You may save yaur router configurations to 2 file on your PC.

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

| Backup Sattings
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8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to search for the file, then click Update Settings to

recover settings.

Device Info

Settings
Backup
Update

System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control

Reboot

[e

Basic Setup Advanced Setup Diagnostics  Management Logout
Tools — Update Settings
Update Broadband Router settings. You may update your routsr settings using your saved files.

Restore Default

Update Software

Settings File Nama No filz chosen
Update Sattings

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

[l

Device Info

Settings

Backup

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

< O

Basic Setup  Advanced Setup Diagnostics Management Logout
Tools -- Restore Default Settings
Restore Broadbznd Router settings to the factory defaulzs.

Restore Default Settings

After Restore Default Settings is clicked, the following screen appears.
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Broadband Router Restore

The Broadband Fouter configuration has been restored to default settings and
the router is rebooting.

Closze the Broadband Fouter Configuration window and wait for 2 minutes
before reopening yvour web browser. If necessary, reconfigure vour PC's IP
address to match vour new configuration.

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The PBL-6201v2
board hardware and the boot loader support the reset to default. If the
Reset button is continuously pressed for more than 10 seconds, the
current configuration data will be erased. If the Reset button is
continuously pressed for more than 60 seconds, the boot loader will erase
all configuration data saved in flash memory and enter bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

B¢ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
= L
Settings System Log
System Log The System Log dialog lkews you ta view the System Log and configure the System Log options.
SNMP Agent Click "Viewr System Log" to view the System Log.
TR-069 Client Click "Configure System Log” to configure the System Log options,
STUN Client
Internet Time —
Access Control Wiew System LcﬂCnnf gure System Log | ,
Update Software
Reboot

STEP 2: Select desired options and click Apply/Save.

B¢ P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
ings System Log -- Configuration

I the log me:
System Log sbove or equ
SNMP Agent the salecrad lev
TR-069 Client ill b2 recorded local memary. -
Sl CIIEI:“: Select the desired vahses and dick "Apply/Save’ to configure the system log options.
Internet Time
Access Control Log ® Diszble O Enable
Update Software Log Level: Debugging
Reboot Display Level:

Vs

| Apply/Save |

Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/Save.
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Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“"Emergency” down to this configured level will be recorded to the log
buffer on the PBL-6201v2 SDRAM. When the log buffer is full, the
newer event will wrap up to the top of the log buffer and overwrite the
old event. By default, the log level is "Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB UT will
prompt the user to enter the Server IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log

Date/Time |Facility |[Severity Message
Jan 1 00:00:12|syslog  jemerg BCM95345 started : BusyBox wO.60.4 {200<4.09, 14-05:30+00007%
Jan 1 00:00:17 luser crit klogd: LISE Link LIP,
Jan 1 00:00:19 juser crit klogd: etho Link LIP.

Refresh I C|DSEI

Click the Refresh button to update the system log and click the Close button to
remove the current log from the screen.
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

mendak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SNMP - Configuration

Settings
System Log fsvlg-—: teh[elestr;:llpfar;;n:c;: :-—=; :Er\l:iz,cl [S4MP) 2lows = management application to retrisve statistics and status
SNMP Agent e . e
TR-069 Client Select the desirad values and click "Apply” w0 configure the SHMP options
STUN Client SNMP Agent ® Dizzblz ) Enzble
Internet Time - )

Read Community: pulblic
Access Control Set Community: orivate
UIJdatE Software Sy=tem Mams: Comirend
Reboot Systemn Location: unknown

Sy=temn Contact: LNENOWN

rap Manager IF: 0.0.0.0
| Save/Apply |

The settings shown above are described below.

Item Description

SNMP Agent Enable or Disable the SNMP Agent

Read Community Default is “public”

Set Community Default is “private”

System Name Default is "Comtrend”

System Location Describes the location of the system (user defined)
System Contact Describes who should be contacted about the host the

agent is running on (user defined)

Trap Manager IP Trap request supports to monitor and alarm via port 162
from Agent
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/Save to configure TR-069 client options.

= < 3 $ ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Settings TR-069 client - Configuration
System Log WAN Management Prctocc! [TR-063) allows 2 Auto-Configuration Server (ACS) to perfoem auto-configuration,
provision, collection, and diagrostics to this davics,
SNMP Agent B
TR-069 Client Select the desired values and click "Apply/Save” to configure the TR-069 client options,
STUN Client [_] Enaslz TR-DE3
Internet Time .
OUI-z=2riz
Access Control . -~
Inform - \_! Enable
Update o= are DHCF Crption 43 () Diszblz ® Enzhle
Reboot
Inform Interval 30
ACS URL:

AICS User Mams

WA Interface us=d by TR-063 cliznt: Any_wiaN L Lan [ Looztack

Connection Request Authentcation

i
=1

Connection Reguest User M
Connection Reguest Pas
Connection Request URL:

| Apphy/save || Send Inform |

The table below is provided for ease of reference.

Item Description
Enable TR-069 Tick the checkbox M to enable.
OUI-serial The serial number used to identify the CPE when making

a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial

number.
Inform Disable/Enable TR-069 client on the CPE.
DHCP Option 43 Enable/Disable using DHCP option 43 received from

WAN server to configure ACS URL.
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Inform Interval

The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL

URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name

Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password

Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface
used by TR-069
client

Choose Any_WAN, LAN, Loopback or a configured
connection.

Connection Request

Authentication Tick the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

The Send Inform button forces the CPE to establish an immediate connection to

the ACS.
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8.5 STUN Client

Session Traversal Utilities for NAT (STUN) is a protocol that serves as a tool for other
protocols in dealing with Network Address Translator (NAT) traversal.

G > oAbk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. STUN client - Configuration
Settings ?
Session Traversal Utilities for MAT {STUN) & a protocol that serves as a tool for other protocols in dealing with
System Log MNetwork Address Translator (MAT) traversal.
SNMP Agent ] . |
- Select the desired valoes click "Apphy/Save" e the STUN client options.
TR-069 Client = e : - e
STUN Client (® Dizzble ) Enzble
e STUN Server Address:
Access Control STUN Server Port
I.Ipdate Software STUN User Name:
Reboot STUN Password:
Max Keapalive Period!
Min Kz=pdlive Period

| Apphy/Save |

Select the desired values and click the Apply/Save button to configure the STUN
client options.

The settings shown above are described below.

Item Description

Disable/Enable Disable/Enable STUN client.

STUN Server Address IP address of the STUN server.

STUN Server Port Service port of the STUN server.

STUN User Name Account to link to the STUN server.
STUN Password Password of said account to link to the STUN server.
Max KeepAlive Period Maximum period to wait for a packet to be received

from the STUN server to keep the link alive.

Min KeepAlive Period Minimum period to send a packet to the STUN
server to keep the link alive.
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8.6 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click Apply/Save.

Bodak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
il'lgS Time settings
System Log This pagz allows you to the modem’s me configuration,
SNMP A'gent Aumomztically synchronize with Inbernet time servers
TR-069 Client
STUN Client First NTP time server: clock fmi he net w
Second NTP tme sarver

Internet Time Third NTP time server

Access Control Fourth NTP time sarver
Update Software Fifzth NTP time server
Reboot
Time zone offs=t: | (GMT-08:00) Pacific Time. Tijuana W

| Apphy/szve |

NOTE: Internet Time must be activated to use. See 5.5 Parental Control.
The internet time feature will not operate when the router is in bridged mode, since
the router would not be able to connect to the NTP timeserver.
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8.7 Access Control

8.7.1 Accounts

This screen is used to configure the user account access passwords for the device.

Access to the PBL-6201v2 is controlled through the following user accounts:

The root account has unrestricted access to
configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.

view and change the

. )

% ¢ sa K

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
o Acoess Control — Accounts/ Passwords
SEttlﬂgS By default, access to your Broadband router is controlled through three user accounts: root,support,and user.
ystem Log The root account has unrestricted socess wo view 2nd change the configuration of your Broadband router
SNMP Agent
TR-069 Client The support account is typically utilized by Carrier/ISP technicians for maintznznce and dizgn
STUN Client .;tutti:.llisfd by End-Users to view configuration sattings and statistics, with limited
Internet Time
Usz the figkds belo pdate passwords for the accounts, add/remave accounts (max of 5 acoounts). Maote
Access Control Passwords may be ng as 16 cters but must not contain 3 space.
Accounts
- i@ Select an account: | w
Services
P Add () Create an account:
ress -
Update Software 0ld Pessword:
Reboot Hew B
Confirm Password

| Savey dpply || =

ete |

Us= the fiekds below

to enzble/disable accounts as well 25 adjust the

r spacific privileges.
Featura root

Account socess Both

Add/Remove WAN Enabled
Wirgless - Basic Enabled
Wirgless - Advancad | Enablad
LAM Sattings Enzbled
Interface Grouping Enabled
MAT Settings Enzbled
Updatz Software Enabled
Sequrity Enabled
Quelity of Service Enzbled
Management Sestings | Enabled
Advanced S=tup Enabled

e

Note: Passwords may be as long
Click Save/Apply to continue.

Leadin

as 16 characters but must not contain a space.
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8.7.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click Apply/Save
to activate.

Access "CPU & Memory" from WAN side:This allows the WAN side to access the
Device Info CPU & Memory page.

» ¢ = B

[l

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
iI'IgS Service Access Control Configuration

System Log Select 2ach listbox and click save/apply to configure your Satting,
SNMP .HQEI'III Service | Current Newr Paort
TR-069 Client —
STUN Client S Il (=) | (Com—
Internet Time =H | L |[LAN v |[z2 |
Access Control TELWET | Len |[LAM M= |

Accounts

Services sume | Diszhble | [Disable  w||[151 |

IP Address WP | Len |[LAN w ] |[+2 |
Update Software
Reboot FTP Lo |[LAN w22 |

ICMP Lzn LAN w
Arress "CPU & Memory” from WAM side : () Allow @ Deny

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.
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8.7.3 IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

1 @ 3 K

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Access Control — IP Address
Settings
The IP Addrezs Access Control mode, if enabled, permits access to loca! management services from [P
wem LOg sddneszes contzined in the Access Control List | I the Access Control mode s disabled, the m will not
SHNMP Agent validatz IP zddreszes for incoming packsts. The sarvices are the system apolications listed in the Service Control
- Lizt beside ICMP
TR-D69 Client
STUN Client Access Controd Mode: (@ Dissble () Enable
Internet Time
s Control IP Address | Subnet Mask | Interface | Remove |
| te|

Ao nts ress | Subnet Mask | Interface maove

Services [ add || Remove |

IP Address

Click the Add button to display the following.

B <P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Settings Access Control
System Log Esrlti:; [F address of the management station permitted to access the bocal management services, and click
SNMP Agent
TR-069 Client IP Address Subnet Mask Interface
STUN Client | |[[none ~
Internet Time
Access Control | saveragaly |
Accounts
Services
IP Address

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address - IP address of the management station.
Subnet Mask - Subnet address for the management station.

Interface - Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.8 Update Software

This option allows for firmware upgrades from a locally stored file.

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the Wi-Fi power setting). Comtrend’s products follow the
market’s standard requirements.

SOMTREND

Mot P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Setti ngs Tools -- Update Software
System Log Step 1; Obtain an uvpdated sofiware image file from yowr [SR.
SNMP AgE“t Sbep Z; Enber the path to the image filz location in the box Below or chick the "Browse” bulton to locate the image e,
TR-069 Client e ot 1 et St eee Bt m s s
STUN Client L
Internet Time MNOTE: The uptate proc=ss takes abhout 2 minutes o o r=boat.

Access Control
Configuratic Mo Ch LTS
Update Software e [No Change |

Imge Encryped Pamword Py [ |
Reboot 7= mrepes e o

Softwars Sl Hama: | Choosa Flie | Mo file dhosen

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path to the image file location in the box below or click the
Choose File button to locate the image file.

Configuration options:
No change - upgrade software directly.
Erase current config - If the router has save_default configuration, this option will

erase the current configuration and restore to save_default configuration after
software upgrade.

Erase All - Router will be restored to factory default configuration after software
upgrade.

Image Encrypted Password: Input the encryption password of the firmware
image if the binary file was secured by the password. This option is applicable to
users with a high security requirement.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE1l: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.

NOTE2: The Power LED indicates the status of firmware update progress. Please
DO NOT power off the device when Power LED is flashing or the device
will be damaged.
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8.9 Reboot

To save the current configuration and reboot the router, click Reboot.

SOMTREND

- L]

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
S'Ettiﬂg!"- Click the button below to reboot the router.
System Log o
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.

e S ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

. BEroadband Router Reboot
Settings

System Log The Broadhand Router is rebocting,

SNMP Agent Cloze the Broadband Router Configuration window and wait for 2 minutes before reopening your web browser
TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your
screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You hawve successfully exited Broadband Router.
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STATEFUL PACKET INSPECTION

SOMTREND

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup - Security - IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Dest. IP Address i NA
Dest. Subnet Mask : NA
Dest. Port : NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. IP Address :172.16.13.4
Dest. Subnet Mask : 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy : Allow
Source IP Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask i NA
Dest. Port : NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name : In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. IP Address :192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
bridge mode. After a bridge mode connection is created, navigate to Advanced
Setup = Security > MAC Filtering in the WUI.

: Forwarded
: PPPoE

Example 1: Global Policy
Protocol Type

Dest. MAC Address

:00:12:34:56:78:90

Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from eth1l to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE
:00:12:34:56:78:90
:00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPoOE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the PBL-6201v2, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin Name Description

1 BI_DA+ Bi-directional pair A +
2 BI_DA- Bi-directional pair A -

3 BI_DB+ Bi-directional pair B +
4 BI_DC+ Bi-directional pair C +
5 BI_DC- Bi-directional pair C -

6 BI_DB- Bi-directional pair B -

7 BI_DD+ Bi-directional pair D +
8 BI_DD- Bi-directional pair D -
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Appendix C - Specifications

Hardware

- RJ-14 X1 for VDSL2 (35b)/ADSL2+ (Annex A ) Bonding and Single line
- RJ-45 X 4 for GELAN

- RJ-45 X 1 for 2.5GEWAN
-USB3.0X1

- Reset button X 1

- 2.4G WiFi on/off, WPS button X 1
- 5G WiFi on/off, WPS button X 1

- Internal Antenna X 4

- Power switch X 1

ADSL

- G.994

- G.992.1 (G.dmt) Annex A
- G.992.2 (G.lite) Annex A
-+ ANSI T1.413

+ G.992.3 (ADSL2) Annex A

- G.992.5 (ADSL2+) Annex A

VDSL

- G.993.2 (VDSL2) 35b, 17a, 12a, 12b, 8a, 8b, 8¢, 8d
- G.993.5 (G.vector)

- G.998.4 (G.INP)

- SRA (Seamless Rate Adaptation)

- UPBO (Upstream Power Back-off)

2.5Gigabit Ethernet
IEEE 802.3bz

2.5G BASE-T, auto-sense
Support MDI/MDX

Gigabit Ethernet
IEEE 802.3, IEEE 802.3u IEEE 802.3ab

10/100 /1000 BASE-T, auto-sense
Support MDI/MDX

Management
- TR-069/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based Management,

Configuration Backup and Restoration
Software Upgrade via HTTP, TFTP Server, or FTP Server
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Networking Protocols

- RFC 2364 (PPPoA), RFC 2684 (RFC 1483) Bridge/Router, RFC 2516 (PPPoE); RFC
1577 (IPoA)

- PPPoE Pass-Through, Multiple PPPoE Sessions on Single WAN Interface

- PPPoE Filtering of Non-PPPoE Packets Between WAN and LAN

- Transparent Bridging Between all LAN and WAN Interfaces

- 802.1p/802.1q VLAN, DSCP

- IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

- Static route, RIP v1/v2, ARP, RARP, SNTP

- DHCP Server/Client/Relay, DNS Proxy/ Relay, Dynamic DNS, UPnP, DLNA

- IPv6 Dual Stack, IPV6 Rapid Deployment (6RD)

Firewall/Filtering

- Stateful Packet Inspection Firewall

- Stateless Packet Filter

- URI/URL Filtering

- TCP/IP/Port/Interface Filtering Rules Support Both Incoming and Outgoing

Filtering

NAT/PAT

-+ Port Triggering

- Port Forwarding (Virtual Server)

- Symmetric port-overloading NAT, Full-Cone NAT
- DMZ host

- VPN Pass Through (PPTP, L2TP, IPSec)

Wireless
- IEEE 802.11ax, 2.4GHz, 4T4R
Backward compatible with 802.11n/g/b
2412~2462 MHz
- IEEE 802.11ax,5GHz, 4T4R,
- Backward compatible with 802.11ac/n/a
- U-NII-1 ( 5150~5250 MHz )
- U-NII-2a ( 5250~5350 MHz ) optional
- U-NII-2c/2e ( 5470~5725 MHz ) optional
- U-NII-3 ( 5725~5825 MHz )
- WPA/WPA-PSK, WPA2/WPA2-PSK with TKIP & AES Security Type

- Multiple SSID
- MAC Address Filtering

Power Supply
- External power adapter: 12VDC/ 3A
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Environment

- Operating Temperature: 0°C ~40°C (32°F ~104°F)
- Operating Humidity: 10%~90% non-condensing

- Storage Temperature: -25°C ~65°C (-13°F ~149°F)
- Storage Humidity: 5%~90% non-condensing

Kit Weight

(1* PBL-6201v2, 1*RJ45 cable, 1*power adapter) = 0.95 kg

‘ NOTE: Specifications are subject to change without notice.
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control - Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -| root WAN IP address|

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh -l root WAN IP address|

NOTE: The |WAN IP address| can be found on the Device Info & WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with an USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board
print server checkbox M and input Printer name & Make and model. Click
the Apply/Save button.

™ < i a Kk

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN SEtI.IP Print Server settings
NAT This page allows you to enable / disable printer support
LAN Enable on-board print server,
bark

Printer name Canon

Parental Control
Home Networking
Print Server
DLMNA
Storage Service
USB Spead
Wireless
WiFi Mesh
AutoXtend

Make and model MX4%0

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.
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STEP 2: Click the Windows start E button. - Then select Settings.

@ Trevor.Owens
Documents
Pictures
Settings

Power

» ® m o &
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STEP 3: Select Devices.

Settings

Windows Settings

g System

Display, sound, notifications,

power

Personalization

&

@ Gaming
Xbox Game Bar, captures, Game

Mode

Update & Security

Q

backup

| Fmrl a setting

Devices I:I
o

Bluetooth, printers, mouse

Background, lock screen, colors

Windows Update, recovery,

B —
8= Apps R
a—= Uninstall, defaults, optional

features

(’17. Ease of Access /O
-

Narrator, magnifier, high
contrast

Phone
Link your Android, iPhone

Accounts
Your accounts, email, sync,
work, other people

Search

Find my files, permissions

STEP 4: Select Printers & scanners.

< Settings
@ Home

| "HH ettin
Devices

Bluetooth & other devices

Bluetooth & other devices

+ Add Bluetooth or other device

Bluetooth

@ off

EE.] Printers & scanners

|:| Show notifications to connect using Swift Pair

Mouse
E3 Touchpad
Typing

JJ Pen & Windows Ink
@ AutoPlay

i uss

when they're close by and in pairing mode.

D Download over metered connections

metered Internet connections.

Turn on Bluetooth even faster

When selected, you can connect to supported Bluetooth devices quickly

To help prevent extra charges, keep this off so device software (drivers,
info, and apps) for new devices won't download while you're on
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STEP 5: Select Add a printer or scanner.

SOMTREND

= Settings

@ Home

Printers & scanners

Find a setting

jo | Add printers & scanners

Devices

Bluetooth & other devices
ﬂ: Printers & scanners
O Mouse

E3 Touchpad

Typing

" Pen & Windows Ink
®) AutoPlay

8 uss

= Add a printer or scanner

Printers & scanners

Fax
Inkjet Multifunction Printer
Not connected

Microsoft Print to PDF

Microsoft XPS Document Writer

5 © @

STEP 6: - Select The printer that I want isn’t listed.

< Settings

N Home

Printers & scanners

Find a setting

fe | Add printers & scanners

Devices

BB Bluetooth & other devices
I 1 Printers & scanners

O Mouse

B Touchpad

Typing

P Pen & Windows Ink

(®) AutoPlay

i uss

Refresh
O

Searching for printers and scanners

IThe printer that | want isn't listed

Printers & scanners

=T
Microsoft Print to PDF
=]

Microsoft XPS Document Writer
=]

OneNote for Windows 10
=]
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STEP 7: Choose Select a shared printer by name. Then input the printer link
and click Next.

http://LAN IP:631/printers/Canon

NOTE: The printer name must be the same name inputted in the WEB UI “Print
Server settings” as in step 1.

= Add Printer

Find a printer by other options

(O My printer is a little older. Help me find it.

(®) Select a shared printer by name

http://192.168.1.1:631/printers/Canon TrErET

Example: \\computername\printername or
http://computername/printers/printername/.printer

() Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or network printer with manual settings

Next Cancel
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STEP 8: Select the manufacturer > and model of your printer > then, click OK.

Add Printer Wizard ? X

Select the manufacturer and model of your printer. If your printer came with
= an installation disk, click Have Disk. If your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer Printers

;) Canon MX490 series FAX |
Generic 5, Canon MX490 series Printer
Microsoft

SHARP

'—_|.. This driver is digitally signed.

Windows Update Have Disk_..
Tell me why driver signing is important

I OK I Cancel

STEP 9: The printer has been successfully installed. Click the Next button.

=% Add Printer

You've successfully added Canon on http://192.168.1.1:631

Printer name: Canon on http://192.168.1.1:631

This printer has been installed with the Canon MX490 series Printer driver.

Next Cancel
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STEP 10: Click Finish (or print a test page if required).

= Add Printer

You've successfully added Canon on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshooting information for the printer,
print a test page.

Print a test page

Finish Cancel

STEP 11: Go to > Settings > Devices > Printers & scanners to confirm that the
printer has been configured.

< Settings

@ Home Printers & scanners
Find a setting ] Add printers & scanners

Devices Refresh

O

The printer that | want isn’t listed

I l%h Printers & scanners
Printers & scanners

M

O Mouse Canon on http://192.168.1.1:631
Default

EJ  Touchpad
Fax

Typing

Inkjet Multifunction Printer

& Pen & Windows Ink Not connected

® AutoPlay Microsoft Print to PDF

B gh up|gp

usB . :
o Microsoft XPS Document Writer
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPoA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces.

F1.1 ATM Interfaces

Follow these procedures to configure an ATM interface.

NOTE: The PBL-6201v2 supports up to 16 ATM interfaces.

s a‘._

STEP 1: Go to Basic Setup ™™ > WAN Setup > Select ATM Interface from
the drop-down menu.

Boodak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Selact new interface 1 2dd:| ATM Interface v ]|
LAN DSL ATM Interface Configuration
bark
Parental Control N DSL Peak Call Sustainable Call Max Burst Link | Conn P
. Interface | Vpi | Vd Latency T Rate{cells/s) Rate{cells/s) Size(bytes) Type | Mode | QoS fEnmiE
Home Networking
Wireless DSL PTM Interface Configuration
s i Interface | DSL Latency | PTM Priority | Conn Mode | IP QoS | Remove
AutoXtend

ETH WAN Interface Configuration

| Interface/(Name) | Connection Mode | Remove |

This table is provided here for ease of reference.
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Item Description
Interface WAN interface name
VPI ATM VPI (0-255)
VCI ATM VCI (32-65535)

DSL Latency

{Path0} - portID =0

Category

ATM service category

Peak Cell Rate

Maximum allowed traffic rate for the ATM PCR service
connection

Sustainable Cell
Rate

The average allowable, long-term cell transfer rate on the
VBR service connection

Max Burst Size

The maximum allowable burst size of cells that can be
transmitted continuously on the VBR service connection

Link Type

Choose EoA (for PPPoE, IPoE, and Bridge), PPPoA, or IPOA.

Connection Mode

Default Mode - Single service over one connection
Vlan Mux Mode - Multiple Vlan service over one connection

IP QoS

Quality of Service (QoS) status

Remove

Select items for removal
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STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

ATM PVC Configuration

This screen allows you to configure a ATM PVC,

v [0 |[o-ass]
ver: [35|[32-65535]

Select DEL Link Type (Eob is for PRRoE, IPoE, and Bridge.]

® £

L' PERoA

() TPon

Encapsulztion Maode | LLC/ENAP-BRIDGING w |
Service Category: [UBR Without PCR |
Select Scheculer for Queues of Equal Precedence

® Round Robin [weight=1]

) Weighted Fair Queving

Default Queus Weight [1-83]
Default Queue Precedence I:l [1-8] {lowser value, higher priority]
Maots: For W, the defaul gueus precedence will be applied to 2ll other queues in the VC,

There are many settings here including: VPI/VCI, DSL Link Type, Encapsulation
Mode, Service Category and Queue Weight.
Here are the available encapsulations for each xDSL Link Type:

¢ EoA- LLC/SNAP-BRIDGING, VC/MUX

€ PPPoA- VC/MUX, LLC/ENCAPSULATION
€ IPoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

Szlect new interface to add | ATM Interface o |

D'SL ATM Interface Configuration

: 3 DSL Peak Cell Sustainable Cell Max Burst Link
Interface | Vpi | Va Latency Catagory Rate(cells/s) Rate{cells/<) Sized] ) e Conn Mode | IP QoS | Remove
atrmd 0|35 Pathl LER Ecd | VianMuxMode | Support || Remove

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.2 PTM Interfaces

Follow these procedures to configure a PTM interface.

STEP 1: Go to Basic Setup ™™ 3 WAN Setup > Select PTM Interface from
the drop-down menu.

=B @ ix$ a2 bk

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Selact new insarfacs o -:ddI PTM Interface v |
LAN DSL ATM Interface Configuration
bark
Parental Control N D5L Peal Cell Sustainable Cell Max Burst Link Conn P
. Interface | Vpi | Vd Latency By Rate{cells/s) Rate(calls/s) Size(bytes) Type | Mode | QoS fEnmiE
Home Networking
Wireless DSL PTM Interface Configuration
WiFi Mesh ||1 rface [ DSLL | P74 priority [ conn Mode | 1P qos | Re |i
ts L
AutoXtend nterface atency riority | Conn Mode Qu! move

ETH WAN Interface Configuration

| Interface/{Name) | Connection Mode I Remove I

This table is provided here for ease of reference.

Item Description
Interface WAN interface name.
DSL Latency {Path0} - portID =0
PTM Priority Normal or High Priority (Preemption).
Connection Mode Default Mode - Single service over one interface.

Vlan Mux Mode - Multiple Vlan services over one interface.

IP QoS Quality of Service (QoS) status.
Remove Select interfaces to remove.
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STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

PTM Configuration
his screan allows you to configure a PTH flow,
Select Scheduler for Queues of Equal Precedencs

® Round Robin (weight=1]

4 Weighted Fair Queuing

Default Queus Weight I:l [1-83]
Default Queue Precedenos [1-8] {lower vahy

Default PTM interface Quality of Service can be configured here, including Scheduler,
and Queue Weight.

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the PTM interface is added to the list.

For example, a PTM interface in Default Mode is shown below.

DSL PTM Interface Configuration

Interface | DSL Latency | PTM Priority | Conn Mode | IP QoS | Remove

pamil Fathl MormazlBHigh | VianMuxMaode | Support | Remove

To add a WAN connection go to Section F2 ~ WAN Connections.

F1.3 Ethernet WAN Interface

The PBL-6201v2 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

@

STEP 1: Go to Basic Setup ™™™ > WAN Setup > Select ETHERNET Interface
from the drop-down menu.
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™ @ i & a bk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Select new intarface o add
LAN DSL ATM Interface Configuration
bark
parental Control ] = et B = B e A ) e
Wireless D5L PTM Interface Configuration
WiFi Mesh -
T IInlerfacelDSL LalanquPTM Prlorll\rlcunn Modelll’ QoSI Remcwel
ETH WAN Interface Configuration
| interface/ (Name) | Connection Mode | Remave |
Step 2: Wide Area Network (WAN) Service Setup
|1nnerrace Description | Type | Vian8021p | VianMuxid | VianTpid ?m"'x: S[c;!lznr\fe MAT FinewalllIDvG p:ﬂg‘ S;ﬂie ”;:“1‘:' RemcwelEd'ltl
Add
STEP 2: Click Add to proceed to the next screen.
This table is provided here for ease of reference.
Item Description
Interface/ (Name) WAN interface name.
Connection Mode Default Mode - Single service over one interface.

Vlan Mux Mode - Multiple Vlan services over one interface.

Remove Select interfaces to remove.

STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAM Configuration
This screen alkows you o configure 2 ETH port .
Selact = ETH port:
ethD/ETHWAN v
| Back || Apphy/Save

On the next screen, check that the ETHERNET interface is added to the list.
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Interface/{Name) | Connection Mode | Remove
athO/ETHWAMN VianMuxMode Remove

To add a WAN connection go to Section F2 ~ WAN Connections.
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F2 ~ WAN Connections

The PBL-6201v2 supports one WAN connection for each interface, up to a maximum
of 16 connections.

To setup a WAN connection follow these instructions.

@

STEP 1: Go to Basic Setup ™ *™" > WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup

Remove | Edit

: Igmp Igmp = Mid mid Manual
VlanTpid o || eone MAT | Firewall | IPw Praxy | Source | Made

Interface | Description | Type | Vian8021p | VianMuxId

| Add || Remove

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Select a layer 2 interface for this service

[ | ot

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration

Selzct WAN s=rvice type
® ppp over Ethernet (PPROE)
() 1P over Ethernet
Enter Service Description: | poooe_ethd
For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.
For untagged service, s=t -1 to both 802,1P Priority and 802,14 VLAN ID

Enter 802.1P Prioricy [0-7]:
Erter 802,10 VLAN ID [0-2034]:

Select VLAN TPID Selecta TRID »
Internet Protocol Selection:
[1Pv4 Only v

| Back || Mext |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1P Priority [0-7]: -
Enter 802,10 VLAN ID [0-4094]: -1
Select VLAN TPID Select a TRID w

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5:

You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For PPP over ETHERNET (PPPoE) - IPv4
(2) For IP over ETHERNET (IPoE) - IPv4
(3) For Bridging - IPv4

(4) For PPP over ATM (PPPoA) - IPv4

(5) For IP over ATM (IPoA) - IPv4

(6) For PPP over ETHERNET (PPPoE) - IPv6
(7) For IP over ETHERNET (IPoE) - IPv6
(8) Bridging — IPv6 (Not Supported)

(9) For PPP over ATM (PPPoA) — IPv6

(10) IPoA - IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoOE) - IPv4

STEP 1: Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN service type
® ppp over Ethernet (PPPoE)

) IP over Ethernet

L. Bridging

Enter Service Description: | pooos_eth

For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.

For untagged service, s=t -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Prioricy [0-7]: -1

Erter 802,10 VLAN ID [0-2034]: 1

Select VLAN TRID Selecta TPID w

Internet Protocol Selection:

[1Pv4 Only v

[ Back

| Maxt |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

aszword to establish your connection,
that your ISP has providad to yau

PPP Usernams:
PPP Password

PPPoE Service Mame:
Authentication Methad: | AUTO hl

Configure Keep-alive (PPP echo-reguest) Intenval and the Number of retries
Interval:{second) 30

Mumier of retries: 3

[CJ  Enzble Fulloone NAT

[C) Digl on demand (with idle timeout timer)

Enzblz MAT

Enzhblz Firewal

[CJ  Use Static P4 Address

Fixed MTU

MTI 1432 |

[C] Enzblz PPP Marual Mode
[C] Enzblz PPP Debug Mode

[] Bridge PPPoE Frames Betwesn WAM and Local Ports

Port Contral Protocol Mode | Disable w

PCR Server| |

IGMP Multicast

[C] Enzble IGMP Multicast Prowgy

[C] Enzble IGME Multicast Source

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201v2 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPOE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PBL-6201v2 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.
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PORT CONTROL PROTOCOL MODE

1.DS-Lite:
Encapsulates the IPv4 packet and transmits it across an IPv6 tunnel.

2.NAT444:
It maps multiple private IP addresses to one public IP address and uses a different
port block for each private IP address.

PCP SERVER
An IP address of the PCP server so that a CPE (PCP client) can send a request to
establish a PCP connection to the PCP server.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gatewsay interface list can have multiple WAN interfaces sarved as system default gatewsys

but cnby cne will be used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface &5 connected. Pricrity order can be changed by removing
all and adding them back in 2gsin.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

ppp0.1 - -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

DMS Server Configuration

Select DNS Sarver Interfzoe from availzble WAN interfzces OR enter static DS server [P
DMS server IP addresses must be entered,

DMNS Server Interfaces can have mu'tipls WAN interfaces served zs system dns sarvers but
only ong will be used according to the priority with the first being the higest and the last one
the bowest priority  the WAN interface is connected, Pricrity order can be changed by
rermaving all and adding themn back in again.

@ Salect DNS Server Interface from available WAMN interfaces:
Selected DS Server Interfaces Available WAN Interfaces

ppp0.1

(0 Use the following Static DMS IP address:
Primary DS sarver | |

Secondary DNS sarver | |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERoE

MAT: Enabled
Full Cone MAT: Disatled
Firewsall: Dizatled
I[GMP Multicast Praxy: Disalbled
I[GMP Multicast Source Enabled: | Dizz=l=d
MLD Multicast Proy: Disabled
MLD Multicast Source Enabled: | Diszzl=d
Quality Of Service: Dizatled

Click "Apply/Save” to have this interface to be effective. Click "Back™ to make zny modificagions,

| Back || Apchy/Save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.2 IP over ETHERNET (IPoE) - IPv4

STEP 1: Select the IP over Ethernet radio button and click Next.

WAN Service Configuration
Select WAN s=rvice tyoe

() PPP over Ethermet (PPRGE)
® 1P pver Ethernet

.} Bridging

Enter Sarvice Description: | ipoe_sthd

For tagged service, enter valid 802.1P Priority and 802,10 VLAN ID.
For untagged service, s2t -1 to both 802.1P Priority and 802,10 WLAN ID

Enter 802.1P Priority [0-7]:

-1

Enter 802,10 VLAN ID [0-4034]:

-1

Select VLAN TPID

Internet Protocol Selection:

[IPv4 Only |

| Back Mext |

Selecta TRID w
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IP address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to you by your ISP to configune the WAMN TP sattings

Motice: If "Obtain an IP address automatically” is chosen, DHCP will b= enabled for PVC in IPoE mode.
If "Uze the following Stetic IP address" is chosen, enter the WAN IP address, subnet mask and
interface gateway,

@ Obtzin 2n 1P address sutomaticelly

Option 60 Vendor ID

Option 61 IAID (8 hextadzcimal digits)
Option 61 DUID (hexcadecimal digit]
Option 77 User ID
DOption 125 ® Dizzhlz ) Enzhle

Option 50 Request IP Address

Option 51 Request Leased Time:! 3500

Option 54 Request Server Address

() yssthe d
WAN IP Address:
WAM Subnet Mask

WAM gateway IP Address

iowing Static IP address:

| Back Mext |

With reference to different options, please contact your ISP (Internet Service
Provider) for more details.

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

am o L
SOMTREND
[< 2 ak
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Metwork Address Translation Settings
MAT Ni=twy ok 8= Trarelation [MAT) allows you to share == Wi :-':e.".:z'....: K
LAN afidre=s for muRiple computers on yowr Locel Ares Nebwork [LAN].
bark St AT
Parental Control
Home Metworking ) Enabie Fullconz NAT
Wireless
WiFi Mesh Enmbim Firmvaall
AutoXtend
IGMP Multicast
Enabie IGMP Multicest Procy
Enabie IGMP Multiczst Sourc=
ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.
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ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway
Cefault gateway interface list can have multiple WaN interfaces served as system default
gatewsays but only one will be used according to the pricrity with the first baing the higest
and the last one the lowest priority if the WAN interface is connected, Priority order can
be changed by removing all and adding them back in again.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces
eth0.1

-=

Back | Mext

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC with IPoA
or static IPoE protocol is configured, Static DNS server IP addresses must be
entered.

DNS Server Configuration

Select DS Server Interfacs from aveilable WAN interfaces OR. enter static DNS server IR addresses for the
systern, If only a single WAMN with static IPoE protocol is configured, Static DNS server IP addresses must
be entered.

DNS Server Imterfaces can have multiple WAN interfaces served as system dns senvers but only one w
be used according to the priarity with the first being the higest and the last one the lowest priority i the
WAN interface is connected. Priority order can be changed by removing 2l and adding them back in again.

#® Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Ayaiatle WAN Interfaces

eth.1

() Use the following Static DNS IP address:
Primary DMN5 server | |

Secondary DNS server | |

Click Next to continue or click Back to return to the previous step.

208

Leading the Communication Trend



STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Surnmary

Makz sure that the s=ttings below match the s=ilings provided by your [59.

Connection Type: IPoE

MAT: Enabled
Full Come MAT: Dizabled
Firewall: Enabled
IGMP Multicast Prooscy: D et

IGMP Multicast Sowrce Enableds | Cizsbl=d

MLD Multicast Proxy: D ol

MLD Multicast Source Enabled; | Cisabi=d

uality OF Service: Dizable=d
Guality

Click "Back™ to make army modifications.

Click ~Agpply/Save” to heve this interface to be =

After clicking Apply/Save, the new service should appear on the main screen.
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F2.3 Bridging — IPv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration

Select WAN service type
) pPP over Ethernat (PPRoE]

) 1P over Ethemnet

® Bridging
1 mhowr 25 TEMP Mukicas: Sourcs

Enter Sarvice Description: | be_athi

For tagged service, enter valid 802.1P Priority and 202,10 VLAN ID.
For untagged service, s=% -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priorigy [0-7]: -1

Enter 802,10 VLAN ID [0-4034]: -1

Selzct VLAN TPID

| Back || Mt |

Selecta TRID »

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.

WAN Setup - Summary
Make sure that the settings bekow match the settings provided by your ISR
Connection Type: Bridge
MNAT: N/A
Full Cone MAT: Diszbled
Firewall: Enabled
IGMP Multicast Praxy: Mot Applicable
IGMP Multicast Source Enabled: | Diszbl=d
MLD Multicast Procxy: Mot Applicable
MLD Multicast Source Enabled: | Disabled
Quality Of Service: Disabled
Cick "Apphy/Save” to have this interface to be efactive. Click "Back” to make any modifications.
Apphy/Save

After clicking Apply/Save, the new service should appear on the main screen.

NOTE: If this bridge connection is your only WAN service, the PBL-6201v2 will be
inaccessible for remote management or technical support from the WAN.
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F2.4 PPP over ATM (PPPoA) - IPv4

WAN Service Configuration

Enter Service Description |pp:>:-5_IZI_IZI_35

Internet Protocol Selection:

[IPv4 Only |

STEP 1: Click Next to continue.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP usually reguires that you have a user name and password to establish your connection.
In the boxes below, enter the user name and password that your ISP has pravided to you
PPRP Ussrnams!

PPP Passwar

Authentication Method: | AUTO W

Configure Kesg-alive [PPP echo-reguest) Interval and the Number of retries
Interval:{second) 30

Mumber of retries: 3

[C] Enzble Fullone MAT

[[] Dizl on demand (with idle timeout timer)

Enabl= MAT

Enzble Firewal

Foed MTU
MTLUY 1500 |

[] Enzble PPP Mznusl Mods

|_] Enable PPP Debug Mode

Port Contral Protocol Mode | Disable w

PCP Server| |

IGMP Multicast
[C]  Enable IGMP Multicast Proxy

[] Enzble IGMPE Multcast Source

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201v2 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IP Address field. Also, don't forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration

Fixed MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPOA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

PORT CONTROL PROTOCOL MODE

1.DS-Lite:
Encapsulates the IPv4 packet and transmits it across an IPv6 tunnel.

2.NAT444:
It maps multiple private IP addresses to one public IP address and uses a different
port block for each private IP address.

PCP SERVER
An IP address of the PCP server so that a CPE (PCP client) can send a request to
establish a PCP connection to the PCP server.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway

Diefault gateway intarfzce Fsx can have multizle WAN interfzozs served as
system defzult gateways but only one will be used according to the priorty
with the first being the higest and the last one the lowest priority if the WAN

interfacs iz connectad, Priority order can be changed by removing all and
adding them back in again

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal

JI‘. .

ek [ e

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Select DMS Server Interface from availzble WAN interfaces OR enter static DNS server IP addresses for the system,
IF only & single WAN with static IPoE protocol is configured, Static DNS server [P addresses must be entered,

DNS Server Interfaces can have mu'tizles WAN inzerfaces served as system dns servers but only one will be used
sccording to the priority higest and the |zst ane the hewest priority & the WAN interface is
connected, Priority order can

@ Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available VAN Interfaces

pppoal

() Use the following Static DNS IP address:
Primary DNS s=rver | |

Secondary DMS server | |

| Back | Next

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they are correct,
or click Back to modify them.

WAN Setup - Summary
Make sure that the sattings bekow match the settings provided by your ISP,
Connection Type: PPPoA
MNAT: Enabled
Full Cone MAT: Diszbled
Firenvall: Enablad
IGMP Multicast Proxy: Diszblzd
IGMP Multicast Source Enabled: | Diszbl=d
MLD Multicast Pracxy: Disabled
MLD Multicast Source Enabled: | Diszbl=d
Quality Of Service: Disabled
Cick "Apphy/Save” to have this interface to be efactive. Click "Back” w0 make any modifications.
[Back |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.5 IP over ATM (IPoA) - IPv4

WAN Service Configuration

Enter Service Description: ipoa 0 0 3%

STEP 1: Click Next to continue.

STEP 2: Enter the WAN IP settings provided by your ISP. Click Next to continue.

WAN IF Settings
Enter information provided to you by your ISP to configure the WAN IP settings.

WIAKN TR &ddrecc: e
WAN IP Address: (LRLRER

WAN Subnet Mask: 0.0.0.0

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

MNetwork Address Translation Settings

Metwork Address Tranzlation (MAT) aliows you to share one Wide Area Network
[WAN) IP address for multiple computers on your Local Area Metwork (LAN).
Enzble NAT

[C] Enzble Fullcone HAT

Enzblz Firawa

IGMP Multicast

[_] Enable IGMP Multicast Progy
[_] Enable IGMP Multcast Sounce
| Back || M |

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interfzce list can have multiple WAN interfaces served as

system default gatewsays but only one will be used according to the
pricrity with the first being the higest and the last one the kowest pricrity
if the WAN interface is connected. Pricrity order can be changed by
remaoving all and adding them back in 2gain.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

ipoal T T

Click Next to continue or click Back to return to the previous step.
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NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

192.168.1.1
No DHCP Client enabled interface. Choose static ip address for DNS

server

STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Select DMS Server Interface from available WAMN interfaces OR enter static DNS server IP addresses for the system,
If onby & sirgle 'WAN with static IPoE protocol is configured, Static DNS server [P sddresses must be entered,
DNS Server Interfaces can have mutiple WAN interfaces served as systemn dns server vill be

interface is connected, Priority order can be changed by removing all and adding them back i again,

) Gelect DNS Server Interface from available WAN interfacas:
Selected ONS Server Interfaces Availzble WaAN Interfzces

@ Use the following Static DNS IP address:
Primary DNS server | |

Secondary DNS server | |

Ears

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary
Mzke sure that the settings below match the settings provided by your ISR
Connection Type: [Pod
MAT: Enalled
Full Cone MAT: Diszhled
Firewsall: Enzlled
IGMP Multicast Proxy: Diszhlad
IGMP Multicast Source Enabled: | Diszblec
MLD Multicast Prasxy: Diszhled
MLD Multicast Source Enabled: | Diszblec
Quality Of Service: Diszbled
Click "Apply/Save” to have this interface o be efective. Click "Back” v make any modifications,
=3

After clicking Apply/Save, the new service should appear on the main screen.
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F2.6 PPP over ETHERNET (PPPoOE) — IPv6

STEP 1: Select the PPP over Ethernet radio button. Then select IPv6 only from the
drop-down box at the bottom off the screen and click Next.

WAN Service Configuration
Select WAN service type

® ppp gver Ethernet (PPRoE)
) 1P over Ethemet

L} Bridging

Enter Service Description: | poooe_sthi

For tagged service, enter valid 802, 1P Priority and 802,10 WLAN ID,
For unzagged sarvice, sat -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priority [0-7]:

-1
Enter 802.1¢ VLAN ID [0-2094]: 1
Select VLAN TPID Selecta TPID w
Internet Protocol Selection:
[IPvE Only v

| Back || Mt |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
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PPP Username and Password

In the boxes below,

PPP Uszrmams:
PPP Password:
PPPoE Service Mame:

Enzble Fullone KAT

Dial on demand (with idle timeout timer)

Enable Firewal

Use Static IPv4 Address

[C]  Us= Static IPv6 Address

[C] Enzble IPvE Unrumbered Madel
[_] Launch Dheofe for Address Assignment (TANA)
Launch Dhepée for Prefi Delegation (IAPD)

[C] Launch Dhepée for Rapid Commiz

Fixed MTU

T 1432 |

[[] Enzblz PPP Marwus! Mode
[] Enzble PPP Debug Made

[C] Bridge PPPoE Frames Betwesn WAMN and Local Ports

MLD Multicast

[C] Enable MLD Multicast Proxy

[C] Enzble MLD Multicast Source

PPP usually reguires that wou have a user name and password to establish your connection.
the user name and password that yaur ISP has providad to you.

Authentication Method: | ALTO A

Configure Keep-alive (PPP echo-request) Interval and the Mumber of retries
Interval:{second) 30

Mumber of retries: 3

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.
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PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT
Not available for IPv6.

DIAL ON DEMAND
Not available for IPv6.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS
Not available for IPv6.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.
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LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.
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BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PBL-6201v2 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down

box).
Routing -- Default Gateway
Selected Default Gateway Available Routed WAN
Interfaces Interfaces
<]
Selzcred WAN Interface | pppos_ethDippp0.1 |
| Back | mext |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DMS Sarver Interface from available WAN interfaces OR enter static DNS server [P
addre=zes for the system. If only a single WAN with static IPoE protocol is configured, Static
DMS server IP addresses must be entered,

DNS Server Interfaces can have mu'tiple WAN interfaces served a5 system dns sarvers but
only ona will be usad according wo the priority with the first being the higest and the last one
the bowest priority i the WAN interface is connected. Priority order can be changed by remawving

zll and adding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected OMNS Server Intzrfaces Ayaiaktle WAN Interfaces

Use the following Static DNS IP address:
Primary DNS s=rver

Secondary DNS server

IPvé: Select the configured WAN interface for IPve DNS server information OR enter the static
IPwE DMS sarver Addresses,
Motz that selecting a WAN interface for IPwE DMS server will enable DHOPE Client on that
intarfz

@ Obtzin IPvE DNS info from 2 WAN interfzcs:

WAN Interface selected | pppoa_ethOippp.1 w |

) Us= the fo lvwing Static IPve DS address
Primary IPwE DNS senven

Secondary [Pwe DNG servern

| Back | mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings bekow match the sattings provided by your ISP,

Connection Type: FRRoE

NAT: Diszbled
Full Cone MAT: Diszbleg
Firewall: Enablad
IGMP Multicast Praxy: Diszbl=d

IGMP Multicast Source Enabled: | Diszbl=c

MLD Multicast Pray: Disabled
MLD Multicast Source Enabled: | Diszblec
Quality Of Service: Disabled
dick "Apply/Save” to have this interface to be effective. Click "Back” 1o make any modifications.
oo

After clicking Apply/Save, the new service should appear on the main screen.
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F2.7 IP over ETHERNET (IPoE) - IPv6

STEP 1: Select the IP over Ethernet radio button and click Next. Then select IPv6
only from the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration
Select WAN sarvice type

() PPP over Etharnes (PRRoE)
® 1P over Ethemnet

.} Bridging

Enter Saervice Description: | ipoe_ethi

For tagged service, enter valid 802.1P Pricrity and 802,10 VLAN ID.
For untagged service, s=t -1 to both 802, 1P Priority and 802,10 VLAN
I,

Enter 802.1P Priorizy [0-7]: -1
Enter 802,1¢ VLAM ID [0-4094]: -1
Select VLAN TPID Selecta TPID w»
Internet Protocol Selection:
[ IPvE Only w |
| Back | Mext |
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IPv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IPv6 address method instead to assign
WAN IP address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN IPv6 settings.

Notice: If “"Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN TP ssttings
Motice: If "Obtain an IP address automatically” is chosen, DHCP will b= enabled for PVC in
IPoE maode

If "Use the following Static IP address" is chosen, erter the WAN IP address, subnet mask
and interface gataway

Obtzin an IP address sutomatically
Option &0 Vendor ID
Option 61 IAID (8 hexadecimal digits)
Option 61 DUID (hexadecimal digit)

Option 77 User ID

Dption 125 Diszble Enable

Option 50 Reguest IP Address
Option 51 Reguest Leased Time:

Option 54 Reguest Server Address

Use the following Static IP addrass:
WAM TP Acdress:

WAMN Subnet Maszk

WAN gateway IP Address

Enter information provided to you by your ISP to configurs the WAN IPvE s=mings.
Motice:

If "Obtzin an IPvb address sutomatically” is chosen, DHCPE Chent will bz enabled on this
WAM interface,

If "Use the follawing Static IPvG address” is chasen, enter the static WAN IPvE address, If
the address prefix langth is not spedified, i will be default to /&4,

® Obtzin an IPv6 address automatically
O Dhepvé Address Assignment [TANA)
Dhepvé Prefix Delegation (IAPD)
wing Static IPvE address
WAMN IPvE Address/Prefix Length

Specify the Mext-Hop IPvE address for this WAN interfacs,
Motice: This eddress can be either a link local or 2 global unicast IPvE address,

WAN Next-Hop IPvE Address:

| Back || Mext |

Click Next to continue or click Back to return to the previous step.

230

Leading the Communication Trend



SOMTREND

DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox ™.

Metwork Address Translation Settings

Jetwors Address Translation AT ) 2w you to shars one Wide Ares Network (WA
dress for tiple computers on your Local Area Network (LA
Enzblz NAT
Enzb =
| Enabie MLD Mu'tica
[ Enablz MLD Multicast Source

WDLICE: INly « WAN interface can be cloned o base MAC addres

WAN interface with |:I35E_ MHAL.

| Badk || Next |

Click Next to continue or click Back to return to the previous step.

ENABLE NAT
Not available for IPv6.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing -- Default Gateway

Default gateway mterface list can have multiple WAN interfacss sanved as system cefzult
gateways but only one will be wsed according to the priority with the first being the hipest and
the last one the lowsst pricrity if the WAN interface is connected, Pricsity order can be changed
by remaoving zll and adding them back in again

Selected Default Gateway Available Routed WAN
Interfaces Interfaces

IPvé: Selact a preferred wan interface as the system default IPve gateway,

Selected WAN Intzrface | ipoe_ethD/eth0. 1 w |

[ Back | mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Select DMS Server Interface from available WAN interfaces OR enter static DNS server [P
addresses for the system, If only & single WAN with static IPoE protocol is configured, Static
DMS sarver IF addresses must be entered.

DNS Server Interfaces can have mu'tiple WAN interfaces served 25 system dns servers but

only one will be used according o the priority with the first being the higest and the last one
the lowest priority i the WAN interfzce i= connected. Pricrity order can be changed by removing
zll and 2dding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Avaiatle WAN Intarfaces

(=

Use the following Static DNS IP address:
Primary DNS sarver

Lecondary DNS server

PG Salect the configured WAN interface for IPwE DNS server information OR enter the static
IPvE DN server Addresse
Motz that selecting a WAN interface for IPwG DNS server will enable DHCPE Client on that
interfacs,

@ Obtzin I0vE DNS info from 2 WAN interfacs:
WAN Interface szlecied: [ ipoe_sthDfethD 1 w |

L} Use the following Static [Pwe DMS address
Primary IPwE DNS sanver

Lecondary [Pk DNG serven

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary
Mzke sure that the ssttings belows match the settings provided by your ISR
Connection Type: IPcE
MNAT: Disablad
Full Cone MAT: Diszhled
Firewall: Enabled
IGMP Multicast Proxy: Diszhbled
I[GMP Multicast Source Enabled: | Diszblec
MLD Multicast Pracey: Disabled
MLD Multicast Source Enabled: | Diszbled
Quality Of Service: Disabled
Click "Apply/Save” to have this interface o be effective. Click "Back” wo make any modifications.
m Apply/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.8 PPP over ATM (PPPoA) - IPv6

STEP 1: Select IPv6 Only from the drop-down box at the bottom
of this screen and click Next.

WAN Service Configuration

Enter Service Description ||:-p:>:-a_IZI_IZI_35

Intermnet Protocol Selection:

[1PvE Only v |

Back
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

Ll
Ll

PPP Username:

FPP Password
Authentication Method: | AUTO il |

Number of retries: 3

PPP Username and Password

at you have & user name and password to establish yowr connection,
the user name and password that your ISP has provided to you

Configure Kesp-alive (PPP echo-request) Interval and the Mumber of retries
Interval:(second) 1]

=

Enable Fullcone NAT

Dizl on demand (with idle timeout timer)

Enzble Firewal

Use Seatic 1w Address

[J  Use Static TPvb Address

[CJ  Enable IPvE Unnumbered Model

[C)  Launch Dhopsc for Address Assignment {TAMA)
Launch Dheoée for Prefi Delegation (IAPD)
[_] Launch Dhepéc for Rapid Commi

Fixed MTU

MTU 1500 |

[C] Enzble PPP Marwal Mode

[C] Enzble PPP Debug Made

MLD Multicast

Enzablz MLD Multicast Proxy

Enzablz MLD Multicast Source

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)
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SOMTREND

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT
Not available for IPv6.

DIAL ON DEMAND
Not available for IPv6.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS
Not available for IPv6.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)

The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.

Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
e Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
e Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
e Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.
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SOMTREND

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.
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STEP 3: Choose an interface to be the default Ipv6 gateway.

Routing -- Default Gateway

Default gateway interface =t can have muldiple WAN interfaces served a5 system
default gat = but only one will be usad according to the pricrity with the first being
the higest and the last one the lowest priorisy f the WAN interface is connectad,
Priority order can be changed by removing zll and adding them back in again.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

PRROal

IPvE: Select a preferred wan interfzce as the system defau’t IPvE geteway,

pppoa_0_0_35/pppoal v |

Sebected WAM Interface

B33

Click Next to continue or click Back to return to the previous step.

240

Leading the Communication Trend



STEP 4: Select the configured

WAN interface for IPv6 DNS server information OR

enter the static IPv6 DNS server Addresses. Note that selecting a WAN interface for
IPv6 DNS server will enable DHCPv6 Client on that interface.

PpPpOaUL

Primary DMNS sarver

Secondary DNS server

static IPve DNS server A

that interface.

|\_-:_.
WAM Interface selectad
.
Primary IPvE DNS server:

Sacondary [Pve DNG servern

DMS Server Configuration

Select DMS Sarver Interface from available WAN interfaces OR enter static DMS server IP
=zzas for the system. IF only g
Static DNE server [P aodresses must b2 enterad,
DMNS Server Interfaces can have mulkipls
but anly one will be used according to the o
==t one the bowest priorty i the WAN interface is connected, Priority order can be
charged by removing all and adding them back in agsin.

Select DMS Server Interface from available WAN interfaces:
Selected DMNS Server Intzrfaces

Use the following Static DMS IP address:

1 Selact the configured WAN interface for IPvE DS server information OR enter the

that selecting 3 WAN interfce for IPvE DNS

Obtain IPvE DS info from a WAN interface:

Use the following Static IPvE DNS address:

rigle WAMN with static [PoE protocol i configured,

M interfaces served as system dns servers
ority with the first being the higest

Avzilatle WAN Interfaces

F
-

SSEs,

SEMVET W

enable DHCPWE Client on

| pppoa_0_0_35/pppoal + |

| Back | te |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Mzke sure that the settings below match the settings provided by your ISR

Connection Type: FRPoA

MNAT: Diszblza
Full Cone MAT: Diszblad
Firewall: Enabled
I[GMP Multicast Praxy: Disabled

IGMP Multicast Source Enabled: | Diszbl=d

MLD Multicast Proxy:

Disabled

MLD Multicast Source Enabled:

Disabled

Quality OF Service:

Disabled

Click "Apply/Save” to have this interface wo be efective. Click "Back” w0 make any modifications.

After clicking Apply/Save, the new service should appear on the main screen.
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