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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoper able or malfunctioning, please contact technical
support for immediate service by email at INT - support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

1 Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

1 Donotco nnectthe power supply cord on elevated surfaces. Allow itto lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

1 Use only the power cord and adapter that are shipped with this device.
1 Never install telephone wiring during stormy weather conditions.
CAUTION:

A Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

A Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

A If you experience trouble with this equipment, discon nect it from the

network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

A Disconnect the power line fro m the device before servicing
A For indoor use only

A Do NOT open the casing

A Do NOT use near water

A Keep away from the fire

A For use in ventilated environment / space

A Débranchez I'alimentation électrique avant I'entretien
A Cet appareil est congu pour l'usage intérieur seulement

A N'ouvrez pas le boitier

A N'utilisez pas cet appareil prés de I'eau

A N'approchez pas du feu

A Veuillez utiliser dans un environnement aéré

Power Specifications ( Alimentation ) :
Input : 12Vdc, 3.0A or 2.0A ©—&®

Output: USB3.0, === 900mA C I

User Information
Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modi fication apport®e ~ | 6bappareil par |1 o6util
Tout changement ou modification peuvent annuler le dro it doéutilisation de | 0c¢
par |l dutilisateur.

Note : This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occu rin a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

0 Reorient or relocate the receiving antenna.

0 Increase the separation between the equipment and receiver.

0 Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

0 Consult the dealer  or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)

this device must accept any interference received, including interference that may
cause undesired operation.

This Class B digital apparatus complies with Canadian ICES -003.

To reduce potential radio interference to other users, the antenna type and

its gain should be so chosen that the equivale nt isotropically radiated power
(e.i.rp.) is not more than that permitted for successful communication.
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This device complies with Part 15 of the FCC Rules and Industry Canada
licence -exempt RSS standard(s).

Operation is subject to the following two condi tions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB -003 Canada.

Pourr ®duire | e risque dbdéinterf®rence aux autres wutil
et son gain doivent étre choisies de facon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une

communication réussie.

Cet appareil e st conforme a la norme RSS Industrie Canada exempts de licence

norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer ddéinterf ®renc
2. Cet appareil doit accepter toute interférence, y compris les interférences

qui peuvent causer un mauvais fonctionnement du dispositif.

Radiation Exposure

FCC
1. This Transmitter must not be co 1iocated or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 2 3 cm between the radiator and your body.

ISED

This device complies with the ISED radiation exposure limit set  forth for an
uncontrolled environment . This device should be installed and operated with

minimum distance 2 3 cm between the radiator & your body. This transmitter must

not be co -located or operating in conjunction with any other antenna or trans mitter.

[ This product meets the applicable Innovation, Science and Economic development

Canadat echni cal speci ficationso.
The device for operation in the band 5150 1 5250 MHz is only for indoor use to reduce
the potential for harmful interference to co -channel mobil e satellite systems.

This product meets the applicable Industry Canada technical specifications.

Cet équipement est conforme ave c I'exposition aux radiations | SED définies pour un
environnement non controlé. Cet équipement doit étre installé et utilisé a une
distance minimum de 2 3 cm entre le radiateur et votre corps. Cet émetteur ne doit

pas étre co -localisées ou opérant en conjonction avec une autre antenne ou

transmetteur.

«Ce produit est conforme aux spécifications techniques applicables d'Innovation ,
Sciences et Développement économique Canada».
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les dispositifs fonctionnant dans la bande 5150 -5250 MHz sont réservés
uniquement pour une utilisation ° |1 06int®rieur afin de r
brouillage préjudiciable aux systémes de satellites mobiles utilisant les

mémes canaux.

Le présent matériel est conforme aux specifications techniques applicables
dél ndustrie Canada.

Certification
' FCC/IC standard
Part 15B / ICES -003
Part 15C / RSS -247(2.4GHz)
Part 15E / RSS -247(5GHz)
UL 62368 -1/ CSA 62368 -1

Copyright

Copyright®© 2020 Comtrend Corporation. All rights reserved. The information

contained herein is proprietary to Comtrend Corporation. No part of this document

may be translated, transcribed, reproduced, in any form, or by any means wi thout
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.

Open Source Software Notice

Comtrendds products use open source software to ful

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are al lowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public Lice nse. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:

Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
product s will strictly follow the m arket's standard requirement s. It is not permitted
to modify any Wi  -Fi parameters, including the Wi-Fi power setting
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Obtain Source Code
If you wish  to download the open source code please see:
https://lwww.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be

provided with the entire source code for t hat product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email : Comtrend supportte am - opensource@comtrend.com

Postal : Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,
New Taipei City 24159,
Taiwan
Tel: 886 -2-2999 -8261

In detail name the  product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WI LL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html

Protect Our Environment

This symbol indicates that when the equipment has reached the end of
its useful life, it must be taken to a recycling centre and processed

I separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make

up this router can be recycled in accordance with regionally establishe d regulations.
Never dispose of this electronic equipment along with your household waste; you

may be subject to penalties or sanctions under the law. Instead, please be

responsible and ask for disposal instructions from your local government.
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Chapter 1  Introduction

PRT-6301 is a wireless router with an updated silicon platform. It provides 5 Giga
Ethernetportsandan  802.11ax Wireless solution on 2.4GHz (2T2R) & 5GHz (4T4R)
frequency bands. PRT -6301 allows central management (ACS) by following TR -069.
The core design concept of PRT  -6301 is to enhance the user experience on high

speed applications with its high power wi reless design, so as to provide better
coverage and stable WiFi services.
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Chapter 2  Installation

2.1 Hardware Setup

DO NOT STACK

Non - stackable
This device is not stackable T do not place units on top of each other, otherwise
damage could occur.

Follow the instructions below to complete the hardware setup.
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2.1.1 Back Panel

The figure below shows the back panel of the device.

l/\‘

QO sam
#omo
14

o)
o5

orz

3

Py

THI3

Thuoumef 7 a7

Y HI3

U

T e e e

e
T

HOWO
-w

o
©
L

I

Jomog

WiFi On/Off |/ WPS Button 5G

Press the 5G button for lessthan 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 5G button > 5 seconds and less than 10 seconds to
enable /disable the WiFi function.

WiFi On/Off /| WPS Button 2.4G

Press the 2.4G button for lessthan 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button > 5 seconds and less than 10 seconds to
enable /disable the WiFi function.
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WPS Button
Pressthe WPS button lessthan 2 seconds toenable WPS which will allow 2 minutes
for WiFi connectio n.

USB Port
This port can be used to connect the router to a storage device. Itcan only be used
for SAMBA (storage ) and for a Printer Server . Support for other devices may be

added in future firmware upgrades.

LAN (Ethernet ) Ports
You can connect the router to up to four LAN devices using RJ45 cables. The ports
are auto -sensing MDI/X and either straight -through or crossover cable can be used.

ETH WAN PORT

This port is designated to be used for Ethernet WAN function ality only.  Use
1000 -BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE -T
RJ-45 cables for standard network usage. This ports is auto -sensing MDI/X; so

either straight -through or crossover cable can be used.

Power ON

Pressthe power butt  on to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then

the device is ready for setu p (see section 1 LED Indicators ).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.

12
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2.1.2 Bottom Panel

Reset Button \

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device h  as rebooted successfully, the front panel should display
as expected (see section 2.1.3 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the PRT-6301 will gointo a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

13
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2.1.3 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check th e status of the device and its connections.

LED

INTERNET

Color

Mode Function
IP connected and no traffic detected. Ifan IP or
On PPPOE session is dropped due to an idle timeout,
the light will remain blue.
Off Modem power off, modem in WDS mode or WAN
connection not present.
link IP connected and IP Traffic is passing through the
Blin device (either direction)
Device attempted to become IP connected and
on failed (no DHCP response, no PPPoE response,

PPPoE authentication failed, no IP address from
IPCP, etc.)

14
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On Ethernet WAN is connected.
ETH WAN Off Ethernet WAN is not connected.
Blink Ethernet WAN is transmitting/  receiving.
On Wi-Fi enabled.
5G WiFi Off Wi-Fi disabled.
Blink Data transmitting or receiving over WLAN.
On Wi-Fi enabled.
2.4G WiFi Off Wi-Fi disabled.
Blink Data transmitting or receiving over WLAN.
on WPS connection successful. The LED will stay on
for 3 minutes .
WPS Off No WPS association process ongoing.
Slow Blink | WPS connection in progress
. WPS connection unsuccessful. The LED will keep
Fast Blink L
blinking for 30 sec onds.
on An Ethernet Link is established.
ETH 1X-4X Off An Ethernet Link is not established.
Blink Data transmitting or receiving over Ethernet.
on At least one device is connected to the USB
port .
USB Off No device is connected to the USB port or a
deviceisconnectedto a USB port but not active
. Data TX/RX passing through at least one of the
Blink
USB ports .
On The device is powered up.
Off The device is powered down.
POST (Power On Self Test) failure or other
POWER malfunction. A malfunction is any error of
On internal sequence or state that will prevent the
device from connecting to the DSLAM or passing
customer data.
Note:

A malfunction is any error of internal

sequence or state that will prevent the device

from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing

or in operations which result in a unit st

ate that is not expected or should not occur.

IP connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or
a static IP address is configured, PPP negotiation has successfully complete T if

used T and DSL is up) and no traffic detected

. If the IP or PPPOE session is dropped

for any other reason, the light is turned off. The light will turn red when it attempts
to reconnect and DHCP or PPPOE fails.
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Chapter 3  Web User Interface

This section describes how to access the device via the web u ser interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root , password: 12345 )
WLAN access: enabled

=A =4 -4 -4

Technical Note

During power on, the device initializes all settings to default values. It will then

read the configuration profile from the permanent storage section of fl ash memory.
The default attributes are overwritten when identical attributes with different values

are configured. The configuration profile in permanent storage can be created via

the web user interface or telnet user interface, or other management prot ocols.
The factory default configuration can be restored either by pushing the reset button

for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.

16
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3.2 IP Configuration

DHCP MODE

When the PRT-6301 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves IP addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE:

The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documen tation for further details.

STEP 1 :

STEP 2 :
STEP 3:

STEP 4:

From the Network Connections window, open Local Area Connection ( You
may also access this screen by double -clicking the Local Area Connection
icon on your taskbar ). Click the Properties  button.

Select Internet P rotocol (TCP/IP) and click the Properties button.

Select Obtain an IP address automatically as shown below.

Internet Protocel Version 4 (TCP/IPv4) Properties @Iéj

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{7 Use the following IP address:

i@ Obtain DMS server address automatically

(7 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ][ Cancel ]

Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.

17

Leading the Communication Trend




SOMTREND

STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1 : From the Network Connections window, open Local Area Connection ( You
may also access this screen by double -clicking the Local Area Connection
icon on vyour taskbar ). Clickthe Properties  button.

STEP 2 : Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as sh own below.

Internet Protocel Version 4 (TCP/IPvA) Properties @I&J

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255,255, 0
Default gateway:

Ohbtain DMS server address automatically

i@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DMS server:

[] validate settings upon exit

[ OK ][ Cancel ]

STEP 4: Click OK to submit these settings.
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3.3

Login Procedure

Perform the following steps to login to the web user interface.

OMTREND

NOTE:

The default settings can be found in section 3.1 Default Sett ings.

STEP 1:

Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE:

For local administration (i.e. LAN access), the PC running the browser

must be attached to the Ethernet, and not necessarily to the device.

For remote access (i.e. WAN), use the IP address shown on the Device
Information  screen and login with remote username and password.

STEP 2:

A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings

Windows Security ﬁ

The server192168.1.1 at Broadband Router requires a username and
password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| FJEEF name |

| Password |

["] Remember my credentials

| ok || Cancel

L A

Click OK to continue.

NOTE:

The login password can be changed later (see section 8.7.1 Accounts ).

19
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STEP 3:  After successfully logging in for the first time, you will reach this screen.

SOMTREND

@ < ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device LAN
WAN Model PRT-6301 !
Statistics Board ID £3177MR-1B514%2 I: ] I: ] [ ]
Route Serial Number 155954 F-AN000079 Down Down 100 FD Dawn
u : = ——— —— ETH1 ETH2 ETH2 ETH4
ARP Firmware Version C)11-502CTU-C02_ROL
Bootloader (CFE) Version | 1.0.38-163.243-1 EANIEvEAddres FeasRLl
DHCP — LAN Subnet Mask 255.255.255.0
. Up Time 21 mins:56 secs
NAT Session LAN MAC Address 1c:64:59:32:80:d1
IGMP Info Wireless DHCP Server Enabled
CPU & Memory 2.4GHz Interface
Network Map Driver Version 17.10.98.27 WAN
Wireless Primary S5I0 ComtrendBlD]_2.4GHz
Status Enzbled
Channel 11 o

WAN Interface | ipog_ethl v

L Link Type Ethernet
R Link Status Up
Primary Encryption WPAZ-PSK AES * Disconnected

Primary Passphrase/Key 'ml

5GHz Interface Connection Type IFoE
Driver Version 17.10.99.27 Default Gateway
Primary 551D ComtrendBlD1_5SGHz Primary DNS Server X
Status Enzbiad Secondary DNS Server 0.0.0.0
Channel 165
ﬁ -
Primary Encryption WPAZ-PSK AES

srssasanas

Primary Passphrase/Key

You can also reach this page by clicking on the following icon located at the top of
the screen.

Device Info
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Chapter 4  Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu ( onthe
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE:  The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence

The Device Info Summary screen displays at startup.
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@O ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Summary Device LAN
WAN Model PRT-6301 !
Statistics Board ID £3177MR-1B5 1432 J: ] J: ] [ ]
Route Serial Number 13CES54U0F-ANI0007Y Down Down 100 FD Down
u 5 = — —— ETH1 ETH2 ETH2 ETH4
ARP Firmware Version C11-502CTU-C02_RO1 -
Bootloader (CFE) Version | 1.0.36-163.243-1 IANTEvE Mddres 5iiERL
DHCP — LAN Subnet Mask 255.255,355.0
. Up Time 21 mins:56 secs
NAT Session LAN MAC Address 1c:64:88:32:80:d1
IGMP Info Wireless DHCP Server Enzbled
CPU & Memory 2.4GHz Interface WAN
Network Map Driver Version 17.10.99.27
Wireless Primary SSID ComtrendBID1_2.4GHz
Status Ena
Channel 11 Do
WAN Interface | ipoe_ethl w
A Link Type Ethernat
=cure Link Status Up
Primary Encryption “ Disconnectad
Primary Passphrase/Key
5GHz Interface Connection Type IFoE
Driver Viersion 17.10.595.27 Default Gateway
Primary S5ID Primary DNS Server 0.0.0.0
Status Secondary DNS Server 0.0.0.0
Channel
Saoure
Primary Encryption WPAZ-PEK AES
Primary Passphrase/Key

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

SOMTREND
% & a K
: mil
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary WAN Info
WAN 1gmp | 9™ | mup | MLD _ Pvd pep 6
Statistics Interface | Description | Type | VianMuxId | IPvé Pxy g‘r;‘ Pxy Src NAT | Firewall IPv4 Status | |erm e IPv6 Status Address
Route atho.l | ipoe_sthd [ IRcE ServiceDown
ARP =
gy . [CRefresh | [ DHCP Relesse | [(CHCP Renew |
NAT Session -
Refresh 1 Click this button to refresh the screen.
DHCP Release i Click this buttonto  release the IP through IP oE service .
DHCP Re new - Click this buttonto  refresh an IP through IP oE service .
Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPv6 Shows WAN IPv6  status
Igmp Pxy Shows Internet Group Management Protocol (IGMP)
proxy status
Igmp Src Enbl Shows the status of WAN interface used as IGMP
source
MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status
MLD Src Enbl Shows the status of WAN interface used as MLD
source
NAT Shows Network Address Translation (NAT) status
Firewall Shows the status of Firewall

23
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connect/disconnect

IPv4 Status Lists the status of  IPv4 connection if WAN enabled
IPv4

IPv4 Address Shows WAN IPv4 address

PPP Shows the PPP connection status

IPv6 Status

Lists the status of
IPv6

IPv6 connection if WAN enabled

IPv6 Address

Shows WAN IPv6 address

For your reference, if Manual Mode is enabled in

PPP service as shown here.

Enz

D 1ol

IGMP Multicast

GMP

P Multicast Praxy

Enzble IGMP Multcast Source

|  Fied MTU
MTL:( 1492
E Enzble PPR Manus! Mods
Enzblz PPP Debug Made
Bridge PPPoE Frames Between WAN and Local Ports

Back Mext

Manual PPP connect/disconnect option will become available on the WAN Info page

(as shown here).

A€ & ¢ a kK

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Info

Summary
WAN Tgmp MLD

- Igmp MLD Pv4 PPP IPvG
Statistics Interface | Description | Type ( VianMuxid | 1Pv6 | 20 EsnrgI Py EsnrlgI NAT |Firewall | 1PvaStatus | ,uqrc | connect/disconnect | IPV6 Status [ gq
Route
ARP pood.1 | popoe_stho | PPPoE | Disabled | Disabled | Disabled | Disabled | Dissbled | Disabled | Enabled | Disabled | LowerLayerDown I Connect I ServiceDown
DHCP
NAT Session Refrash || DHCP Relese || DHCP Renew
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4.2 Statistics

This selection provides LAN, WAN, ATM and xDSL statistic S.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

421 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

?REND @ =.‘ ..

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Statistics -- LAN

Summary
WAN Recaived Transmitted
L. Interface Total Multicast |Unicast|Broadcast Total Multicast |Unicast | Broadcast
Statistics Bytes | Pkts | Errs| Drops | Bytes| Pkes | Pkts | Pkts Bytes | Pkts|Errs|Drops | Bytes|Pkts |Pkts | Phes
LAN ETH1 0 o Jo 0 0 0 0 0 0 g |o 0 0 0 0
WAN Service ETH2 0 o |o 0 0 0
Route ETH3 48007 |413 | O 55 220 104 2501371383 |0 0 0 51 287 5
ETH4 0 [ ) ) 0 0 0 0 0 0 0
CLiE ETHWAN |0
DHCP
MAT Session Rezst Statistics
Item Description
Interface LAN interface(s)
Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
25
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4272 WAN Service

This screen shows data  traffic statistics for each WAN interface.

F =
SOMTREND
|
. ¢ﬂ - @ @ . B
il
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Statistics - WAN
WAN Received Transmitted
Statistics Interface|Description Total | Multicast [Unicast|Broadcast Total | Multicast [Unicast|Broadcast
LAN Bytes|Pkts|Errs|Drops|Bytes|Phis| Pkts | Phkis  |Bytes|Pkts|Errs|Drops|Bytes|Pkts] Pkis | Pkts
WAN Service | Reset Stetistics |
Item Description
Interface WAN interfaces
Description WAN service label
Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
26
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4.3 Route

Choose Route to display the routes that the PRT-6301 has found.

™ & = & a2 B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Device Info -- Route
Summary
Flags: U - up, ! - reject, G - gateway, H - host, R - reinstats
WA'! . D - dynamic (redirect), M - modified (redirsct),
Statistics
Route Destination | Gateway | Subnet Mask | Flag | Metric | Service Interface
ARP 132.168.1.0 0000 |2ss.zs8255.0 U |o cpe-ipinti-1 | bed
DHCP 239.0,0.0 0,004 | 255000 u |o cpe-ipintf-1 | bed
Item Description
Destination Destination network or destination host
Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask
Flag U: route is up

I: reject route

G: use gateway

H: target is a host

R: reinstate route for dynamic routing

D: dynamically installed by daemon or redirect
M:

modified from routing daemon or re direct
Metric The 'distance’ to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing
daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
27
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4.4 ARP

Click ARP to display the ARP information.

r =
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SUITIITI-E“'Y Device Info -- ARP
WAN IP address | Flags HW Address Device
Statistics 192.168.1.3 | Complete | 00:50:ba:24:29:bd | beD
Route
ARP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection interface

28
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4.5 DHCP

Click DHCP to display all DHCP Leases.

;M L
SOMTREND
|
A ﬂ? g@ v X
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device Info -- DHCP Leases
WAN Hostmame | MAC Address | TP Address | Expires In
Statistics
Route
ARP
DHCP
Item Description
Hostname Shows the device/host/PC network name
MAC Address Shows the Ethernet MAC address of the device/host/PC
IP Address Shows IP address of  device/host/PC
Expires In Shows how much time is left for each DHCP Lease
29

Leading the Communication Trend



4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols

passing through the device.

SOMTREND
- u
|
ﬂ? g@ v X
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
..";UI'I'II'I'IEII'Y MAT Session
WAN Press "Showr A will show all NAT session information,
Statistics — — -
Route Source IP Source Port Destination IP | Destination Port Protocol Timeout
ARP -
DHCP | Refrach || Shiow & |
NAT Session
Click the fiShow Al Il 06 button to display the
HAT Session
Press "Show Less” will show NAT session information on WAN side cnly.
Source IP Source Port Drastination IP Drestination Port Protocol Timeout
1%2.168.1.2 SDEE4 152,168.1.1 ED tcp B3
127.0.0.1 45000 127.0.0.1 45032 udp 27
1%2.168.1.2 80311 152,168.1.1 53 udp 13
152.168.1.2 L) 152.168.1.1 ED toy B3
1%2.168.1.2 53727 152,168.1.1 53 udp 28
152.168.1.2 SDES0 152.168.1.1 ED toy BE359
192.168.1.2 SDGEL 152,168.1.1 ED tcp B3
[ Refrash ] [ Show Less
Item Description
Source IP The source IP from which the NAT session is established

Source Port

The source port from which the NAT session is established

Destination IP

The IP which the NAT session was connected to

Destination Port

The port which the NAT session was

connected to

Protocol

The Protocol used in establishing the particular NAT session

Timeout

The time remaining for the TCP/UDP connection to be active

30
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SOMTREND

4.7 IGMP Info

Click IGMP Info  to display the list of IGMP entries broadcasting through the IGMP
prox y enabled WAN connection.

r L
SOMTREND
N & & & a K
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary List of IGMP Proxy Entries
WAN . Last Report | Total Total Total
Statictios Interface | WAM | Groups | Member | Timeout Time L Tk || Leaves
Route
ARP
DHCP
NAT Session
IGMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires
Last Report Time The time of the last received IGMP report
Total Time(sec) Total time that the IGMP stream has been played
Total Joins Total IGMP join packets received for this IGMP address
for this client
Total Leaves Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graph
memory usage with dynamic update S.

s. Shows the current loading of the CPU and

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

.@@é@uﬁ‘

Basic Setup  Advanced Setup

System Performance

CPU Usage

Di

CPU 0 Usage Histor

Logout

CPU 1 Usage History

CPU 2 Usage History

Lo

Memory

Physical Memory Usage History

158744 KB

N

/
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4.9 Network Map

Thenet wor k map is a graphical representlANi on
devices.

B<¢>P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Summary
WAN
Statistics
Route

ARP

DHCP

MNAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

* 29D NYM Q}

¢

u 192.168.1.3 (you)
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4.1 0 Wireless
4.1 0.1 Station Info

SOMTREND

This page shows authenticated wireless stations and their status.

e

Device Info

Summary

WAN

Statistics

Route

ARP

DHCP

MNAT Session

IGMP Info

CPU & Memory

MNetwork Map

Wireless
Station Info
Wifi Insight

Basic Setup

Station Info
Thiz page allows you to configure the Wirtual interfaces for each Physical interface.

Wireless Interface:
BSS-MAC (SSID)

Authenticated Stations:

& & a B

Advanced Setup Diagnostics Management Logout

[ Comirend30D1_2 4GHz(1C:64:99:32:30:02) v |
[1C:64:99:32-80°D2 (Comtrend3001_2 4GHz enabled) w |

| MAC |;EE::!LJF|$._|."C-'EEC|""II'JV|=_.:_T'_H|

Addrass Time Link | Sava

ADZD |

Consult the table below for descriptions of each column heading.

Item Description
Wireless Lists the 5GHz/2.4GHz interface that the station connects
Interface to

BSS-MAC (SSID)

Lists which SSID of
to

the modem that the stations connect

MAC Address

Lists the MAC address of all the stations

Associat ion Time

Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle for
too long, itisr emoved from this list.

Authorized Lists those devices with authorized access
WMM Link Lists those devices that utilize WMM
Power Save Lists those devices that utilize the Power Save Feature

APSD Default

Lists those devices that utilize the Automatic
Delivery Feature

Power Save
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4.1 0.2 WiFi Insight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby device s and analyze
traffic on the connected stations. Th is data collection requires memory storage
andthereforeneed s tobe configured priortouse. To begin, click onthe fiStart Data
Collection 0 button if no change is needed.

B e S ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Configure
WAN In this page you will be able to configure the WiFi Insight system
Statistics sample Intervat
Route
ARP @ 0O O O
® 5Second U 10Second U 15Second ') 20 Second
DHCP
NAT Session
IGMP Info Start/Stop Data Collection
CPU & Memory
Network Map Start Data Collection
Wireless
Station Info M )
Wifi Insight | Start collecting data every
Site Survey ) ) i . N )
Channel Statistics Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Criftes From 1200 AM To  [12:00AM
Configure
Da Sizi
Database Size mMB

(Please note that, for exampie, 2 STA's connected using a 5 seconds sample interval run for 1 hour will occupy
approximately 1.30 MB of database)

Once Database size reaches maximum limit ® Qverwrite Clder Data O Stop Datacollection
Counter:
Channel Statistics Packet Retried
Chanim Statistics Queue Utilization
Rx CRS Glitches Queue Length Per Precedence
Bad PLCP Data Throughput
Bad FCS Physical Rate
Packet Requested RTS Fail
Packet Stored Retry Drop
Packet Dropped PS Retry
Acked

Export Databa

Download Database File Save Database to File
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4.1 0.2.1 Site Survey
The graph displays wireless APs found in your neighborhood by channel collected

under the WiFi insight system . Select the wireless interface, channel, bandwidth to
check the different display if desired.

2.4 GHz

2.4 GHz - Broadcom v Select Channel w Select Bandwidth « m

0 Broadcom

-20

60

Signal Strength [dBm]

-0

-100

Channels
_ Max PHY
- . SNR Bandwidth Center Conirol
Network Address Signal [dBm] « [dB] MHz] Channel Channel
Broadcom 1C:64:99:32:80:D2 _ﬂ 88 40 9 11u 400 bgn AES , WPAZ-PSK
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5GHz

I I Select Channel VI Select Bandwidth V' m

0 Broadcon
20
E
m
ot
o 40
=
L=]
j
=
=
[
o
c
SEE
0]
50
100
36 40 44 45 52 56 60 64 . . .100 104 108 12 116 120 124 128 132 136 140 144. . 149 153 157 161 165
Channels

Network Name

Broadcom

Network Address

Signal [dBm] + e BmH:ziwld'lh Center Control

Channel Channel

AES , WPA2-PSK
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4.1 0.2. 2 Channel Statistics
This page allows you to see the WiFi and Non

available capacity.

Click on the drop

5 GHz

This page is broken down into individual

WiFi interference, and also the

-down menu to select 2.4GHz or 5GHz interface.

parts below.

Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless
Station Info
Wifi Insight
Site Survey
Channel Statistics
Metrics
Configure

Basic Setup

MBS ak

Management

Advanced Setup

Channel Statistics

In this page you will see the Wi-Fi and Non Wi-Fi Interference also Available Capacity

Diagnostics

l 5 GHz - Broadcom Vl

Current Channel

1165

Current Channel BandWidth:20 MHz
Current Available Capacity :0%

Associated Station's

Shows stations associated with AP.

Logout

§SID : Broadcom

BSSID : 1C:64:99:32:50:D3

Channel : 165
-~
o~
o

Shows the bandwidth that is available for use in each channel.
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Percentage [%)

Channel Capacity
Shows bandwidth that is available for use in each channel.

80
60
40
20

0

36 40 44 48 108 M2 16 120 124 128 132 136 140 144 14!

Available
Capacity

Femcertage [%]

Available
Capacity

Percertage [%]

Available
Capacity

Percentage [

Shows interference level in each channel.

Interference
Shows intereference level in each channel.

Non-WiFi
Traffic

Percentage [%]

Non-WiFi
Traffic

Percentage [%]

Non-WiFi
Traffic
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Shows the highest RSSI on each adjacent channel.
stations are displayed for checking interference on those channels .

Adjacent Channels
Shows highest RSSI on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

Adjacent AP and associated

-100

10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

Adjacent
AP
Associated
STA

0
= 20
-40
& 60
1o 10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

Adjacent
AP
Associated
STA

Shows the channel distribution and the possible

Channel Distribution
For each AP, the graph shows the control channel and extension channels. Extension channel is any channel spanned by the AP that
is not a control channel.

BrcmAP00000000
Comtrend4521_5GHz
Comtrend6F4E_5GHz

Comtrend7121_5GHz
Comtrend8813_5GHz
Comtrend8813_5GHz
Comtrend8813_5GHz
Comtrend8813_5GHz
Comtrend8813_5GHz
Comtrend926D_5GHz
ComtrendF578_5GHz
Comtrend_0F51_5GHz
NET_5GHz
comtrend-ap-3516183
Jacky_5G
telenet-ap-
-32574062111
ziggo-ap-C2F4aC | | | | |

36 40 44 48 52 56 G0 64

C - Control Channel
E - Extension Channel

AP

100 104 108 112 116 120 124 128 132 136 140 144

Channsls

149 153 157 161 165

interference caused for each AP .
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24 GHz

™ & xS a bk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summa
e Channel Statistics
Statisti In this page you will see the Wi-Fi and Mon Wi-Fi Interference alzo Available Capacity
Route
ARP l 2.4 GHZ - Broadcom l
DHCP |
NAT Session
IGMP Info
CPU & Memory Current Channel “11u
"wﬁ‘"le“s':"ap Current Channel BandWidth:40 MHz
re H H «2,
Station Info Current Available Capacity :0%
Wifi Insight
Site Survey _ _ .
Channel Statistics Associated Station’s
Metrics Shows stations associated with AP.
Configure

SSID : Broadcom
BSSID : 1C:64:99:32:80:D2
Channel : 11u

.
‘\
y

W)

Shows the bandwidth that is available for use in each channel.

‘Channel Capacity
Shows bandwidth that is available for use in each channel.

Available
Capacity

& o
=R=2-]

[
==

Percentage [7]

=

1 2 3 4 5 6
Center Channels

ﬂ
B
©
2
=

100

= 80 Available
g 60 Capacity |
E 40
g 20
"
3 4 5 6 7 8 9
Center Channels
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Shows interference level in each channel.

Adjacent Channels
Shows highest RS5I on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

S [ Adacent
B 40 Associated
60 [sTA

= 80
5 100!
1 2 3 4 5 6 7 8 9 10 "

Genter Ghannels

[LAdiacent
AP

[ Associated
STA

Center Channels

Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels
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4.1 0.2. 3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Glitch,

Chanim and Packet Queue Statistics . This page is broken down into individual parts
below.

Advanced Troubleshooting
In thiz page you will see most of the counters like AMPDU(F available), Glitch, Chanim and Packet Queue Statistics

2 GHz - Broadcom  w

Click on the drop -down menu to select 2.4GHz or 5GHz interface.

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.

0 300 RXCRS
= Glitches
§5°° 2500 mBad PLCP
= 400 200 &

o 2
£ 3001 1503
3} 2
& 200 100 ©
= o
gmo 50 =2
2 0
35:30 3532 3534 3536 35:38 3540 35:42 35:44 35146 3548 3550 3552 35:54 35:56 35:58 36:00 36:02 36:04 36:06 36:08 36:10 36:12 36:14 b
Time
[wBad FCS
120,
& 100}
3
= 80
s
D 60|
S 40
o
20
32:30 35:32 35:34 35:36  35:38 35:40 35142 3544 3546 3548 35:50 35:52 35:54 35:56 35:58 36:00 36:02 36:04 36:06 36:08 36:10 36:12  36:14
Time
Select the counter of interest to monitor the statistics received over time in the
chanim statistics graph
v ix inbss obss  « nocat nopkt doze txop #goodix = badix glitch badplcp knoise idle
4. -t
4.0 'm nocat
3.5 lm goOdtx
3.0} m badix
=25
3 2.0
45
1.
0.5]
US§:20 39:22  39:24 39:26  39:28 39:30  39:32 39:34  39:36 39:38 39:40 39:42 39:44 39:46 39:48 39:50 39:52  39:54  39:56 39:58  40:00 40:02 40:04
Time
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List the associated station to the wireless interface

Associated Station's

Click on station's to see the Packet Queue Statistics

551D : Broadcom
BSSID : 1C:64:99:32:80:03
Channel : 165
TN

—_

SR. MAC RSSI[dBm] PHY Rate [Mbps]
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4.10 .2.4 Configure

This page allows you to configure the WiFi insight system.

M <L ak

(Fiease note that, for example, 2 5TA's connected usi

Once Database size reaches maximum limit ® Overwrite Older Data

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary
WAN Configure
Statistics In this page you will be able to configure the WiFi Insight system
Route
ARP Sample Intervak
DHCP
NAT Session ® 5Second O 10Second O 15Second O 20 Second
IGMP Info L
CPU & Memory .
Netwark Map Start/Stop Data Collect
Wireless
TEFTNET Start Data Collection
Wifi Insight

Site Survey

Channel Statistics O start collecting data every

Metrics

Configure Sunday Monday Tussday Wednesday Thursday Friday Saturday

From 12:00 AM To 12:00 AM
Datab Siz
Datasbase Size MB

ng @ 5 seconds sample interval run for 1 hour will

occupy sporoximately 1.30 ME of database)

Stop Datacollection

Counter
Channel Statistics Packst Retried
Chanim Statistics Queue Utilization
Fx CRE Glitches Queue Length Per Precedence
Bad PLCP Data Throughput
Bad FCS Physical Rate
Packet Requested RTS Fail
Packet Stored Retry Drop
Packet Dropped PS Retry
Acked

Export Datab:

Download Database File

Save Database to File

Sample Interval

Select the desired time interval to collect sampling data with the

system .

Start/Stop Data Collection
Start/Stop the data collection process

Database Size
Define the dedicated database size

Counters
Define the counters that would be collected by the

Export Database
Export and save the collected database file
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screen.

Chapter 5

Basic Setup

This will bring you to the following screen.

Basic Setup

You can reach this page by clicking on the following icon located at the top of the

Device Info

WAN Setup

MNAT

LAN

Parental Control
Home Networking
Wireless

Basic Setup

1 @ & &

Advanced Setup

Diagnostics

U!UU

Down 100 FD Drawn Dc un
ETH1 ETHZ ETHZ
LAN IPv4 Address 152.1668.1.1
LAN Subnet Mask 255.255,255.0
LAN MAC Address Ci6d:39:32:80:d1
DHCP Server Enablad
Wireless
2.4GHz Interface
Driver Version 17.10.59.27
Primary S5I0 8001_2.4GHz
Status
Channel 1
e
ﬁ BEC- E
Primary Encryption WPAZ-PEK AES
Primary Passphrase/Key Sy

5GHz Interface

Management

DIOWN

WAN Interface

Link Type Ethernet

Link Status Up
“ Disconnected

‘Connection Type IPoE

Default Gateway

Primary DNS Server 0.0.0.0

Secondary DNS Server 0.0.0.0

Driver Version 17.10.99.27
Primary SSID ComtrendBID1_5SGHz
Status Enabled
Channel 165
PN
ﬁ Lecure
Primary Encryption WPAZ-PSR AES
= o hrase/ e
rimary Passphrase/Key
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5.1 Wan Setup

Click WAN Setup on the on the left of your screen.
Add or remove ATM , PTM and ETH WAN interface connections here.

[ e @

Device Info Basic Setup  Ad d Setup Diagnostics M: t Logout

WAN Setup Step 1: Layer 2 Interface

NAT Select naw interface o 2dd: [ ETHERNET Interface v
L ETH WAN Interface Configuration

Parental Control

Home Networking Interface/(Name) | Connection Mode | Remove
Wireless SthO/ETHWAN Viznutlode | [Remove |

Step 2: Wide Area Network (WAN) Service Setup

Interface | Description | Type | Viang021p | VianMuxtd | VianTpid Igp mp | 10mp | war | Firewall | mevs | Mid | Mid [ Manuallpo o Edic

Source Proxy | Source | Mode
sthdl | ipos_ethd [ IPoE | A NA W& | Disabled | Disabied | Ensbled | Disabled | Disabled | Disabled | Disabled | Disaied | [
Remove

Click Add to create anew Layer 2 Interface  (see Appendix F - Connection Setup ).

To remove a connection, click the Remove button.
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SOMTREND

5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

Interface | Description | Type | Vlan8021p | VianMuxId | VianTpid II’?‘;:' ;fu":fe MAT | Firewall | IPve P’:)I:y Sﬂlie M,:;‘::' Remove | Edit
ethd.1 ipoe_sthd IPcE N/A N/A N/A Diszbled | Dissbled | Enabled | Disabled | Dissbled | Dissbled | Diszbled | Diszbled Edit
Yol Ramaw
Clickthe Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see  Appendix F - Connection Setup
Interface | Description | Type | Vian8021p | VianMusx1d | vianTpid II’?&;“):' ;fu":fe NAT | Firewall | 1Pve P::Iiy S:I‘.llfce M,:;‘::' Remove | Edit

ethl.1 ipoe_sthil IPcE NA M/A HiA Diszbled | Disabled | Enabled | Disabled | Dissbled | Dissbled | Diszbled | Diszbled Edit

To remove a connection, select its Remove column radio button and click ~ Remove.
Item Descriptio n

Interface Name of the interface for WAN

Description Name of the WAN connection

Type Shows the connection type

VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)

VlanMuxId Shows 802.1Q VLAN ID

VlanTpid VLAN Tag Protocol Identifier

IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy
status

IGMP Source Shows the status of WAN interface used as IGMP source

NAT Shows Network Address Translation (NAT) status

Firewall Shows the Security status

IPv6 Shows the WAN IPv6 address

MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status

Mld Source Shows the status of WAN interface used as MLD source

Manual Mode Indicat es the status of the PPP manual connect/ disconnect
button

Remove Select interfaces to remove
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SOMTREND

Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.

NOTE: Upto 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be

converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

B < > 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
NAT -- Virtual Servers Setup
WAN Setup
NAT Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocel and External port) to the
Internal server with private IP address on the LAN side. The Internal port is requirad only if the extermal port nesds to
Virtual Servers be converted to a different port number used by the server on the LAN side. A maximum 32 entries can be configured.
Port Triggering [ add || Remove |
DMZ Host
LAN Server | External External Protoool Internal Internal | Server IP | WAN Remove
Mame | Port Start | Port End Port Start | Port End | Address Interface

Parental Control

To add a Virtual Server, click  Add . The following will be displayed.

SOMTREND

[l

®
=i

.tg?..

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
NAT -- Virtual Servers
WAN Setup
NAT Select the service name, znd enter the server [P address and dick "Apphy/Save” to forward IP packets for this service to the specified server, MOTE:
The "Internal Port End” cannot be modified directly. Normally, it is set to the same value as "External Port End”. However, if
Virtual Servers you modify "Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port Start”,
Remaining number of entries that can be configured:22
Port Triggering
Use Interda
DMZ Host se Interface All Interface -
Service Nam
LAN vie=: Select One hd

'@' Select
Parental Control F
Home Networking

! Custom Service:

Server [P Address:  152.168.1,
Wireless
Apphy/Save
[External Port StarExternal Port End Protocol  [Internal Port StarfInternal Port End
TCP -
TCP -
TCP -
TCP -
TCP -
TCP -
Apphy/Save

Click Apply/Save to apply and save the settings.
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SOMTREND

Consult the table below for item descriptions.
Item Description
Use Interface Select a WAN interface from the drop -down menu . If

you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service User should select the service from the list.

Or Or

Custom Service User can enter the name of their choice.

Server I[P Address Enter the IP address for the server.

External Port Start Enter the starting external port number (when you

select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol TCP, TCP/UDP, or UDP.

Internal Port Start Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port rang es are automatically configured

Internal Port End Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2 .2 Port Triggering

Some applications require that speci fic ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
"Triggering Ports'. The Router allows t he remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

[ < > P

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
MAT -- Port Triggering Setu,
WAN Setup gasrma Ee
NAT Some applications requins that specific ports in the Router's firewsll be opaned for 2ocess by the remots
parties, Port Triggar dynamically ogens up pan Ports' in the firewall when an application on the LAN
Ircua rvers initiates a { connection b a remote party using the ‘Triggering Parts', The Router allow: W
Virtual Se initiztes = TCR/LIDP ing the Triggering Parts’, The R I

y from the WAN side to eswablish new connections back to the application on the LAN side using the 'Open

Port Triggering Parts', A maximum 32 entries can be configured.
DMZ Host
LAN Add || Remove
Parental Control Trigger Open
Home Netwurlting Application Name : Port Range - Port Range | WAN Interface | Remove
Protoco Protoco
Wireless Start | End start | End

To add a Trigger Port, click Add . The following will be displayed.

1@ & ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
MNAT -- Port Triggering
WAN Setup
NAT Some applications such as games, video conferencing, remete access applications and others require that spedific perts
in the Router's firewall be opened for access by the applicaticns. You can configure the port settings from this screen
Virtual Servers by selecting an existing application or creating your own {Customn application)and click "Save/Apply” to add it.
R . Remaining number of entries that can be configured:32
Port Triggering
DMZ Host Use Interface ethD 1/ethD.1 v
Application Name:
LAN ®  colect an application: Select One T

Parental Control
Home Networking

Custom application:

Wireless | SevelPopl |
Trigger Port Start{Trigger Port End|Trigger Protocol|Open Port Start/Open Port End| Open Protocol
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
Save/Apphy

Click Save/Apply  to save and apply the settings.
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OMTREND

Consult the table below for item descriptions.
ltem Description
Use Interface Select a WAN interface from the drop -down menu .
Select an User should select the application from the list.
Application Or
Or User can enter the name of their choice.

Custom Application

Trigger Port Start Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End Enter the ending trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol TCP, TCP/UDP, or UDP.

Open Port Start Enter the starting open port number (when yo u select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are  automatically configured.

Open Protocol TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

1@ 1 &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN SEtI.IP MAT -- DMZ Host
NAT The Broadband Router will forward IP packets from the WAN that do not belong to any of the applications
configured in the Virtual Servers table to the DMZ host computer,
Virtual Servers o B e o ik Aot o e e DS b
Port Triggering Enter the computer's IP address and click "Apply’ to activate the OMZ host.
DMZ Host Clear the IP address fizld and dick "Apply” to deactivate the DMZ host.
LAN DMZ Host IP Address
Parental Control
Home Networking | S=ve/Apsly |
To Acti vate the DMZ host, enter the DMZ host IP address and click Save/Apply
To Deactivate  the DMZ host, clear the IP address field and click Save/Apply
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5.3 LAN

Configure the LAN

interface settings and then click

Apply/Save

Parental Control
Home Networking
Wireless

[ < > P

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Local Area Network (LAN) Setup
NAT Configure the Broadband Router IP Address and Subnet Mask for LAN interface. GroupMame | Defaull w
Lan VLAN Setting Subn: ek
IPv6 Autoconfig
UPnP Enzblz IGMP Snooping

(U Standard Mode

® Blocking Mode

Enzble IGMP LAM to LAN Multicasz:
LANZLAN multicast
LANZLAN multicast

y wihien WAN senvice is up.

wiays enzbled when WAN service is down regardless of this setting

O Enzhie LAN sidz firzuz

':::' Diszble DHCP Sarver

@ Ensbla DHCP Sarver
Start [P Address
End IP Address:

Leaszed Time (hour);

152
152
24

168.1.2
168.1.254

[ sasing TFTP Sarver

Static IF Leasa List: (A maximum 22 entries can be configurad)
I MA[A:IdrEEI IPAﬂdrEsI Rzmcwel

| Add Entries || Remave Entries |

| ApphyiSave |

The settings shown above

GroupName:

1% LAN INTERFACE

IP Address: Enter the IP
Subnet Mask:

Enable IGMP Snooping:

Standard Mode:

Blocking Mode:

are described below.

Select an Interface Group.

address for the LAN port.

Enter the subnet mask for the LAN port.

Enable by ticking the checkbox X.

In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group 1 even if IGMP snooping is enabled.

In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there
no client subscription s to any multicast group.

are
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Enable IGMP LAN to LAN Multicast: Select Enable from the drop  -down menu to
allow IGMP LAN to LAN Multicast forwarding

Enable LAN side firewall: Enable by ticking the checkbox X.

DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server

addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox X. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

|I'-'IAC Address |IP Address | Remove
Add Entries [ Remove Entries ]

To add an entry, e nter MAC address and  Static IP and then click Apply / Save .

DHCP Static IP Lease

Enter the Mac address and Static [P address then dlick "Apphy/Save” .
MAC Address: 12:34:56: 78:90:10 |
IP Addresz: [132.168.1.133 |

| Apphy/Save |

To remove an entry,  tick the corresponding checkbox X inthe Remove column and
then click the Remove Entries button, as shown  below.

MAC Address | IP Address | Remowve

12:34:56:75:90:12 (192, 168.1. 33 1'

[hdaEnwies [ remove s
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5.3 .1 Lan VLAN Setting

The CPE willtag VLAN on specific LAN port (s) when this feature is used.

e R

2

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Local Area Network [LAN) VLAN Setup

WAN Setup
il Select 2 LAN port: £th1/ETH1 -
LAN D Enzble VLAN Maode

Lan VLAN Setting

IPVe AUtDDDHﬁg | Vlan Id I Phits Remowve

uPnP

[ Add ][ Remaove ][ ApphyiSave ]

Parental Control

Click the Add button to display the following.

Vlan Id Phits Remove

| Add || Remove || Apply/Save |

Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and  click the Remove button to delete
entries.
57

Leading the Communication Trend



5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save / Apply

[ <P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

IPwE LAN Auto Configuration
WAN Setup otz Szateful DHCME is supparted based on the assumption of prefix length less than 64, Intarface ID does
NAT NOT supgart ZERD COMPRESSION "1, Please entar the complets information. For exampe: Plaass enter

"Ieli0i2” instead of "2"
LAN
Static LAN IPvE Address Configuration

Lan VLAN SEttmg Intarface Address {prefix length is reguired) I:\

IPv6 Autoconfig

UPRP IPwE LAM Applications
Parental Control Enzble DHCPvE Server
Home Networking ® siales
Wireless L Sraneful

Start interface 1D

End interface ID

Leaszd Time (hour):

Enablz RADVD

() Enabis ULA Prefie Advertizsament
O Randomby Ganerate
) Staves v Configura
Prefi
Preferrad Life Time {hour): | 0

Walid Life Time (hour): | 0

Enzble MLD Snooping

(O Standard Mode
® Blocking Mode

Enzblz MLD LAN to LAN Multicast: Digable »

[LAM to LAN Muticass iz enabled until the first WAN servics is connected, regardless of this sstting. )

The settings shown above are described below.

Static LAN IPv6 Address Configuration

Item Description
Interface Address Configure static LAN IPv6 address and subnet
(prefix length is required): prefix length
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IPv6 LAN Applications

OMTREND

Iltem Description
Stateless Use stateless configuration
Stateful Use stateful configuration

Start interface ID:

Start of interface ID to be assigned to dhcpv6
client

End interface ID:

End of interface ID to be assigned to dhcpv6 client

Leased Time (hour):

Lease time for dhcpv6 client to use the assigned IP
address

Item

Description

Enable RADVD

Enable use of router  advertisement daemon

Enable ULA Prefix
Advertisement

Allow RADVD to advertise Unique Local Address
Prefix

Randomly Generate

Use a Randomly Generated Prefix

Statically Configure

Prefix

Specify the prefix to be used

Preferred Life Time (hour)

The preferred life time for this prefix

Valid Life Time (hour)

The valid life time for this prefix

Enable MLD Snooping

Enable/disable IPv6 multicast forward to LAN ports

Standard Mode

Blocking Mode

In standard mode, IPv6 multicast traffic will flood
to all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled

In blocking mode, IPv6 multicast data traffic will
be blocked and not flood to all bridge ports when
ther e are no client subscriptions to any multicast

group

Enable MLD LAN
To LAN Multicast

Enable/disable IPv6 multicast between LAN ports
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5.3.3 UPnP

Select the checkbox X provided and click  Apply/Save  to enable UPnP protocol.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup UPnP Configuration
NAT MNOTE: UPnP is activated only when there is a live WAN service with NAT enabled.
LAN
Lan VLAN Setting Enetiz LEnP
IPv6 Autoconfig
UPnP
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5.4 Parental Control

This selection provides WAN access control functionality.

5.4 .1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchro nization as described in  section 8.6 Internet Time , so that the
scheduled times match your local time.

Clicking on the checkbox in  the Enable field allows the user to select all / none
entries for Enabling/Disabling.

o> $ 4

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Access Time Restriction — A maximum 22 entries can be configured.
NAT
LAN | Username I MACl Maon | TIJEI Wed | Thu IFri ISat | Sun | Startl Stop | Remmrel
Parental Control
Time Restriction
URL Filter

Click Add to display the following screen.

[ < > &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN up Access Time Restriction
NAT This pags adds time of day restriction to a specizl LAM device connected to the Router, The "Browsar's MAC
Address’ sutomatically displays the MAC address of the LAN device where the browsar is running. To restrict
LAN other LAN device, click the "Other MAC Address” button and enter the MAC address of the other LA devics.
P tal Control To find gut the MAC address of a Windows based P, go to command window and type "ipconfig fall"
aren nro
Time Restriction bs=r tam= ]
URL Filter
® srowser’s MAC Address 1|

Home Networking

e R—
CEKINEINK

Wireless
Dizy= of the wesk Mon|Tue|Wed|Thu|Fri [Sat [Sun|
Click to s=lect olglolalolalca

Start Blocking Time (hhimm)

End Blocking Time (hhimm)

See below for item descriptions. Click Apply/Save  to add a time restriction.

User Name: A user -defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.
Days of the Week: The days the restrictions apply.
Start Blocking Time: The time the restrictions start.
End Blocking Time: The time the restrictions end.
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5.4 .2 URL Filter

This screen allows for the creation of a filter rule for access rightsto website s based
on their URL address and port number.

B <P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
URL Filter -- Please select the list type first then configure the list entries. Maximum 100
WAN Setup entries can be configured.
NAT
LAN URL List Type Exclude Include

Parental Control
Time Restriction

URL Filter |5EHPE5 | Part | Remaove |
Home Networking P I
Wireless ludcid) ofiegone]

Select URL List Type: Exclude or Include.

Tick the Exclude radio buttonto deny access to the websites listed.

Tick the Inc lude radio button to restrict  access to only those listed website s.

Then c lick Add to display the following screen.

Parental Control -- URL Filter Add

Enter the URL address and port number then click "ApphySave” to add the entry to the URL filter

URL Address woww.yahoo.com
Port Mumber: |E-: | [Defzult 80 will be applied if leave blank.)
| Apply/Save |
Enter the URL address and port number then click Apply / Save toadd the entryto

the URL filter. URL Address es begin with fiwww 0 ,as shown in this example.
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can be configured.

URLLEt Tyee: () Ewclude @ Incude

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries

Address

Port

Remove

wwwi.yahoo.com

a0

Remove

A maximum of 100 entries can be added to the URL Filter list.

Leading the Communication Trend
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5.5 Home Networking

5.5.1 Print Server

This page allows you to enable or disable printer support.

1) @ g@ =.l o

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Print Server settings
WAN Setup
NAT This page allows you to enable [ disable printer support.
LAN l:l Enable on-board print server,

Parental Control
Home Networking

Print Server

DLNA
Storage Service

USB Speed

Please reference Appendix E  to see the procedure for enabling the Printer Server.

5.5.2 DLNA

Enabling DLNA allow s users to share digital media, like picture s, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host por t on the back of the router.

Click Enable on -board digital media server, a dropdown list of directories found on

the USB driver will be available for selection. Select media path from the

drop -down list or manually modify the media library path and clic k Apply/Save to
enable the DLNA media server.

i & sk

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Digital Media Server settings
NAT This page sllows you to enable / dissble digital media server support.
LAN

l:l Enzble on-board digital media server.
Parental Control

Home MNetworking

Print Server

DLNA

Storage Service

B
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5.5.3 Storage Service

The Storage service allows you to use Storage devices with modem to be more
easily accessed.

5.5.3.1 Storage Device Info

This page also displays storage devices attached to the USB host.

% O sa

Basic Setup Advanced Setup Diagnostics  Management Logout
Storage Service
WAN Setup
NAT The Storage service allowis you to use Storage devices with modem to be more easity accessed
LAN Volumename | FileSystem | Total Space | Used Space

Parental Control
Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

Display after storage device attached (for your reference).

Volumename | FileSystem | Total Space | Used Space
diski_1 fat 942 3
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5.5.3.2 Storage User Accounts

Add a storage account to access the USB

device for the samba access system.

COMTREND
R} D)

% O sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN Setup Storage UserAccount Configuration
MAT Choose Add, or Remove to configure User Accounts.
LAN | Usaerlame | HomeDir | Remowve |
Parental Control
Home Networking

Print Server

DLNA

Storage Service
Storage Device Info
User Accounts

Clickthe Add button to display the following.

volum eName would be diskl_1 if only
1 USB has been plugged into the device.

(3 za

COMTREND
R} D

Device Info

Basic Setup

Advanced Setup Diagnostics Management Logout
Storage User Account Setu

WAN Setup . g

NAT

LAN In the boxes below, enter the user name, password and volume name on which the home

directory is to be crested.
Parental Control

Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

USB Speed

Username: user

Passwiord: ssee
Confirm Password: ssss

disk1_1

wolumeiame:

Apphy/Save

In the boxes provided, enter the user name, password and volume name on which

the home directory is to be created. Then click the Apply/Save button.
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In any windows folder,  enter the address \1192.168.1.1 to access the samba folder

created . A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen) , the user folder will now be
available for access

- =  F | e =
" -— - — - | —
&) > ™ » Network » 19216811 »
— = — = E_—
Organize v Search active directory Network and Sharing Center View remote printers
B
, public l user
- ' Share ot ! Share

o

m

5.5.3.2 Storage User Accounts
This page allows you to enable / disable USB 3.0 device support.

Note: Enabling USB 3.0 can cause interference with the built -in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0

1% 3 sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

USE 2.0 settings

WAN Setup
NAT This pege allows you to enable | disable USE 3.0 device support.

Mote: Enabling USE 3.0 can causs interference with the built-in 2.4GHz wireless radic.
LAN 1t is adwvised leaving the default value as USE 2.0

Parental Control
Home Networking
Print Server
DLMNA
Storage Service
Storage Device Info
User Accounts

USB Speed

I:I Enable USE3.0
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5.6 Wireless

5.6.1 SSID

SOMTREND

This page allows you to configure the Virtual interfaces for each Physical interface.

¢ 2k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup $SID
NAT This page allows you to configure the Virtual interfaces for each Physical interface.
LAN Wireless Interface: Comtrend80D1_2 4GHz(1C-64:99:32:80:D2) v
Parental Control
Home Networking BSS-MAC (S5ID): 1C:64:95:32:80:D2 (ComtrendS0D1_2 4GHz enabled) ¥
Wireless BSS Enabled: Enabled v
SSID Network Name (SSID): Comtrend30D1_2 4GHz
Security MNetwork Type_ Open v
AP Isolation: Off v
BSS Max Associations Limit: 64
WMM Advertise: Advertise v
WMF: On v
Apply || Cancel
Click the Apply button to apply your changes. The settings shown above are
described below.
Item Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

BSS Enabled

Enable or disable this SSID

Network Name
(SSID)

Sets the network name (also known as SSID) of this
network

Associations Limit

Network Type Selecting Closed hides the network from active scans.
Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
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WMM Advertise When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this

BSS. Off disables advertisement of WMM in beacons and
probes.

WMF Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

5.6.2 Security

This page allows you to configure security for the wireless LAN interfaces.

r -
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Ma nagemerlt
WAN Setup SECURITY
NAT Thils page aliows you fo configune securly for e winsless LAN Interfaces
LAN
Wireless Inferiace ComtrendBCo9_2 4GH{1C:64:99:33:BC9A) Salect
Parental Contral e - ) v (St
Home Metworking 3021 Aumentication Open o
Wireless B2 1K Auentketion Diszbled
SSID R Dizzbled
Security WRASSK Diszbled
WA Disabled
WRZ-PEK Ensbled
WRAT-SAE Diszbled .,
WA Encrypiion AES o
RADIUS Saner 0.0.0.0
RADIUS Part 1812
FRADIUS Key [Ty
WA passphrase [T YT
Proveciad Management Frames Capsble
Neswark ey Riotation Intenal
Falrvise Key Riodtation infenal
Network Re-zuh Inenal 36000
Apphy || Camcel
Click the Apply button to apply your changes. For information on each parameter,

move the cursor over the parameter that you are interested in (as shown here).

Open v
Selects 802.11 authentication :
method. Open or Shared. D!Sable{j v
OSEN: Disabled v
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Chapter 6  Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall .

6.1.1 IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in  WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

Bedak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Secur'rt-,- Outgoing IP Filtering Setup
P FlltEI'-II'Ig By default, all outgoing IP traffic from LAM is allowed, but some [P traffic can be BLOCKED by setting up filers,
OLIth-Iﬂg Choose Add or Remaove to canfigure cutgoing TP filers,
Incoming | Filter Narnel IP Versinnl Protocol | SrcIP/ PrefixLength | SrcPort | DstIP/ PrefixlLength | DstPDrtl Ilerm:wel
MAC Filtering
Quality of Service
To add a filter (to block some outgoing IP traffic), click the Add button.
On the following screen, enter your filter criteria and then click Apply/Save
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Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. Add IP Filter -- Dutgoing
Security
= = The screen allows you to create a filker rule to identify cutgeing IP traffic by spedfying a new filter name and
1P Fllte"“g at least cne condition below, All of the specified c:r:lirtic-ns in this filkar rule must be satisfied for the rule to
Outgl:ling take sffect, Click 'Apply/Save’ to save and activate the filter.
Incoming Filter Name:
MAC Filtering Bud
= = IP Version: W A
Quality of Service !
. Pratocal: v
Rnutlng Scurce IP address]/prefix length]:
DNS Source Port (port or part:port]):
DNS pI'O)(‘,' Destination IP address[/prefix length]:
Interface Grﬂuping Destination Port {port or port:port):
IP Tunnel
IPSec Apply/Save

Click the Apply /Save button to apply and save your changes.

Consult the table below for item descriptions.
Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP
Source IP address Enter source IP address
Source Port (port or port:port) Enter source port number or range
Destination IP address Enter destination IP address
Destination Port (port or port:port) Enter destination  port number or range
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INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

comT
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Secur'lty Incoming IP Filtering Setup
Filteri When the firewall is ensbled on 2 WAN or LAN interface, all incoming [P waffic is BLOCKED, However, some
1P Filtering IP traffic can be ACCEPTED by satting up filters,
I Choose Add or Remaove to configure incoming IP filers,
Incoming
= Filter IP SrcIP/ DstIP/
e Flltel'll'lg Name R Version e PrefixLength S PrefixLength LEIER| ===
Quality of Service
Routing
To add a filter (to allow incoming IP traffic), click the Add button.
On the following screen, enter your filter criteria and then click Apply/Save
SOMTREND
- u
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rit\\' Add IP Filter -- Incoming
= = The screen allows you to creste 2 fiter ruls to identify incoming IP traffic by specifying 2 new filker nams and 2t least
Ip FlltEI'II'Ig o condition below. Al of the specified conditions in this filter rule must be satisfied for the rule to take effect, Click
Outgoing ‘Apphy/Save’ o save and activate the filter,
L —
MAC Filtering
Quality of Service IP Viarsion: [1Pv4 v |
Rnuling Protocol | w |
DNS Source IP address]prfix kength]
Source Port (port or portzport)
:[[)':Srl;.mx“:; . Dest n IP address[/prefix length]:
nterrace Grouping Diestination Port (port or part: port):
IP Tunnel
WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
IPSec rf: (Canfi d de and with fi Il enabled) and of;
Select one or maore WAN/LAN interfaces displayed below to apgly this rule.
Certificate
Multicast Select A ethil. 1fethd.1
Wireless

Consult the table below for

item descriptions.

Item

Description

Filter Name

The filter rule label
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IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP

Source IP address Enter source IP a ddress

Source Port (port or port:port) Enter source port number or range
Destination IP address Enter destination IP address
Destination Port  (port or port:port) Enter d estination port number or range

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE: This optionis only available in WDS mode. Other modesuse  IP Filtering to
perform a similar function.

Each network device hasau  nique 48 -bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the PRT-6301 can be set according to the following procedure.

The MAC Filtering Global Policy is defined a s follows. FORWARDED means that all
MAC layer frames willbe  FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED . It can be changed by clicking the Change Policy button.

Beodak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- MAC Filtering Setup
Security
. - MAL Filtering is only effective on WAN services configured in Bridge mode. FORWARDED means that all MAC layer
1P Fllte"“g frames will be FORWARDED excapt those matching with any of the spadfied rules in the following table
MAC Filtering BLOCKED means that all MAC layer frames will bz BLOCKED except those matching with any of the spacified
. . rules in the follawing table,
Quality of Service
- MAL Filtaring Policy For Each Interface:
Rﬂutlng WARMNING: Changing from one policy to another of an interface will cause all defined rules for that
DNS interface to be REMOVED AUTOMATICALLY! ¥ou will need to create new rules for the new policy.
DNS Proxy Interface | Policy Change
Interface Grouping cthoe FORWARD
IP Tunnel
IPSec
Certificate Change Policy
Multicast Choosa Add or Remove to configure MAC filtering rules,
Wireless

| Interface | Protocol | Destination MAC | Source MAC | Frame Direction | Remove |

Add Remave

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click  Add . Create a filter to identify the MAC layer frames by
specifying at least  one condition below. If multiple conditions are specified, all of
them must be met.
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Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. Add ilter
Security MAC Filt:
IP Filtering e o el o 1 i condiors
MAC Filtering
Qua"w of Service Pratocal Type: ¥
Routing Destination MAC Address:
DNS Source MAC Address:
DNS pl'O)q? Frame Direction: LAM===WAN *
Interface Grouping
1P Tunnel WAN Interfaces (Configured in Bridge mode only)
IPSec ethD 1/eth0.1 ¥
Certificate .
Multicast Y
Wireless
Click Save/ Apply to save and activate the filter rule.
Consult the table below for detailed item descriptions.
Item Description
Protocol Type PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP
Destination MAC Address Defines the destination MAC address
Source MAC Address Defines the source MAC address
Frame Direction Select the incoming/outgoing packet interface
WAN Interfaces Applies the filter to the selected bridge interface
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6.2 Quality of Service (Qo0S)

NOTE : QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the  checkbox M and select a Default DSCP Mark.

Click Apply/Save

to activate QoS.

Device Info

Security

Quality of Service
QoS Queue
QoS Classification
QoS Port Shaping

Routing

DNS

DNS Proxy

Interface Grouping

IP Tunnel

IPSec

Certificate

P ak

Basic Setup Advanced Setup Diagnostics Management Logout

QoS - Queus Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark inceming traffic
without reference to 2 particular classifier. Click "Apply/Save’ button to save it

Mote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Mote: The default DSCP mark is used to mark all egress packets that do not match any
classification rules.

Enable QoS

Apply/Save

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enable QoS

Selert Default DSCP Mark Mo Change(-1) -

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In ATM mode, a maximum of 16 queues can be configured.

In PTM mode, a maximum of 8 queues can be configured.

For each Ethernet interface, a maximum of 8 queues can be configured.

For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).
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COMTREND
= =
- u
! a » "
| | @ @ * E
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Seourit\,' oS Queue Setup
Quality of Service For ezch Ethernet interface, mawimum 8 queues can be o
For each Ethe
QoS Queue To =dd 3 gueus,
ueue Configuratior To remave queues, check their remi
Q g The Enable button will scan through every gueue:
Wlan Queus enabled. Queuss with enable-c
QoS Classification The enable-checkbar zlso sn
QoS Port Shaping The Qo5 function has been disabled. Queaues would not take effects.
Routing Droplal
; ropAlg,
DNS Name | Key | Interface | Qid | Prec/Alg/Wght LoMin/LoMax/HiMin/ HiMax Enable | Remove
DNS Pro:
Interf x‘; ping nge | 123 | atht ] 1P oT 0O
IP Tunnel wngr | 130 | ethy 7 2/5p oT O
IPSec
Certificate LaN Q8 131 athl 6 el DT (]
Multicast Langs | 132 | e 5 4fsp oT 0
Wireless
LAN 04 133 athl 4 5/5R oT O
LAN O3 134 athl 3 6/5P oT O
LaN Q2 135 athl 2 5P DT (]
gt | 138 | athy 1 8/5p oT O
LAN QB 137 ath2 B i/sp oT D
LAN OF 133 ath2 7 2/5p oT O
LAN OB 133 ath2 6 3/5R oT O
LaN Q5 140 ath2 3 4/5p DT (]
LAN Q4 141 ath2 4 5/zp oT D
LAN Q3 142 ath2 3 6/5P oT D
LAN 02 143 ath2 2 7/5R oT O
gL | 144 | athe 1 8/5p oT 0O
LaN QB 145 ath3 B i/sp DT (]
LAN QF 146 ath3 7 2/5p oT D
LAN QB 147 ath3 6 3/5p oT D
LAN OS5 143 ath3 5 4/5p oT O
LAN 04 143 ath3 4 5/5R oT O
Lan Q2 150 ath3 3 &3P DT (]
LAN Q2 151 ath3 2 5P oT D
ngr | 152 | eths 1 8/5p oT 0
LAN OB 153 atha B i'sp oT O
LAN OF 154 atha 7 2/5p oT O
LaN Q8 155 athd 6 el DT (]
LAN Q5 156 zthd 5 4/5p oT D
LAN Q4 157 zthd 4 5/5Pp oT D
LAN O3 153 atha 3 6/5P oT O
LAN 02 153 athd 2 TIER oT 0
wngr | 160 | athe 1 8/5p oT O
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To remove queues, check their remove -checkboxes (for user created queues) ,then
clickthe Remove button.

The Enable button will scan through every queue in the table. Queues with the
enable -checkbox checked will be enabled. Queues with the enable -checkbox
un - checked will be disabled.

The enable -check box also shows status of the queue after page reload.

Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of
IP QoS.

Enable and assign an int  erface and precedence on the next screen. Click
Apply / Save on this screen to activate it.

To add a queue, clickthe  Add button to display the following screen.

Peadak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

QoS5 Queue Configuration

Security
QLIE'“ZY of Service Thiz screan aliows you o configure @ Qo queus and add 1t w0 & s2lecmed lzyer? interfacz,
QoS Queue e ]
Queue Configuratior
Wlan Queue Enzble: m
QoS Classification Tnterface: [~
QoS Port Shaping
Routing Drop Algarithm
DNS ® o7 (Drop Ta)
DNS Proxy O reD (Random Early Detection)
Interf Groupin Minimum Threshold [1-100)% of queus size
IP Tunnel ping Maximum Threshold: [1-100)% of queus size
(Weightad RED]
IPSec s Min Threshold
Certificate = Threshald
Multicast High Class Min Threshald | e
Wireless High Class Max Threshold [1-100)% of queus size

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface:  Assign the entrytoas  pecific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS ruleis
enforce d if the traffic exceed s the configured limit.

Drop Tail:  Packets are sent in first come first serve fas hion, the tailing traffic would
be dropped if they exceed the handling limit.
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Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion

WRED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.

After selecting an Interface the following will be displayed.

1@ 0 ¢ Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
"tv QoS Queue Configuration
Ql.lEl'itY of Service This screen aliows you to configure 2 QoS queus and add it o a sdected layer? interface,
QoS Queue —)
Queue Configuratior
Wian Qe
Qo5 Classification Interface:
QoS Port Shaping
Routin Queue Precedence 1(SF) w | (lawer value, higher priarisy)
9 - The precadence list sho 5 axitl Fi at each precedence level
DNS - Note that precedenc s v have only one quaue,
DNS Proxy - precedence level with WRRWF( schaduler may have multiple guswes
Interface Grouping o Alrmithea
IP Tunnel ® o (Drop Tail)
IPsec ) ReD (Random Early Detection)
Certificate Minimum Thresheld 0] of queus size
Multicast Maximum Theashold: 00]% of queus size
Wireless ) WRED (Weight=d RED)

in Threshold
o Threshold
High Class Min Threshold
High Clazs Max Threshold

Shaping Rate: [1-1000000 Kbps]

= size

= size

-1 indicates no shaping)

| Apphy/Szve |

The precedence list shows the scheduler algorit hm for each precedence level.
Queues of equal precedence will be sche duled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Shaping Rate:  Specify a shaping rate limit to the defined queue.

Click Apply/ Save to apply and save the settings.
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6.2.1.2 Wilan Queue

Displays the list of available wireless queues for WMM and wireless data transmit

priority.

Device Info

Basic Setup

1@ 3 & a K

Advanced Setup

QoS Wlan Queue Setup

Diagnostics

Management

Logout

Leading the Communication Trend

Security
Quality of Service Nate: If WMM function is disabled in Wireless Page, queues related to wirsless will not take =ffects,
QoS Queue The Qo5 function has been disabled. Queves would not take effects.
Queue Conﬁgurat-loﬂ Name Key | Interface | Qid | Prec/Alg/Wght | Enable
Q‘:;a(;:jl;ief?:a Hon WMM Voice Pricrity i wlid g ijsp Enabled
QoS Port Shaping WMM Woice Pricrity 2 wid 7 2/sp Enabled
Routing WMM Video Priority | 3 wiD & 3k Enzhled
DNS WMM Video Priority 4 wid 5 4/sp Enabled
?nr:zrl:f);z::; o p'l ng WHMM Best Effort 5 wlD 4 55 Enabled
IP Tunnel WMM Background & wlid 3 &SP Enabled
IPSec WMM Background 7 wid 2 7/sp Enabled
certiﬁcate WHMM Best Effort 8 wlD 1 a8/sp Enabled
:I;I::I{:isit WMM Voice Pricrity £5 wii g ijsp Enabled
WMM Voice Priority 66 wil 7 2/sP Enabled
WMM Video Priority &7 wii g 3/sp Enabled
WHMM Video Priarity 63 wil 5 4/sp Enablzd
WHMM Best Effort 69 wil 4 55 Enabled
WMM Background 70 wii 3 &SP Enabled
WMM Background 71 wil 2 7/sp Enabled
WHMM Best Effort 72 wii 1 a/sp Enabled
81



6.2.2 QoS Classification

The network traffic classes are listed in the following table.

¢ 2 O ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

QoS Classification Setup -- maximum 32 rules can be configured.

Security

. q o add 2 rule, click the Add button,
Quality of Service To remave rules, check their ramave-checkhoxes, then click the Remove button.

. The enable-checkbox also shows status of the rule after page reload.
Queue Configuration If you disable WHM function in Wireless Page, classification related to wireless will not take effects

QoS Queue The Enable button will scan through every rules in the table. Rules with enable-checkbox checked will be enabled, Rules with enable-checkbox un-checked will be disabled,

Wilan Queue The QoS function has been disabled. Classification rules would not take effects.
QoS Classification
. CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
QDS Port Shaplng Class Ord Class | Ether | SrcMAC/ | DstMAC/ [SrcIP/ DstIP/ Proto |SrcPort | Dstport DSCP |802.1P |Queue | DSCP | 202.1P |Rate Enable | R
Routing Mame = |Intf |Type |Mask Mask PrefixLength | PrefixLength @ |Fretert (D= Check |Check |Key |Mark [Mark |Limit{kbps)[-"=" = | =maove)
DN Add || Enable || Remove
DNS Proxy

Click Add to configure a network traffic  class rule and Enable

to activate it. To

delete an entry from the list, click Remove
This screen creates a traffic class rule to classify the upstream traffic, assign
gueuing priority and optionally overwrite the IP header DSCP byte. A rule consists of

a class name and at least one logical condition. All the conditions specified in the

rule must be satisfied for it to take effect.

Add Metwork Traffic Class Rule
This screen creates a traffic class nule to classify the ingress waffic into 2 priority gueue and optionally mark the CSCP
or Ethernet pricrity of the packet,
Click 'Apply/Save’ to save and activate the rule
Traffic Class Name |
rdar: Last  w
Rude Status Enable »
Specify Classification Criteria [A blank criterion indicates it is not usad for classification.)
Ingress Interfaca | LAMN L
Ether Type | ~
Source MAC Address:
Source MAC Mask:
Diestination MAC Addracs
C Mask
Specify Classification Results (A blank value indicates no operation.)
Specify Egress Interface {Required): | o |
Specify Egress Queus (Required): b4 |
- Packets classified int a quawe that exit throwgh an interface for which the queue

is mot specified to exist, will instead egress to the default queue on the interfzce,
Mark Differentiated Service Code Point (DSCF) | - |
Mark 802, 1p priosity | - |
- Class non-vlan packsts egress to a non-vlan interface will be tagged with VID 0 and the dass rule p-bits.

chets egress to a non-vian interfece will have the packet p-bits re-marked by the dass rule p-bits. Mo

acded.
\ egress to a vian intarface will be tagged with the interface VID and the dass rule p-bits.
- Class vian packets egress to & vlan interface will be additionally tagged with the packet VID, and the class rule p-bits.
Set Rate Limit |[<3-_-.-=
ApphySave

Click Apply/Save to save and activate the rule.
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Consult the table below for detailed item descriptions.

Item

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface  : (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET -1, if a binary -AND of its
source MAC address with the Source MAC Mask is
equal to the binary  -AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET -1 then the result that the
Destination MAC Address of its header binary -AND to
the Destination MAC Mask must equal to the result

that this field binary - AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
prio rity to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0 -7.

- Class non -vlan packets egresstoanon  -vlan
interface will be tagged with VID 0 and the class rule
p-bits.
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- Class vlan packets egress to a non -vlan interface

will have th e packet p -bits re -marked by the class

rule p -bits. No additional vlan tag is added.

- Class non -vlan packets egress to a vlan interface

will be tagged with the interface VID and the class

rule p -bits.

- Class vlan packets egress to a vlan interface will b e
additionally tagged with the packet VID, and the class

rule p -bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.

Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is setto " -1", itmeans no shaping and "Burst Size" will be ignored.
- o -
SOMTREND
@ @) g@ \
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECUI'itY Qo5 Port Shaping Setup
- = . i arts traffi ing of Ethe interface
Qual Ity of Service :L;DE;IF:;T:;;S{FE; ssu::tjg_ 't-rla'. Iicl: :::rlrsgﬁ:: j‘tap ;’:;ill'r:}e'E:ist Size" will be ignored,
QoS Queue
QUEUE Conﬁguration Interface | Type | Shaping Rate (Kbps) Burst Size (bytes) Enable
Wilan Queue etho wan | -1 0
QoS Classification
QQS Port Shaping ethi LAN -1 0
RUUting eth2 LAN -1 0
DNS
DNS Proxy eth3 Lan | |-t 0
Interface Grouping
ethd LAM -1 ]
IP Tunnel
IPSec peT—
Certificate

Click Apply/Save  to apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP .

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The d efault gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority  order can be changed by removing all and adding them back in

i 3 2 K

A7)

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- Routing -- Default Gateway
Security
Qua“tv of Service Diefault gateway interface list can have multiple WAN interfaces servad as system default gateways but only ane
. will be used according to the pricrity with the first being the highest and the last one the lowest priarity if the
Ruutlng WAN interface is connected. Priority order can be changed by removing all and adding them back in again
Default Gateway
= Selected Default Gateway Available Routed WAN
Static Route Interfaces Interfaces
Policy Routin
v 9 &th0 1
RIP
DNS
DNS Proxy -
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
. Selected WAN Interface | ethO_ 1/ethD.1 r
Wireless

Apply/Save

Click Apply/Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Secmity Rumurtireg — Static Rowbe (A maximum 32 ertries cn be configuned)
ur

Quality of Service WOTE: For system created mute, the Remove’ checkbox i disabled,
Rﬂ::i"‘—:t |IP Vergion | DtTP) Preficlength | Gateway | Interface | metric | Remove |

Default Gateway

Static Route

Policy Routing

RIP

After clicking Add the following will display.

B < 0 ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

SECUI'it‘{ Routing — Static Route Add
Qual'lty of Service E::;lrt;s:stgsaaic;rtgzt::;rrt ?:::La:f;f;&;eti;gzsk, gabeway AND/CR available WAN inkerface then dick
Routing

Default Gateway IP Version: P4 v

Static Route Drestination IP address/prefix length:

Policy Routing Interface: v

RIP Gateway IP Address:
DNS {optional: metric number should be greater than or equal to zerc)
DNS Proxy Metric:
Interface Grouping [ Apply/Save |

= IP Version: Select the IP version to be IPv4 or IPv6 .
=  Destination IP address/prefix length: Enter the destination IP address.
= Interface: Select the proper interface for the rule.
=  Gateway IP Address: The next -hop IP address.
= Metric: The metric value of routing.

After completing the settings, click Apply/Save to add the entry to the routing

table .

87

Leading the Communication Trend



6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

SOMTREND

Be @ ak

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Policy Routing Setting — A maximum 7 entries can be configured.

Security
uality of Service
e I-IZY Policy Narn-el Source IP|LAN PurthAN |DEfau|tGW| Rern-mrel
Routing
Default Gateway
Static Route
Policy Routing
RIP
On the following screen, complete the form and click Apply /Save tocreate apolicy.

B <& ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. Policy Routing Settup
SECU“W Enter the policy name, polides, and WAN interface then click "Apply/Save” to add the entry ko the policy
= = routing tzhble
Qualltv of Service Mote: If selected "IPoE" 2 WAN intzrface, default gateway must be configured
Routing
Default Gateway policy Mame:
Static Route
. . Physical LAN Port: v
Policy Routing
RIP
DNS Source IP:
DNS Proxy

Use Interface| eth(). 1/eth0.1 ¥

Interface Gmuplng Default Gatavay 19:

IP Tunnel

LreEl Apply/Save
Certificate B
Consult the table below for detailed item descriptions.
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Item

Description

Policy Name

Name of the route policy

Physical LAN Port

Specify the port to use this route policy

Source IP

IP Address to be routed

Use Interface

Interface that traffic will be directed to

Default Gateway IP

IP Address of the default gateway
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6.34 RIP
To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox X for at least one WAN interface before clicking Apply / Save .

1 @ 3 & a kK

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- Routing -- RIP Configuration
Security
= = NOTE: If selected interface has MAT enabled, only Passive mode is allowed.
Quallty of Service f sel d rface h bled, onl o 1l d
Rnuting To activate RIP for the WAN Interface, select the desired RIP version and operation and place 2 check in the
Enabled’ checkbox. To stop RIP on the WAN Interface, unchack the ‘Enabled’ checkbox. Click the 'Apply/Save

Default Gateway button to star/stop RIP and save the configuration

Static Route

pOIICv Routi L) Interface] Version Operation  |[Enabled

RIP sthn.1 2 v | |Passive v| [
DNS
DNS Proxy  Apply/Save |
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS

server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or

static IPoE protocol is configured, Static DNS server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the

hig hest and the last one the lowest priority if the WAN interface is connected.

Priority order can be changed by removing all and adding them back in again.

B <P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
- DNS Server Configuration
Security N
= = Select Server Interfacs from availstle WAN interfzces OR enter static DMS server [P addrasses for the system, IF
Quall_ty of Service only a single WAN with static [PE protocol is configured, Static DNS s ssas must be enterad
Rt]ul]ng DNS Server Interfaces can have multiple WAN interfaces served 25 system dns sarvers but only ona will B2 usad
sccording to the priority the first being the higest znd the lzst one the lowest priority i the WAN intedface is

DNS connectad, Prigrity orde e changed by removing all and adding them back in again.

DNS Server

Dynamic DNS ® Salact DNS Server Interface from available WAN interfaces:

DNS Entries Selectzd DNS Sarver Intefaces Availatle WAM Interfaces
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless

) Use the following Static DNS IP address:
Primary DNS server

Secondary DS server

®  Obtzin IPvS DNS info from 2 WAN interface:
WAN Interface sslacted eth0.1/2th0.1 »

) Us=the fo raing Static IPvG DNS address:
Primary [PvE DNS sanven

Secondary [PvE DNS serven

Click Apply/Save to save the new configuration.
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6.4.2 Dynamic DNS
The Dynamic DNS service allows you to map a dynamic IP address to a static

hostname in any of many domains, allowing the PRT-6301 to be more easily
accessed from various locations on the Internet.

[ < &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity Dynamic DNS
= = The Dynamic DNS sarvice allows you to zliss a dynamic IP address to & static hostname in any of the many domains,
Quall_tv of Service gllowing your Broadband Router to be more easily accessed from various locztions on the Inemet.
Routin
DNS 9 Choosz Add or Remova to configure Dynamic DMS.
DMNS Server Hostname I Username I Servica | Interface | Remove |
Dynamic DNS
DNS Entries
To add a dynamic DNS service, click Add . The following screen will display.

1 @ 1 & =

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rit',r Add Dynamic DNS

Quall_ty of Service This page allows you to add 2 Dynamic DNS address from DynDNS.org, TZ0, 0 ne-ip.com.
Routing
DNS D-DNS provider CynDNS.org »

DNS Server Hostnama

Dynamic DNS Interface ethD 1/ethd. 1 w»

DNS Entries

DynDNS Settings

DNS Proxy |Uszrname
Interface Grouping Paszword

IP Tunnel

IPSec

Certificate

Multicast

Wireless

Click Apply/Save  to save your settings.

Consult the table below for item descriptions.
Item Description
D-DNS provider Select a dynamic DNS provider from the list
Hostname Enter the name of the dynamic DNS server
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Interface Select the interface from the list
Username Enter the username of the dynamic DNS server
Password Enter the password of the dynamic DNS server

6.4 .3 DNS Entries

The DNS Entry page allows you to add domain name and IP address pairs desired to
be resolve d by the DSL router.

SOMTREND
- ]
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity DNS Entries
H = The DNS Entry page allows you to 2dd domain name and IP address pairs desired o be resobved by the DSL router.
Quallty of Service Choose Add or Remaove to configure DNS Entry, The entries will become active after savelreboot.
Routin
DNS 9 A maximum 16 entries can be configured.
DNS Se | Domain Name I IP Address | Remove |
rer
Dynamic DS
ncries
Choose Add or Remove to configure a DNS Entry. The entries will become active

after save/reboot.

M < O ¢

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. DNS E

Security e
Qualit\r of Service Entzr the domain name and IP 2ddness that neads to be resolved locally, and dlick "Add Entry)
RDUEng Domain Name IP Address
DNS | |

DNS Server

Dynamic DNS

DNS Entries

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry  button.
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6.5 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to thel nternet. After the
CPE gets answers from  the DNS server, it replies tothe LAN clients. Configure DNS
proxy with  the default setting, when  the PC getsan IP via DHCP, the domain name,
Home, wi llbeaddedto PC & DNS Suffix SearchList ,and the PC canaccess route with
fiComtrend.Home a

[ < P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security DNS Proxy Configuration
Quality of Service Enzble DNS Proxy
RDUEng H f the B R Co d
DNS alrrcrro:uc mitren
Domain name of the LAN network:
DNS Proxy
Interface Grouping
DNS Relay Configuration
IP Tunnel This contrals the DHCP Server to zssign public DNS.
IPSec Enable DN Relay
Certificate
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6.6 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button remov es mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

l o o -
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECLII'it‘{ Interface Grouping -- A maximum 16 entries can be configured
= = Interface Gr r rts multiple ports to WAN and bridging groups. Each group will perform as an
Qual ity of Service i:;e:erZEﬁtc:zt:-;c-iJ.FE: fpl::\:rt this feature, you must create mapping groups with appropriate LAN and WAN
Routi ng interfaces using the Add button, The Remowve butten will remove the grouping and 2dd the ungrouped interfaces to
the Default group. Only the default group has IP interface.

DNS

DNS Proxy

Interface Grou p-l ng Group Name | Remove | WAN Interface | LAN Interfaces DHCP Vendor IDs

IP Tunnel eth.1 ETHI

IPSec ETH2

Certificate ETH3

Multicast pefautt —

Wireless Comitrend80D1_2.4GHz

Comtrend80D1_5GHz
| Add || Remove |

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. F ollow the instructions shown
onscreen .
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Device Info

Security

Quality of Service
Routing

DNS

DNS Proxy
Interface Grouping
IP Tunnel

IPSec

Certificate
Multicast
Wireless

¢ @ ak

Basic Setup  Advanced Setup Diagnostics

Management Logout

Interface grouping Configuration

This feature allows you to set ports or devices connected to either LAN or WLAM to use a specific WAN interface.
This feature can be sither a static or dynamic approach. Using the Vendor ID or Any Port, Ay WAN aption is an
option for a dynamic con o,

Here are the steps to create an Interface Group feature:

Step 1.Enter the Group Name, Each group name must be unigus when crezting multiple groups.

Step 2. Salect WAM Interface that the group will assodiate to, Chick on the WAN interface from the Available WAN
Interfaces column, then move it to the Grouped WAN Interfaces column., Use the Arrow button to move the
intzrfacas betwsen columnz,

Step 3. Chooss from the 3 options that best suit your nesds: [a.] Grouped LAN interfacz, [2.] Vendor ID OR [.]
MAC address for Any port, Any WAN,
[a.] The Grouped LAM interfaces option designates & port(s) to that specified WAN Interfaces group, Chick
on the LAN and WLAN interfaces you chooss to sssocizte, Uss the Armow button to togghe the LAMS/WLAN
intzrfaces to the other calumn,
[B.] The Vendor ID option will automatically dd LAM or WLAN dients port{s) or WLAN S5ID to the
Grouped LAM Interfaces basad on the Vendor ID in the DHCP Discover from the connected LAN dhient.
Add the DHCP Vendor ID string from the LAN Clznt. If you do not know the Vendor ID, sither you can
check with the mamufacturer or take a packet capture w0 identify the Wendar ID in the DHCP Discover

packet,

[c.] The MAC Address Match List for Any Bort, Amy WAN option automatically adds LAN or WLAN dients
port{s) or WLAN S5ID to the Grouped LAN Interfaces based on the MAC Address, Add the MAC address
for thoss devicss that need to be associated w the spedfic WAN Interfzce, Using the MAC OUI (first &
ters of the MAC address) iz accepteble but vou will nesd wm fill in the rest of the MAC zddress using
the "ex" as a wild card. For example, d8:b6:b7:a1:87:6d will have a MAC OUT of d8:b6:57. To use the
wild card you will enter d8:b&: b7 oo

Step 4, Click Apply/Save button o make the changes effecive immediately.

IMPORTANT: If a Vendor ID or MAC address is configured for a specific client device, pleass REBOOT
the dient device attached to the modem to allow it to request an IP address and associate the port
to the appropriate Group.

Group Name:| |

Available WAN Interfaces

- eth0.1/ethi.1 a

Grouped WAN Interfaces

Available LAN Interfaces

" Comtrend30D1_2.4GHz -
Comtrend&0D1_5GHz

ETH1

ETH2

ETH3

ETH4

Grouped LAN Interfaces

Automatically Add Clients With
the following DHCP Vendor IDs

MAC Address Match List for Any
Port Any Wan
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Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID

(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is

for PPPoE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETHS, and ETH4.
2. Video: nas 0 36, nas 0 37,and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP  server is running on "Default” and the remote DHCP server is
running on PVC 0/36 (i.e. for set -top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set -top box is connectedto E  TH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2.Video:nas _0 _36,nas_0 _37,nas_0_38, and ETH1.
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6.7 IP Tunnel

6. 7.1 IPv6inIPv4
Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly -configured IPv4
links.

M < 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

IP Tunneling -- 6in4 Tunnel Configuration

Security
Quality of Service | Name | WAN | LAN | Dynamic | IPv4 Mask Length | 6rd Prefix | Border Relay Address | Remove |
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPvGinIPv4
IPv4inIPv6
MAP

| Add || Remove |

Click the Add button to display the following.

M <@ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

IP Tunneling — 6in4 Tunnel Configuration

Security
Quality of Service | name [ wan | Lan | oynamic | 1Pv4 Mask Length | 6rd Prefix | Border Relay Address | Remave |
Routing S
DNS LA | [ Remore |
DNS Proxy
Interface Grouping
IP Tunnel
IPv6inIPv4
IPv4inIPv6

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
Associated WAN Interface Select the WAN interface to be used by the
tunnel
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Associated LAN Interface Selectthe LAN interface to be included in the
tunnel

Manual /Automatic Select automatic for point  -to-multipoint
tunneling / manual for point -to - point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface

6rd Prefix with Prefix Prefix and prefix length used for the IPv6

Length interface

Border Relay IPv4 Address Input the IPv4 address of the other device
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6. 7.2 IPv4inIPv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6 -only environment.

SOMTREND @ g@ -...

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

IP Tunneling - 4in6 Tunnel Configuration

Security
Quality of Service |Name |'INAN |LAN |Dynamic |AFI'R | Remove |
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPv6inIPv4
IPv4inIPv6
MAP

Add Femaove

Click the Add button to display the following.

Bedak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
"t". IP Tunneling — 4in& Tunnel Configuration

QLIEI'itY of Service Currenty, only D5-Lite configuration is supported.
Routing Tunnel Nama
DNS Mechanizm | DS-Lite bl |
DNS Proxy Azzociated WAN Intzrface | v
Interface Grouping Associated LAN Interface LAN/DbrD +
IP Tunnel ® wznual O Automatic

IPvGinIPv4 AFTR:

IPv4inIPv6 | applyisave |

Click Apply/Save to apply and save the settings.

Item Description

Tunnel Name Input a name for the tunnel

Mechanism Mechanism used by the tunnel deployment

Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel
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Manual /Automatic Select automatic for point

tunneling / manual for point

-to - multipoint
-to - point tunneling

AFTR

Address of Address Family Translation Router

6.7.3 MAP

This page allows you to configure MAP -T and MAP -E entries.

[ < 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

SECUI'it‘{ MAP -- MAP-T{MAP-E Configuration
Qua“.ty of Service Mechanism | WAN | Dynamic ::afix :::i HEZ :::i HE g?flszt :::.:u_l PSID | Remove
Routing
DNS |£| Remaove
DNS Proxy
Interface Grouping
IP Tunnel

IPv6inIPv4

IPv4inIPvb

MAP

Click the Add button to display the following.

1@ 1 &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity MAP — MAP-T/MAP-E Configuration
uality of Service
2{] Iiw Mechanizm | MAP-T [ |
uang Azzociated WAN Interface | - |
DNs Associated LAN Interface LAMN/DM »
DNS PI"OXY ® wznuzl O Automatc
Interface Grouping
IP Tunnel
IPvGinIPv4
IPv4inIPvG BR IPvE Prefix
MAP BMR TPvé preff;
IPSec BMR [p-_._q Prafix
. PSID Offzet
Certificate BSID Length
Multicast PSID Value
Wireless

Apphy/Save

Click Apply/Save
described below.

to apply and save the settings. The settings shown above are
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Item

Description

Mechanism

Choose whether to encapsulate with MAP -E or
MAP-T to be used for NAT64 translation

Associated WAN
Interface

Lists the LAN interface s available to be used for IP

MAP

Associated LAN
I nterface

Lists the LAN interfaces available to be used for IP
MAP

Manual

Automatic

Configure the prefix and relative PSID settings
manually

The prefix settings will be configured automatically
from the mapping interfaces

BR IPv6 Prefix

Configure the border relay IPv6 Prefix

BMR IPv6 Prefix

Configure the basic mapping rule IPv6 Prefix

BMR IPv4 Prefix

Configure the basic mapping rule IPv4 Prefix

PSID Offset Port Set ID offset assigned to the IP MAP
PSID Length Define the port set ID length
PSID Value Define the port set ID value
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6.8 IPSec
6. 8.1 IPSec Tunnel Mode Connections

You can add, edit or remove IPSec tunnel mode connections from this page.

[ < & & A

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

SECUI'itY IPSec Tunnel Mode Connactions
Qua“ty of Service Add, remove or enable/diszble IPSac tunnel connedtions from this page.
R-OUting Connection | IP Tunnel | Key Exchang Local Gat R it Local Remote R
DNS Mame Version | Mode Method Interface Gab Y Add Add smove
?Nts I;mxy(.; ) |_Add New Connection || Remove |

nLerrace Grouping
IP Tunnel

IPv6inIPv4

IPv4inIPv6

MAP
IPSec

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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Device Info

Security

Quality of Service
Routing

DNS

DNS Proxy
Interface Grouping
IP Tunnel

Basic Setup

Advanced Setup

IPSec Settings

[PSer Connection Marne
[F Version:
Tunne! Mode

Local Gateway Interface:

Diagnostics

°
i

Management

new connection
IPvd v
ESP r

Select interface v

Logout

IPv6inIPv4
IPV4inIPV6 Remats IPS2c Gateway Address 0.0.0.0
MAP Tunne! access from local IP addresses Subnet v
IPSec
. IP Address for VBN 0.0.0.0
Certificate
. Mask ar Prefix Length 255.255,255.0
Multicast
Wireless Tunnel access from remate IP addresses Subnet v
IF Address for VPN 0.0.0.0
Mask or Prefix Langth 255.255,255.0
Key Exchange Method Auto{IKEv1) *
Authentication Method Pre-Shared Key v
Pre-Sharad Key key
Perfect Forward Secrecy Disable *
Advanced IKE Settings Show Advanced Settings
Apply/Save
Heading Description

IPSec Connection
Name

User -defined label

IP Version Select the corresponding IPv4 / IPv6 version for the
IPSEC connection
Tunnel Mode Select tunnel protocol, AH (Authentication Header) or

ESP (Encapsulating Security Payload) for this tunnel.

Local Gateway
Interface

Select from the list of wan
gateway for the IPSEC connection

interface to be used as

Remote IPSec
Gateway Address

The location of the Remote IPSec Gateway. IP address
or domain name can be used.

Tunnel access from
local IP addresses

Specify the acceptable host IP on the local side
Choose Single or Subnet
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IP Address/Subnet If you chose Single , please enter the host IP address
Mask for VPN for VPN. Ifyouchose  Subnet , please enterthe subnet
information for VPN.

Tunnel access from Specify the acceptable ho st IP on the remote side.
remote IP addresses Choose Single or Subnet

IP Address/Subnet If you chose Single , please enter the host IP address
Mask for VPN for VPN. Ifyouchose  Subnet , please enterthe subnet

information for VPN.

Key Exchange Select from Auto(IKE)  or Manual
Method

For the Auto(IKE) key exchange method, s elect Pre -shared key or Certificate (X.509)
authentication. For Pre  -shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the li st.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate Input Pre -shared key / Choose Certificate
(X.509)
Perfect Forward Secrecy Enable or Disable
Advanced IKE Settings Select Show Advanced Settings to reveal
the advanced settings options shown below.
Advanced IKE Setting Hide Adwanced Settings
Phass 1
Mods Iain v
AES-125 (sw) ¥
SHAT (sw)
for Key Exchange 1024bit »
Key Life Time 3500 2oonds
Phass 2
Encryption Algorithm AES - 128 (zw) b
Integrity Algorithm SHAT (sw) v
fie-Hellman Group for Key Exchange 1024bit »
Ky Life Tima 3600 rors
Advanced IKE Settings Select Hide Advanced Settings to hide the
advanced settings options shown above.
Phase 1/ Phase 2 Choose settings for each phase, the available
options are separated wi
Mode Main / Aggressive
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Encryption Algorithm DES/3DES / AES 128,192,256

Integrity Algorithm MD5 / SHA1

Select Diffie -Hellman Group 768 1 8192 bit

Key Life Time Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

Key Exchangs Method IManual v
Encryption Algorithm AES v
Encryption Key
Hext value: DES - 16 digit, 3DES - 48, AES 32, 48, &4 digic
Aut thm SHAT »
. Hest value: MDS - 32 digis, SHAL - 40 dig
5SPI 101
Hex value: 100-FFFFFFF
Apply/Save
Encryption Algorithm DES /3DES/ AES (aes -cbc)
Encryption Key DES: 16 digit Hex, 3DES: 48 digit Hex
Authentication Algorithm MD5 / SHA1
Authentication Key MD5: 32 digit Hex, SHAL: 40 digit Hex
SPI (default is 101) Enter a Hex value from 100  -FFFFFFFF
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6.9 Certificate

A certif

cate is a public key, at t(cmmpanydamgi t h

server name, personal real name, contact e -mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is va lid.

6.9.1 Local

Device Info

Security
Quality of Service
Routing
DNS
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA

.@@5@15

Basic Setup Advanced Setup Diagnostics Management Logout

Local Certificates

Add, View or Remove certificates from this page. Local certificates are used by paers to verify your identity.
Maximum 4 certificates can be stored,

|Name |In Use |5uhje|:l: |T\rpe |Ad:ion |

| Create Certificate Request | | Import Certificate |
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CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate  -signing request.

The certificate -signing request can be submitted to the vendor/ISP/ITSP to apply for
acertificate. Some information must be included in the certificate -signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to

pro vide the information in the format they regulate. Enter the required information

and click Apply to generate a private key and a certificate -signing request. The
contents of this application form do not affect the basic parameter settings of the

¢ a k&

- o -
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Create new certificate request

Security

Quality of Service

Routing

DNS

DNS Proxy Organization Name:

Interface Grouping State/Pravince Name:

IP Tunnel Country/Region Name: US (United States) v

IPSec

Certificate
Local
Trusted CA

To generate a certificate signing request you need to include Commeon Mame, Organization Mame, State/Province Name,
and the Z-letter Country Code for the certificate.

Certificate Mame:

Commnon Mames:

Apply

The following table is provided for your reference.

Item Description
Certificate Name A user -defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two -letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

B Q¢ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECUI'it\[ Import certificate
Quality of Service Enter certificate name, paste certificate content and private key.
Routi ng rClartilz cate
Marme:
DNS -----BEGIN CERTIFICATE-----
DNS Proxy <insert certificate herex

. -----END CERTIFICATE-----
Interface Grouping

IP Tunnel
IPSec Certificate:
Certificate
Local
Trusted CA i
Multicast -----BEGIN RSA PRIVATE KEY-----
= <insert private key here>
Wireless -----END RSA PRIVATE KEY-----
Private Key:
4
|_Apply |
Enter a certificate name and click the Apply button toimport the certificate and its
private key.
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6.9.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.

It is itself a certificate, attached with the owner information of this certificate

authority; but its purpose is not encryption/decrypt ion. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto - Configuration Server (ACS) that the CPE will connect to.

Enter a certificate name and click Apply to import the CA certificate.
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