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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

¢ Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e Never install telephone wiring during stormy weather conditions.

CAUTION:

m  Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

m  Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

n Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

m  To prevent interference with cordless phones, ensure that the gateway is
at least 5 feet ( 1.5m )from the cordless phone base station.

m  If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

Disconnect the power line from the device before servicing
For indoor use only

Do NOT open the casing

Do NOT use near water

Do NOT insert sharp objects into the RJ-11 jack

Keep away from the fire

For use in ventilated environment / space

Use 26 AWG or larger cable connect to RJ-11 port

Débranchez I'alimentation électrique avant I'entretien
Cet appareil est concu pour |I'usage intérieur seulement
N'ouvrez pas le boitier

N'utilisez pas cet appareil prés de I'eau

N'insérez pas d'objets tranchants dans la prise RJ-11
N'approchez pas du feu

Veuillez utiliser dans un environnement aéré

Veuillez utiliser fil électrique de 26AWG pour port RJ-11

Power Specifications ( Alimentation ) :

Input : 12Vdc, 3.0A &
Output : USB3.0, === 900mA

User Information

Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit d’utilisation de I'appareil
par |'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
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This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.
This device complies with Part 15 of the FCC Rules and Industry Canada
licence-exempt RSS standard(s).

Operation is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de fagon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

Cet appareil est conforme a la norme RSS Industrie Canada exempts de licence
norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris les interférences
qui peuvent causer un mauvais fonctionnement du dispositif.

Radiation Exposure

FCC

1. This Transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 30 cm between the radiator and your body.

ISED

This device complies with the ISED radiation exposure limit set forth for an
uncontrolled environment. This device should be installed and operated with
minimum distance 30 cm between the radiator & your body. This transmitter must
not be co-located or operating in conjunction with any other antenna or transmitter.

“This product meets the applicable Innovation, Science and Economic development
Canada technical specifications”.

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce
the potential for harmful interference to co-channel mobile satellite systems.

This product meets the applicable Industry Canada technical specifications.

The Ringer Equivalence Number (REN) indicates the maximum number of devices
allowed to be connected to a telephone interface. The termination of an interface

may consist of any combination of devices subject only to the requirement that the
sum of the RENs of all the devices not exceed five.
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Cet équipement est conforme avec |'exposition aux radiations ISED définies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé a une
distance minimum de 30 cm entre le radiateur et votre corps. Cet émetteur ne doit
pas étre co-localisées ou opérant en conjonction avec une autre antenne ou
transmetteur.

«Ce produit est conforme aux spécifications techniques applicables d'Innovation,
Sciences et Développement économique Canadas».

les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniguement pour une utilisation a l'intérieur afin de réduire les risques de
brouillage préjudiciable aux systemes de satellites mobiles utilisant les
mémes canaux.

Le présent matériel est conforme aux specifications techniques applicables
d’'Industrie Canada.

L'indice d’équivalence de la sonnerie (IES) sert a indiquer le nombre maximal de
terminaux qui peuvent étre raccordés a une interface téléphonique. La terminaison
d’une interface peut consister en une combinaison quelconque de dispositifs, a la
seule condition que la somme d’indices d’équivalence de la sonnerie de tous les
dispositifs n‘excede pas cing.

Le numéro REN (Ringer Equivalence Number) indique le nombre maximal de
périphériques pouvant étre connectés a une interface téléphonique. La terminaison
d'une interface peut consister en une combinaison quelconque d'appareils, a la
condition que la somme des REN de tous les appareils ne dépasse pas cing.

Certification
@® FCC/ IC standard
Part 15B / ICES-003
Part 15C / RSS-247( 2.4GHz )
Part 15E / RSS-247( 5GHz )
TIA-968 / IC-CS03
UL 62368-1 / CSA 62368-1

Copyright

Copyright©2021 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.
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Open Source Software Notice

Comtrend’s products use open source software to fulfill their function.

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are allowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public License. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:

Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
products will strictly follow the market's standard requirements. It is not permitted
to modify any Wi-Fi parameters, including the Wi-Fi power setting.

Obtain Source Code
If you wish to download the open source code please see:
https://www.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be
provided with the entire source code for that product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email: Comtrend support team - opensource@comtrend.com

Postal: Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,

New Taipei City 241405,
Taiwan
Tel: 886-2-2999-8261

In detail name the product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WILL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html
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Protect Our Environment

This symbol indicates that when the equipment has reached the end of
its useful life, it must be taken to a recycling centre and processed

EE separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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Chapter 1 Introduction

PBL-6201 is a Multi-DSL bonding router with Broadcom solution. It provides both
ADSL and 35b VDSL bonding and single line. It also provides a 2.5 Giga Ethernet
port and four Giga Ethernet ports, and supports a WiFi 6 (802.11ax) Wireless
solution on frequency band of 2.4GHz (4T4R) & 5GHz (4T4R). PBL-6201 allows easy
central management (ACS) by following TR-069.
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Chapter 2 Installation
2.1 Hardware Setup

DO NOT STACK

Non-stackable
This device is not stackable - do not place units on top of each other, otherwise
damage could occur.

Follow the instructions below to complete the hardware setup.
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2.1.1 Back Panel

The figure below shows the back panel of the device.
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DSL

Connect to the DSL port with the DSL RJ11 cable. The PBL-6201 supports the
following DSL profiles -

ADSL : ADSL, ADSL 2, ADSL 2+.

VDSL : 8a, 8b, 8¢, 8d, 12a, 12b, 17a, 30a and 35b.

USB Port

This port can be used to connect the router to a storage device. It can only be used
for SAMBA(storage) and for a Printer Server. Support for other devices may be
added in future firmware upgrades.

LAN (Ethernet) Ports
You can connect the router to up to four LAN devices using RJ45 cables. The ports
are auto-sensing MDI/X and either straight-through or crossover cable can be used.
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ETH WAN PORT

This port is designated to be used for Ethernet WAN functionality only. Use
1000-BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE-T
RJ-45 cables for standard network usage. This ports is auto-sensing MDI/X; so
either straight-through or crossover cable can be used.

WiFi On/Off/ WPS Button 5G

Press the 5G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 5G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.

WiFi On/Off/ WPS Button 2.4G

Press the 2.4G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.

WPS Button
Press the WPS button less than 2 seconds to enable WPS which will allow 2 minutes
for WiFi connection.

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.1.2 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the PBL-6201 will go into a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section — LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.

13
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2.1.2 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

iQ

39 59 550 EQ EQ

L

2@ 3
-

Q0

s
-

€836

LED Color Mode Function

IP connected and no traffic detected (the device

has a WAN IP address from IPCP or DHCP is up or
a static IP address is configured, PPP negotiation
is successfully complete

On

Modem power off, modem in WDS mode or WAN

Off | connection not present

INTERNET IP connected and IP Traffic is passing through the

BIink | device (either direction)

Device attempted to become IP connected and
failed (no DHCP response, no PPPoE response,

PPPoE authentication failed, no IP address from
IPCP, etc.)

On

14
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On xDSL (DSLO) Link is established.
DSLO Off xDSL (DSLO) Link is established.
Blink | XxDSL (DSLO) Link is training.
On xDSL (DSL1) Link is established.
DSL1 Off xDSL (DSL1) Link is established.
Blink | xDSL (DSL1) Link is training.
On Ethernet WAN is connected.
Z.F\ﬁAﬁTH Off Ethernet WAN is not connected.
Blink | Ethernet WAN is transmitting/receiving.
On Wi-Fi enabled.
5G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
On Wi-Fi enabled.
2.4G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
on WPS co_nnection successful. The LED will stay on
for 3 minutes.
WPS Off No WPS association process ongoing.
WPS connection in progress.
Blink | WPS connection unsuccessful. The LED will keep
blinking for 30 sec.
Oon An Ethernet Link is established.
ETH 1X-4X Off An Ethernet Link is not established.
Blink | Data transmitting or receiving over Ethernet.
On The device is powered up.
Off The device is powered down.
POST (Power On Self Test) failure or other
POWER malfunction. A malfunction is any error of
On internal sequence or state that will prevent the
device from connecting to the DSLAM or passing
customer data.
Note:

A malfunction is any error of internal sequence or state that will prevent the device
from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing
or in operations which result in a unit state that is not expected or should not occur.

IP connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or
a static IP address is configured, PPP negotiation has successfully complete - if
used - and DSL is up ) and no traffic detected. If the IP or PPPoE session is dropped
for any other reason, the light is turned off. The light will turn red when it attempts
to reconnect and DHCP or PPPOE fails.
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Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.
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3.2 IP Configuration

DHCP MODE

When the PBL-6201 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves IP addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocel Version 4 (TCP/IPv4) Properties Iiléj

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{7 Use the following IP address:

i@ Obtain DMS server address automatically

(7 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ][ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.

17
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STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

Internet Protocel Version 4 (TCP/IPvA) Properties Iilﬂ—hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255,255, 0
Default gateway:

Cbtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upon exit

[ OK ][ Cancel ]

STEP 4: Click OK to submit these settings.
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3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Information screen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Windows Security li._E-J

The server192168.1.1 at Broadband Router requires a username and
password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| FJEEF name |

| Password |

["] Remember my credentials

| ok || Cancel

L A

Click OK to continue.

NOTE: The login password can be changed later (see section 8.7.1 Accounts). ]
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STEP 3: After successfully logging in for the first time, you will reach this screen.

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
MNetwork Map
Wireless
Topology

COMTREND

e AR

2 B

Basic Setup Advanced Setup Diagnostics Management Logout
Device LAN
Mudel
=T |o0or
Serial Number 100 FO Dawn Diawr Diawn
ethl it i3 wihd
R LAN IPva Address 192.168.1.1
Boctiader (CFE) Version | 1 LAN Subnet Mask 255255 355 0
Up Time LAMN MAC Address
DHCP Sarwer
Wireless
L.AGHz Interfice WAN
Driver Version 17.10.96.27 D
Primary S510 ComtrendSEAZ_2 4Gz
Status Enaliiel Lawim
Channel 1 Traffic Type Inactive
Upstresm Rate (Kbps) [
L Dewnstream Rate (Kbps) o
ﬁ Securs Defiault Gateway
Primary DNS Server 0000
P ——— — Secnndary DNS Server 0.0.0.0
Primisry Passphriase) Key
SGHz Interface
Diriver Version 17.10.99.27
Primary 5510 ComtrendSEA2_SGHz
Status B
Channel S
=N
ﬁ Smcur=
Primary Encryption WPAZ-FEK AES
Primary Passphrase/ Key =

You can also reach this page by clicking on the following icon located at the top of

the screen.

Device Info
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Chapter 4 Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and

user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.

21

Leading the Communication Trend



Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
MNetwork Map
Wireless
Topology

Basic Setup

COMTREND

[ < & ¢

Advanced Setup

Diagnostics

Madel

Board ID

Serial Number

0531 24UN0F-ANG00122

Firmwrare Version

HT11-502CTU-

Logout

1m0 Dawn

ethl 2

2 B

Management

Dawn

ethl

CRele

Dawn
ethd

LAN IPwd Address

Buvtloader (CFE) Version | 1.

LAN Subnet Mask

LAN MAC Address

Up Tims:

DHCP Server
Wireless
2.4GHz Interface WAN

Diriver Version G

Primary 5510 ComirandSE42_2 454z

Status Enzbil=d Davm

] 1 Traffic Type Iractive
Upstream Rabe (Kbps) o

Y Duwnstream Rate (Kbps) [
ﬁ Semure Default Gateway

Primary DNS Server I

Priehnry Encrypio WEAD-FSK AES Secondary DNS Server 0.0.0.0

Primary Passphrase) Key Ea

SEHz Interface

Diriwer Versian 17.10.98.27

Primary S50 trandSEAT_TEHz

Status

Channel S

=
oo
Primary Encryption
Primary Passphrase) Key

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

SOMTREND

- ]

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary WAN Infa
WAN Igmp MLD

.. . Igmp MLD ) IPve | IPv4 PPP IPve | IPvG
Statistics Interface | Description | Type | VianMuxId | IPvé Pxy Esf_‘rgl Pxy Esr:lgl NAT | Firewall | go_p o | Address connect/disconnect | Status | Address
Route
ARP
DHCP | Refresh || DHCP Releass || DHCP Renew |

Refresh - Click this button to refresh the screen.
DHCP Release - Click this button to release the IP through IPoE service.

DHCP Renew - Click this button to refresh an IP through IPoE service.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPV6 Shows WAN IPv6 status
Igmp Pxy Shows Internet Group Management Protocol

(IGMP) proxy status

Igmp Src Enbl Shows the status of WAN interface used as IGMP
source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD
source

NAT Shows Network Address Translation (NAT) status

Firewall Shows the status of Firewall
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IPv4 Status

Lists the status of IPv4 connection if WAN enabled
IPv4

IPv4 Address

Shows the WAN IPv4 address

PPP
connect/disconnect

Shows the PPP connection status

IPv6 Status

Lists the status of IPv6 connection if WAN enabled
IPv6

IPv6 Address

Shows the WAN IPv6 address

For your reference, if Manual Mode is enabled in PPP service as shown here.

Eni

|  Fied MTU
MTL:| 1492
E Enzblz PPP Mznus! Mode
Enzblz PPP Debug Mode

Bridge PPPoE Frames Between WAN and Local Ports

IGMP Multicast

Enzblz IGMP Multicast Prawy

Tl

zble IGMP Multicast Source

D

Back Mext

Manual PPP connect/disconnect option will become available on the WAN Info page

(as shown here).

Summary

Beodak

Device Info Basic Setup  Advanced Setup

Diagnostics Management Logout

WAN Info

WAN

Statistics Interface | Description

Type

Igmp MLD
Viniuad | teve | TP | s [P s Pve PP PG
¥ | Enbl ¥ | Enbl

NAT | Firewall | IPv4 Status Address | connect/disconnect IPVE Status | aggee o

Route
ARP

ool | epedpind-2

PPPoE

Disabled | Disabled | Disabled | Dissbled | Disabled | Disabled | Enabled | Disabled | LowerlayerDown Connect [ServiceDown

DHCP
NAT Session
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4.2 Statistics

This selection provides LAN, WAN, xTM and xDSL statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

MBS d S

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Statistics -- LAN
Summary

WAN Racaived Transmittad
Statisti Interface Total Multicast | Unicast | Broadcast Total Multicast |Unicast | Broadcast
Ies Bytes | Pkts | Errs | Drops | Bytes | Pkes | Pkes Phts Bytes |Pkts |Errs|Drops | Bytes | Phkes | Phkes Phts
LAN ethd 0 0 0 0 0 0 0 0 0 0 | 0 0 0 0 0
WAN SEWICE ethl 53a31 472 |0 0 0 159 | 205 108 271609 (427 |0 0 [ 137 |284 &
x*xTM eth2 0 0 0 0 0 0 0 0 0 0 | 0 0 0 0 0
xDSL eth2
eth4
Route eths
ARP
DHCP " Hecat Cratictice |
NAT Session | Rzsst Statistics
Item Description
Interface LAN interface(s)
Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

Be g ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
S Statistics -- WAN
WAN Received | Transmitted
Ot Interface|Description Total I Multicast |Un'|caslﬁmadcast| Total I Multicast IIJ nicasﬂBmadcast
Statistics Bytes]Pkt=|Err=|Dro Phts] Phis | Pkt Phts|Erra|Dro Ptz Pkts | Phis
LAN
WAN Service R=sat Stetistics |
xTM .
Item Description
Interface WAN interfaces
Description WAN service label

Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.3 XTM Statistics

The following figure shows ATM (Asynchronous Transfer Mode)/PTM (Packet
Transfer Mode) statistics.

LOMTREND
o O RGN
amif
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
s Interface Statistics
Yl Port In Out In Out In OAM | Out OAM In ASM Dut ASM In Packet In Cell
WAN Number |Octets | Octets |Packeulpackeu Cells | cells calls Calls | Ereors EFrors |
Statistics
LAN _
WAN Service [ Reser |
xTM
xDSL
Click the Reset button to reset the statistics.
XTM Interface Statistics
Item Description
Port Number ATM PORT (0-1)
In Octets Number of octets received over the interface
Out Octets Number of octets transmitted over the interface
In Packets Number of packets received over the interface

Out Packets

Number of packets transmitted over the interface

In OAM Cells Number of OAM Cells received over the interface
Out OAM Cells Number of OAM Cells transmitted over the interface
In ASM Cells Number of ASM Cells received over the interface
Out ASM Cells Number of ASM Cells transmitted over the interface

In Packet Errors

Number of packets in Error

In Cell Errors

Number of cells in Error
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4.2.4 xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL & ADSL) show this variation.

VDSL2
- L]
COMTREND
Device Info  Basic Setup Ads‘:ftﬂfd Diagnostics Management Logout
Statistics - dDSL
Summary
WAN Eonding Line Selection
Statistics g
LAN ) Mode: Doz
WAN Service Traffic Type: il
xTM Etatus: Lo
xDSL Link Power itate: Lo
Route
ARP Crownskreamfilpstream|
DHCP :_hyRESt:_lus: — gFF gFF
ine Coding(Trellis): n n
NAT Session SNR Margin (0.1 dB): B0 Eal
IGMP Info Intte nuation [0.1 dE): C1
CPU & Memory Dutput Power (0.1 dBm): 145 15
Network Map Ittainable Rate (Kbps): Bnns 13240
Wireless
Path 0
DrownskreamfUpstream
Rate (Kbps): B0 1noiz
B (# of bytes in Mux Data Frame): X 39
™ (# of Mux Data Frames in an RS codeword): 1 1
T (# of Mux Data Frames in an OH sub-frame}: K4 EC
R (# of redundancy bytes in the RS codeword): 16
& (# of data symibols over which the RS code word spans):).0503 J509
L (# of bits ransmitted in each data symbol): 12576 P19
D (interleaver depth): E17 1
I (intarlaavar bloclk: siza in bytas): 20 120
N (RS codeword size): 1] 40
Delay (msec): L
INP (DMT symbol): 1.50 i}
I0H Frames: EEELN] [ragl
iI0H Frame Errors: 1
1S Words: E423329 (35905
BS Correctable Errors: 1
S Uncorrectable Errors: 1
HELC Errors: I
IOCDe Errors: 0
LCD Errors: I
Total Cells: 353750
Data Cells: o
Bit Errors: 1
[Total ES: 1
Total SES: 1
Total UAS: 6 6
xDSL BER Test | | Reset Statistics | | Draw Graph |

28

Leading the Communication Trend



ADSL2+
- -
COMTREND
Device Info  Basic Setup Ad;;ﬂ?d Diagnostics Management Logout
Skakistics -- xDSL
Summary
WAN
Statistics Bonding Line Selection
LAN
WAN Service Mo de: e Sl 2plus
*TM Traffic Type: 1o T
DSL Etatus: Lo
X Linl: Power State: Lo
Route
ARP D ownestre am fUp=tream
DHCP PhyR Status: i iy
MAT Session Line Coding( Trellis): o =
IGMP Info ENR MMargim (0.1 dE): g 2
CPU & Memory Attenuation (0.1 4B): 3 [
Network Map iDukput Power (0.1 dBm): B0 121
Wireless Wttainable Rate (Khps): 72 7R 1177
Path O
D ownstre amfUp=stre.am
Rate (Kbps]: E927 1177
M5 G (# of bytes in overhead channel message):zf£1 11
B (# of bytes in Mux Data Frame): =9 14
M (# of Mux Data Frames in FEC Data Frame): |1 1
T (Mux Drata Frames over sync byktes): il 1
B [ # of check bytes in FEC Data Frame): 1 ]
& (ratio of FEC over PMD Data Frame lemgth):  )0.2349 [5.8594
L (# of bits im PMD Data Frame): XEF] E1=
D (inkterleaver depth): 1 al
Delay (msec): 1 al
INP (DM T symbol): 0. 00 .00
[Super Frames: 128512 [9aid
lS:uper Frame Errors: 7 0
RS Words: 1 13459
R5% Correctable Errors: 1 o
RS Uncorvectable Errors: 1 o
HELC Errors: kS I
IOC D Errors: I X
LCD Errors: I X
Tokal Cells: a0z 2 N
Data Cells: 120 o
Bit Errors: I i
Tokal ES: 11 i
Tokal SES: 10 I
Tokal UAS: 192 13-
xDSL BER Test | | Reset Statistics | | Draw Graph |

Click the Reset Statistics button to refresh this screen.

Item Description
Bonding Line Selection Select bonding line to display information table
accordingly.
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Mode VDSL, VDSL2

Traffic Type ATM and PTM supported

Status Shows the status of the DSL link

Link Power State Shows the link output power state

phyR Status Shows the status of PhyR™ (Physical Layer

Re-Transmission) impulse noise protection

Line Coding (Trellis) Trellis On/Off
SNR Margin (0.1 dB) Shows the Signal to Noise Ratio (SNR) margin
Attenuation (0.1 dB) Shows the estimate of average loop attenuation in

the downstream direction

Output Power (0.1 dBm) Shows the total upstream output power

Attainable Rate (Kbps) The sync rate you would obtain
Rate (Kbps) Shows the Current downstream/upstream sync
rates

In ADSL2/VDSL mode, the following section is inserted.

Item Description
MSGc Number of bytes in overhead channel message
B Number of bytes in Mux Data Frame
M Number of Mux Data Frames in a RS codeword
T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth
I The interleaver block size in bytes
N RS codeword size
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Delay

The delay in milliseconds (msec)

INP

DMT symbol

Item

Description

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item

Description

OH Frames

Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item Description
HEC Errors Total Number of Header Error Checksum errors
OCD Errors Total Number of Out-of-Cell Delineation errors
LCD Errors Total number of Loss of Cell Delineation
Total Cells Total number of ATM cells (including idle + data

cells)

Data Cells Total number of ATM data cells
Bit Errors Total number of bit errors
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Item Description
Total ES Total Number of Errored Seconds
Total SES Total Number of Severely Errored Seconds
Total UAS Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).

The test is done by transferring idle cells containing a known pattern then
comparing the received data with this known pattern to check for any errors. A small
pop-up window will open after the button is pressed, as shown below.

@ 192.168.1.1/berstart tst?berState=1-Go... — O X

=Z2 | 192.168.1.1/berstart.tst?berStat

D

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the
tion. The test is done by

quality of the ADSL coni

transferring idle cells containing a3 known pattern and
] ata with this known pattern to
Sele e test duration below and click "Start
Tested Time (sec 120 v
Start | Close

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

32

Leading the Communication Trend




& 192.168.1.1/berstop.tst - Google Chrome  — O
A 722 | 192.168.1.1/berstop.tst

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 20
Total Transferred Bits: 0x000000006BF65980
Total Error Bits: 0x0000000000000000
Error Ratio: 0.00e+00
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xDSL TONE GRAPH

Click Draw Graph on the xDSL Statistics screen and a pop-up window will display
the xDSL statistics graph, including SNR, Bits per tone, QLN and Hlog of the xDSL
line connection, as shown below.

DSL Line Statistics

=200

W o= o [l Hog

line ® smoothed line © filled
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4.3 Route

Choose Route to display the routes that the PBL-6201 has found.

[l

o 0 Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Device Info -- Route
Summary
WAN e g e
Statistics
Route Destination | Gateway | Subnet Mask | Flag | Metric | Service Interface
ARP 192.168.1.0 | 0.0.0.0 255,255,255.0 | U 1] cpa-ipintf-1
DHCP 239.0.0.0 0.0.0.0 255.0.0.0 u i cpa-ipintf:
NAT Session
Item Description
Destination Destination network or destination host
Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask
Flag U: route is up
I reject route
G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance' to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces

35

Leading the Communication Trend



4.4 ARP

Click ARP to display the ARP information.

M L
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SUITIITIEI'Y Device Info -- ARP
WAN IP address | Flags HW Address Device
Statistics 192.168.1.3 | Complete | 00:50:ba:24:29:bd | bed
Route
ARP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection bridge for device behind CPE: br0,
bri, ..
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4.5 DHCP

Click DHCP to display all DHCP Leases.

?REND @ g@ =.l ]

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device Info -- DHCP Leases
WAN | Hostname | MAC Address |IP Address I Expires In I
Statistics
Route
ARP
DHCP
Item Description
Hostname Shows the device/host/PC network name

MAC Address Shows the Ethernet MAC address of the device/host/PC

IP Address Shows IP address of device/host/PC
Expires In Shows how much remaining time is left for each DHCP Lease
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols
passing through the device.

1@ 3 Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary NAT Session
WAN Prass "Show Al will show 2ll NAT se=sion informatian,
Statistics Source IP Source Port Destination [P I Destination Port Protocol Timeout
Route
ARP -
DHCP | Refresh || Shaow A |
NAT Session

Click the “Show All” button to display the following.

HAT Session

Press "Show Less” will show MAT session information on WAN side anly.

Source IP Source Port Drestination IP Drestination Port Protocol Timeout
152.168.1.2 S84 1592.168.1.1 BD tcp B3
127.0.0.1 45000 127.0.0.1 45032 udp 27
152.168.1.2 80311 1592.168.1.1 53 udp 1
192.168.1.2 S0EE3 192.168.1.1 BD tcp B3
152.168.1.2 53727 152.168.1.1 53 udp 25
192.168.1.2 SO0 192.168.1.1 BD tcp Be399
152.168.1.2 S0GE5 152.168.1.1 BD tcp B3

[ Refresh H Show Less

Item Description
Source IP The source IP from which the NAT session is established
Source Port The source port from which the NAT session is established
Destination IP The IP which the NAT session was connected to

Destination Port The port which the NAT session was connected to

Protocol The Protocol used in establishing the particular NAT session
Timeout The time remaining for the TCP/UDP connection to be active
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4.7 IGMP Info

Click IGMP Info to display the list of IGMP entries broadcasting through the IGMP
proxy enabled WAN connection.

r =
SOMTREND
M @ 3 & ak
i
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary List of IGMP Proxy Entries
WARN - Last Re Total Total Total
Statistics Interface | WAN | Groups | Member | Timeout Tiarite BOiE T?:al:sec] ]:ifs L:?ves
Route
ARP
DHCP
NAT Session
IGMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires

Last Report Time

The time of the last received IGMP report

Total Time(sec)

Total time that the IGMP stream has been played

Total Joins

Total IGMP join packets received for this IGMP address
for this client

Total Leaves

Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and
memory usage with dynamic updates.

.@&rg@ﬁlﬁ

Device Info Basic Setup  Advanced Setup Di

Logout
oy System Performance

WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info Memory. Physical Memory Usage History
CPU & Memory

Network Map
Wireless

|

CPU Ussge CPU 0 Usage History CPU 1 Usage History: CPU 2 Usage History: CPU 3 Usage History.
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4.9 Network Map

The network map is a graphical representation of router’s wan status and LAN
devices.

[ < O

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

Topology

g;

1982 NY AL

=&

¢

u"- 192.168.1.3 (you)
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4.10 Wireless
4.10.1 Station Info

This page shows authenticated wireless stations and their status.

B <@ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Summary Station Info
WAN Thiz page allows you to configure the Virtual interfaces for each Physical interface.
Statistics
Route
DHCP Authenticated Stations: |:_I:E;:sgl;E-:;]a-;ur|§_r§:;-_r|;-“""'33‘|
NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

Station Info

Wifi Insight

Topology

Wireless Interface: [ Comtrend56A2_2 4GHZ{1C64: 80 C2 56:A3) w |
BSS-MAC (SSID): | 1C:64:95:C2-56-A3 (Comtrend556A2_2 AGHz enabled) v |

Consult the table below for descriptions of each column heading.

Item Description
Wireless Lists the 5GHz/2.4GHz interface that the station connects
Interface to

BSS-MAC (SSID) Lists which SSID of the modem that the stations connect
to

MAC Address Lists the MAC address of all the stations.

Association Time Lists all the stations that are associated with the Access

Point, along with the amount of time since packets were

transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature
APSD Default Lists those devices that utilize the Automatic Power Save

Delivery Feature
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4.10.2 WiFi Insight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze

traffic on the connected stations.
and therefore needs to be configured prior to use.

Collection” button if no change is needed.

This data collection requires memory storage
To begin, click on the “Start Data

Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
MNAT Session
IGMP Info
CPU & Memaory
HNetwork Map
Wireless
Station Info
Wifi Insight
Site Survey
Channel Statistics
Metrics
Configure
Tapology

COMTREND

(<8 ak

Basic Setup

Advanced Setup

Configure

Diagnostics

Management Logout

In this page you wil be sble to configure the WiFi Insight system

Sample Interval

! 5Second ) 10 Second

1 (2 20 2=cond

Second

n

,Start/Stop Data Collection

| Start Data Collection

O start collecting data every
Sunday Menday

From 12:00 AM

Tuesday ‘Wednesday

o 12:00 AM

Thursday Friday Saturday

Database Siz

tely 1.30 VB of database)

Once Database size reaches maxi

.

MB

hat, for exampls, 2 5TA's connected using & § ssconds sample intenval run for 1 hour will occupy

mum limit ®

Owerwrite Older Data

3 Stop Datacallection

[Counter: -
Channel Statistics Packet Retried
Chanim Statistics Queue Lfilization
Rx CRS Glitches Queue Length Per Precedence
Bad PLCP Data Throughput
Bad FGS Physical Rate
Packet Requested RTS Fail
Packet Stored Reiry Drop
Packet Dropped PS Retry
Acked

[Export Database

Download Database File

Save Database to File

Sample Interval
Select a desired sample interval (time interval) to collect sampling data with the

WiFi insight system.

Start/Stop Data Collection

Check the checkbox of Start collecting data every (then select days & times).

Leading th
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Database Size

Define the dedicated database size to be used for the WiFi insight system (default is
2MB). Once the database size has reached its limit, select if you wish to overwrite
older data or to stop data collection.

Counters

All counter options are selected (checked) by default. Uncheck any counters that
that you do not want collected by the WiFi insight system. Click the Submit button
to save your settings.

Export Database
Click the Save Database to File button to export and save the collected WiFi data

information file.

4.10.2.1 Site Survey

The graph displays wireless APs found in your neighborhood by channel collected
under the WiFi insight system. Select the wireless interface, channel, bandwidth to
check the different display if desired.

2.4GHz
ra L
COMTREND
M < & & a2 B
Device Info BasicSetup  Advanced Setup  Diagnostics  Management Logout
Summary Site &
WAN 2 Survey
. In this page you will see sl the AF's sround
Route
;?IE:D I 2.4 GHz - Comtrend56A2_2 4GHz + I Select Channel w I Select Bandwidth v'
IGMP Info
CPU & Memory
Network Map
Wireless AP’s Around
Station Info ComirendS642 2 4GHz

Wifi Insight 0
Site Survey
Channel Statistics
Metrics
Configure

Topology

Ay
=)

-40

-60

Signal Strength [dEm)

-80

1 2 3 4 5 6 7 [ 9 10 11 12 13
Channels

Network Signal SNR Bandwidth Center Control Security

Network Name

Address [dBm] « [dB] [MHz] Channel Channel

TKIP AES,
WPA-PSK
WPAZ-
PSK

Comtrend56A2_2.4GHz  1C:64:99:C2:56:A3 u_ 83 40 8 6l 800 bgn

1. Select the wireless network (2.4GHz in above example) that you wish to
monitor from the drop-down menu.
2. Select the channel that you wish to monitor from the drop-down menu.
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3. Select a bandwidth of the wireless network from the drop-down menu.
4. Click the Scan button to run the scan and display the results based on your
selected preferences.

Consult the table below for descriptions of each column heading.

Item Description
Network Name SSIDs in the vicinity
Network Address MAC address which belongs to SSIDs in the vicinity
Signal [dBm] Signal Strength of each SSID
SNR [dB] Signal-to-Noise Ratio of each SSID
Bandwidth [MHz] Bandwidth of each SSID
Center Channel Center Channel of each SSID
Control Channel Control Channel of each SSID
Max PHY Rate [Mbps] Max PHY Rate of each SSID
802.11 802.11 type of each SSID
Security Wi-Fi password encryption type of each SSID
45
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5GHz
ZOMTREND
Medak
wmi
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Summary
WAN
Statistics

Route
e |[5 GHz - Comtrend56A2 5GHz v I Select Channel ~ I Select Bandwidth v' m

NAT Session
IGMP Info
CPU & Memory
Network Map

Site Survey
In this page you will see all the AP"s around.

Wireless AP's Around
Station Info o Comirend5642 SGHz
Wwifi Insight
Site Survey
Channel Statistics
Metrics
Configure -20
Topology =

m

=

c 40

=

(=]

o

(5]

g

=

D 60

@

c

A2

(5]

K
100
36 40 44 48 52 56 60 64 . . .100 104 108 112 116 120 124 128 132 136 140 144. . 149 153 157 161 165
Channels

Network Signal ENR Bandwidth Center Control
el Address [MBm]+ [dB]  [MHz] Channel  Channel
TKIP AES ,
Comirend56A2 5GHz  1Ci6499:C2i56:4¢ NENNEE g5 80 122 124 1733 anac  weArSK

PSK

1. Select the wireless network (5GHz in above example) that you wish to
monitor from the drop-down menu.

Select the channel that you wish to monitor from the drop-down menu.
Select a bandwidth of the wireless network from the drop-down menu.
Click the Scan button to run the scan and display the results based on your
selected preferences.

HWN

Consult the table below for descriptions of each column heading.

Item Description
Network Name SSIDs in the vicinity
Network Address MAC address which belongs to SSIDs in the vicinity
Signal [dBm] Signal Strength of each SSID
SNR [dB] SNR of each SSID
Bandwidth [MHz] Bandwidth of each SSID
Center Channel Center Channel of each SSID
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Control Channel

Control Channel of each SSID

Max PHY Rate [Mbps]

Max PHY Rate of each SSID

802.11

802.11 type of each SSID

Security

Wi-Fi password encryption type of each SSID

4.10.2.2 Channel Statistics
This page allows you to see the WiFi and Non WiFi interference, and also the
available capacity. This page is broken down into individual parts below.
Click on the drop-down menu to select 2.4GHz or 5GHz interface.

2.4GHz

Channel Statistics

In this page you will see the Wi-Fi and Mon Wi-Fi Interference also Available Capacity

Current Channel

Associated Station's
Shows stations associated with AP.

I 2.4 GHz - Comtrend56A2_2 4GHz vl

:61

Current Channel BandWidth:40 MHz
Current Available Capacity :0%

551D : ComirendSEA2_2 4GHz
BSSID : 1C:64:99:C2:565:A3
Channel : 8
N

g
é

|

Shows the bandwidth that is available for use in each channel.

Channel C
Shows bandwidth that is available for use in sach channal

L 100
£ a0
£ &0

40|
=i | [
=R I N s I r— T
1 2 3 4 5 6 7 8 9 10 "

Center Channeis

Paieriage [%]
aNE

[ T 8 []

Cenlar Channals
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Shows interference level in each channel.

Interference
Shows intereference level in each channel

Facenage [4

1 2 3 4 5 6 T 8 9 10 "
Center Channeis

Fercariage [
@
2

L
Cenbes Channsis

Shows the highest RSSI (Received Signal Strength Indicator) on each adjacent
channel. Adjacent AP and associated stations are displayed for checking
interference on those channels.

Adjacent Chanmels
Shows highest RS5| on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

-20
40/
60

1 2 3 4 5 L T & 9 10 n
Canler Channels

Tagral g ]

2 .0
E a0
0
T$— |

3 4 5 & T B 9
Center Channels
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5 GHz

Channel Statistics
In this page you will see the Wi-Fi and Mon Wi-Fi Interference also Awvailable Capacity

5 GHz - Comtrend56A2_5GHz »

Current Channel 124130
Current Channel BandWidth: 30 MHz
Current Available Capacity :0%

Associated Station's
Shows stations associated with AP

S3ID : ComtrendS6A2_SGHz
BSSID : 1084950025844
Channel : 124/20

Shows the bandwidth that is available for use in each channel.

‘Channel Capacity
Shows bandwidth that is available for use in each channel.

1

2 g

E‘ 60

40

L=
10436 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165

Center Channels

Available
Capacity

=l
mEo e

Ss&8

Percentage [%]

=

108 M2 116 120 124 128 132 136 140 144
Center Channels

Available
Capacity

Percentage [

108 112 16 120 124 128 132 136 140 144

Center Channels

&3S
oz

wailable
apacity
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Shows interference level in each channel.

Shows intereference bevel in each channel.

Fermerfage [5]
@
2

104 36 40 44 48 52 56 60 64 100 108 M2 M6 120 124 122 132 136 140 144 149 153 157 181 165
Cenler Channels

Feicerfage [0
e
83

104 36 40 44 48 52 56 60 64 100 108 M2 M6 120 124 122 132 136 140 144 149 153 157 181 165
Cenler Channels

NaDm
=228883

Fercertage 5]

104 36 40 44 48 52 56 60 64 100 108 M2 M6 120 124 122 132 136 140 144 149 153 157 181 165
Cenler Channels
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Shows the highest RSSI (Received Signal Strength Indicator) on each adjacent
channel. Adjacent AP and associated stations are displayed for checking
interference on those channels.

Adjacent Channels
Shows highest RSS! on each adjacent channel. Associated stations in channel on which the WiFi Insight is running.

E 0 =
Adjacent
< e
T 40 Associated
-60 STA
5 -80
g 100
104 36 40 44 43 108 12 16 120 124 128 132 136 140 144 149 153 157 161 165
Channels

% r Zg igjanem
B 40 Associated
& 60 STA
= -80
5 100
104 36 40 44 48 108 12 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

% g Zg Adjacent
B 40 Associated
i 60 STA
2 -100
104 36 40 44 48 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165
Channels

For each AP, the graph shows the control channel and extension channels. Extension
channel is any channel spanned by the AP that is not a control channel.

Channel Distribution

For each AP, the graph shows the control channel and extension channels. Extension channel is
any channel spanned by the AP that is not a control channel.

C - Control Channel
E - Extension Channel

Comtrenas6a2_sG+z [N/ N N N [ [ [T T T[]
36 40 44 48 52 56 60 64 . 100 104 108 112 116 120 124 128 132 136 140 144 . 149 153 157 161 165
Channels

AP

51

Leading the Communication Trend



4.10.2.3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Glitch,

Chanim and Packet Queue Statistics. This page is broken down into individual parts
below.

Advanced Troubleshooting
In this page you will see most of the counters like AMPDINif available), Glitch, Chanim and Packet Queue Statistics

I 2.4 GHz - Comtrend56A2 2 4GHz v'

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.

GRIch Counter Staistics

600¢

7 500) /

400

£ 300

& 200 00

5100 |50 =2
£ 35:32 35:34 3536 35:38 3540 35:42 3544 35:46 J548 3550 3552 3554 3556 35:58 36:00 36:02 36:04 36:06  36:0 2 %8 |

Time

Select the counter of interest to monitor the statistics received over time in the
chanim statistics graph.

inbss obss «nocat nopkt o~ doze top goOdtx  « badix gitch badpicp knoise idie

\

Count
PP g &

0,0 -
30:20 3922 3924 3926 3928 30 3932 3934 396 1938 IT40  39:42 3944 3946 3948 IS0 3952 3954 3056 958

40:00 40:02  40:04
Time

Lists the associated station to the wireless interface.

Associated Station’s

Click on station's to see the Packet Queue Statistics

551D : ComtrendS6A2_ 2 4GHz
BSSID : 1C:64:99:C2:56:43
Channel : 8

Y
é

[

SR. MAC RSSI[dBm] PHY Rate [Mbps]
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4.10.2.4 Configure

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the "Start Data
Collection” button if no change is needed.

.@é@uh

Device Info Basic Setup Advanced Setup i Logout
Summary Configure
WAN In this page you will be able to configure the WiFi Insight system
Statistics
Route
ARP Sample Interval -
DHCP P Pt Pt P
NAT Session ® 5Second () 10Second (O 15Second () 20 Second
IGMP Info . )
CPU & Memol
Network Mapw Start/Stop Data Collection -
Wireless
Station Info Start Data Collection
Wifi Insight
Site Survey .
Channel Statistics | Start collecting data every
Metrics
Configure Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Topology
From 12:00 AM To 1200 AM
Database Size -
Database Size MB
(Please note that, for example, le, 2 5TA's connected using & 5 seconds sample interval run for 1 hour will cocupy
approximately 1.30 MB of dsra'Jsre'
Once Database size reaches maximum limit @® Overwrite Older Data O Stop Dataccllection
Counters -
Channel Statistics Packet Retried
Chanim Statistics Queue Utilization
Rx CRS Glitches Queue Length Per Precedence
Bad PLCP Data Throughput
Bad FCS Physical Rate
Packet Requested RTS Fai
Packet Stored Retry Drop
Packet Dropped PS Retry
Acked
Export Database -
Download Database File Save Database to File

Sample Interval
Select a desired sample interval (time interval) to collect sampling data with the

WiFi insight system.

Start/Stop Data Collection
Check the checkbox of Start collecting data every (then select days & times).
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Database Size

Define the dedicated database size to be used for the WiFi insight system (default is
2MB). Once the database size has reached its limit, select if you wish to overwrite
older data or to stop data collection.

Counters

All counter options are selected (checked) by default. Uncheck any counters that
that you do not want collected by the WiFi insight system. Click the Submit button
to save your settings.

Export Database
Click the Save Database to File button to export and save the collected WiFi data

information file.
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4.11 Topology

This displays the arrangement of devices of the communication network.
The dotted line represents a wireless connection, whereas a solid line represents a
wired connection.

[l

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

Topology

3 & a B

Advanced Setup Diagnostics Management Logout

Basic Setup

| Device Scan |

Topology Info

Device -
Connected Ping

19216811 | NA a i} | Ping |

Topology ID | Hostname | MAC Address IP Address | Backhaul | RSSI

Master AP PBL-6201 1cie4:99:c2:56ia2

Click the Device Scan button to scan for the network topology.

Consult the table below for descriptions of each column heading.

Item Description
Topology ID This shows different IDs for different host devices:
Master AP: Host device is a gateway
Node AP: Slave AP
And it remains empty for Client devices
Hostname Displays the name of the device

MAC Address

Displays the MAC address of the device

IP Address

Displays the IP address of the device

Backhaul

Shows the type of link for only Node AP;
Ethernet: Connected by wired Ethernet
PLC: Connected by Power Line
WLan802.11: Connected by 802.11
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RSSI Displays the received signal strength indicator (signal
strength) for the device

Device Displays the number of devices connected
Connected
Ping Click the button and follow the onscreen instructions to

ping a device.
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Basic Setup

This will bring you to the following screen.

50“'“!"0

@ﬁbé@i& :

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup WAN
NAT
LAN
Parental Control ]
Home Metworking Traffic Type Tnactive
Wireless Upstream Rabe (Kbps) 0
wifiXtend2.0 Lol S Downstream Rate (Kbps) | 0

LAM MAC Addres 1
AutoXtend = DeFerult Gertewiny
DHCP Server Enafiled
Primary NS Server 0.0.0.0
Wireless Secondary DNS Server 0.0.0.0
2.4GHz Interfuce
Driver Wersien 17.10.98.27
Primary SSID Comtr=nd3642_I 4GHz
Status Enafiled
Chisrine] .1
a E!:Jr!
Primary Encryption WPAZ-PSK AES

TERTREREEE

Primary Passphrase/Ke
. b W Shaw

SGHz Interface
Drriver Version 17.10.95.27
Primary SSID Comtr=nd3642_SGHz
Status Enafil=d
Chisnnie] 161
a -
Primary Encryption WPAZ-PSK AES

[ETIRIE T

Primary Passphrase/Key Iml
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5.1 WAN Setup

Click WAN Setup on the on the left of your screen.
Add or remove ATM, PTM and ETH WAN interface connections here.

Me ¢ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Stap 1: Layer 2 Interface

WAN Setup
NAT Select new interfece to 22 [ATM Interface ~
LAN _
Parental Control DSL ATM Interface Configurition
Home Networking | g =g | e Peask Cell Sustainable Cell Max Burst tink | conn | 0 [o
Wireless PUIVE ] Lateney | S515997F | patercells/s) Rate(rells/s) Size(bytes) | Type | Mode | ges
WifiXtend2.0 _
AutoXtend DSL PTM Interface Configurition
| Interfucs | DSL Luteney | PTM Pricrity | Conn Mode | 1P Qus | Remove |
ETH WAN Interface Configuration
| ntertece; (Hame) | connection Mode | Remeve |
Step 2: Wide Area Netwark (WAN) Service Setup
L | 1gmp | 1gmp mid | i | manar )
Interface D&cnp'tmnl Type | Vian8021p | VianMuxId '\flan]pldl Prey | Souree MAT | Firewasll | IPvE Proxy | Source | Made Remave | Edit

Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

To remove a connection, click the Remove button.
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5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

OMTREND

- | Igmp | Igmp = Mid Mid | Manual -
Interface | Description | Type | VIan8021p | VianMuxId | VlanTpid = || s NAT | Firewall | IPvE o ||| T Remowve | Edit
ppp0.1 pppo=_0_0_35 | PPPoE HSA Nf& A Disabded | Disabded | Enabled | Disabled | Disabled | Disabled | Disabled | Disabled I | Edit |
| add || Remove |

Click the Add button to create a new connection. For connections on ATM or PTM or

ETH WAN interfaces see Appendix F - Connection Setup.

- -y | Igmp | Igmp = Mid Mid | Manual -
Interface | Description | Type | VIan8021p | VianMuxId | VlanTpid = || s MNAT | Firewall | IPvE Lo ||| T Remowve | Edit
ppp0.1 | pppos_0_0_35 | PPPoE /A NfA /A Dizabled | Disabled | Enabled | Diszbled | Disabled | Disabled | Disabled | Disabhed @ | Edit |
| aad . Remove |I

To remove a connection, select its Remove column radio button and click Remove.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VlanMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy

status

IGMP Source

Shows the status of WAN interface used as IGMP source

NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status

IPV6 Shows the WAN IPv6 address

MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
Mld Source Shows the status of WAN interface used as MLD source

Manual Mode

Indicates the status of the PPP manual connect/disconnect
button

Remove

Select interfaces to remove
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Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.

NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

1 €@ 3 & a K

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
MAT -- Virtual Servers Setup
WAN Setup
MAT Wirtual Server allows you to dinect incoming trafic from WAR
. Inkermal server wilh private IP adtiness on e LAN s ot
Virtual Servers b= comverbed o 2 different port number us=d by the server on the LAN side. A masmum 32 enfries can be configured.
Port Triggering
DMZ Host [
ALG! Pas&—Thruugh e External External Internal Internal Sy IF |'WAN
rver rra rria nterna nternal rver
LAN Mame |PortStert |PortEnd |""™Y | putstart |PortEnd |Address | Interface |RE™EV®

Parental Control

To add a Virtual Server, click Add. The following will be displayed.

B < 3 Q ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

NAT -- Virtual Sorvers

WAN Setup
MNAT Selmct the servio= name, and enter e seresr TP address and dick "&pply'Save” to farward 1P packsts for this s=rvice to
. trim = o z=rv=r. NOTE: The “Internal Pert End” cannot be madified directly. Normally, it is set to the
Virtual Servers same value as "External Part End”. Howewer, if you modify “Internal Port Start”, then “Intermal Port End™
Port Triggering will be set to the same value as "Internal Port Skart”.
Remaining number of entries that can be configured: 32
DMZ Host
ALG/Pass-Through All Interface wr
LAN [Select O
o= SIS0 ne W
Parental Control = == i
- A stom Service
Home Networking < amemeE
Wireless Servmr IF Adtrems:
wifiXtend2.0
AutoXtend
Exbernial Pork Stary Exbernal Port Ervd) Protocol Inbernal Port StarfIntemal Port End
TGP il
TCP el
TGP il
TCR e

Click Apply/Save to apply and save the settings.
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Consult the table below for item descriptions.

Item Description

Use Interface Select a WAN interface from the drop-down menu. If
you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service User should select the service from the list.

Or Or

Custom Service User can enter the name of their choice.

Server IP Address Enter the IP address for the server.

External Port Start Enter the starting external port number (when you

select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol Select the protocol (TCP, TCP/UDP, or UDP) from the
drop-down menu.

Internal Port Start Enter the internal port starting number (when you
select Custom Server) for the range you want to give
access to the internal network. When a service is
selected the port ranges are automatically configured.

Internal Port End Enter the internal port ending number (when you select
Custom Server) for the range you want to give access to
the internal network. When a service is selected, the
port ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'"Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

1 € O ¢ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

MAT -- Port Triggering Setup

WAN Setup

MNAT
Virtual Servers
Port Triggering

DMZ Host
ALG/Pass-Through
LAN
Parental Control Trigger Open
Home Networking Application Name Port Range Port Range | WAN Interface | Remove
Wireless it v I | (St I End
WifiXtend2.0

To add a Trigger Port, click Add. The following will be displayed.

1 €@ O ¢ Ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN frEtI]p MAT - Part Triggering

MNAT
Virtual Servers

Port Triggerin f==cd ik
a9 9 Remaining number of entries that can be configured: 32

DMZ Host
A.LG]F PHSE—ThrDLIgh Us= Interfacs opp B
LAN Applicztion Name:
Parental Control @) Salactan =pplication | Select One w |
() Custzen application: | |

Home Networking

Wireless

wifiXtend2.0

AutoXtend Trigger Bort | Trigger POt | 4 igger proteol| OPERFort | OPen ROt | gour protocol
TCP b TCP e
TCP W TCR hd
TCP W TCRP hdl
TCP W TCRP hdl

Sa=ve/Aoply

Click Save/Apply to save and apply the settings.
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Consult the table below for item descriptions.

Item

Description

Use Interface

Select a WAN interface from the drop-down menu that
you want the port triggering rules to apply to.

Select an Application
Or
Custom Application

User should select the application from the list.
Or
User can enter the name of their choice.

Trigger Port Start

Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End

Enter the ending trigger port nhumber (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol

Select the protocol (TCP, TCP/UDP, or UDP) from the
drop-down menu.

Open Port Start

Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End

Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol

Select the protocol (TCP, TCP/UDP, or UDP) from the
drop-down menu.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer
(i.e redirect IP packets from the Internet to a specific local computer behind the
CPE).

M QP ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

MAT -- DMZ Hesk

WAN Setup
MNAT _‘11—31'::3.:r-: R?fttzr 'i._ll "':---.:-:L::' re-: <-='_;"'rE|T the VWiAR I;:"lz'. do not belong to any of the applications
configured in the Virtuzl Servers tabie to the DMZ host computer.
Virtual Servers )
Port Triggering Enter the compuber's IP address and dick ‘Agply’ [o activate the DMZ host
DMZ Host Clear the IP address field and dick 'Apply" o deactivale the DMZ host
ALG/Pass-Through
Parental Control s

Home Networking

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.

To Deactivate the DMZ host, clear the IP address field and click Save/Apply.
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5.2.4 ALG/Passthrough

Supports ALG Pass-through for the listed protocols.

B¢ @ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Firewall -- ALG/ Pas=-Throwgh

WAN Setup
MAT MNOTE: This configuration doesn't take effect until router is reboabed.
Virtual Servers — @ Znasie ) D0
Port Triggering H323: & Enatie ()
DMZ Host TFTP ) Enale )
ALG/Pass-Through IRC W) Enaisle ()
LAN PRTP @ Enal= ()
Parental Control RTSF: ) Zrazie O
Home Networking e ) Zratle () Diea
Wireless
WifiXtend2.0 e
AutoXtend

To allow/deny the corresponding ALG protocol, select Enable / Disable and then click
the Save button. After reboot, the protocol will be added/removed from the
system module.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

Device Info

<@ ak

Basic Setup Advanced Setup Diagnostics Management Logout

Local Ares Nebwork (LAN) Setup

WAN Setup
MNAT Cenifigure the Broadbend Rowter [P Addre=s and Subnet Mask for LAN interface. GroupName
LAN 1P Ado
Lan VLAN Setting T
IPv6 Autoconfig St M=k [zss2ss2ss0 |
UPnP Enable IGMP Snooging
Parental Control
Home Metworking () Stangard Mooe
Wireless W) Slzcking Mod=
:_::ﬁf:::iz'u Enable IGMP LAN to LAN Muficest:

M multiczst s=tting takes =fect only when WAN service iz up

LANZLAM muiticast is ahways enabied when WAN s=rvice is down regardiess of this seiting

[ Zresitle LA% side firmwe

() Dizatil= DHCP Smrvmr

@ Srables DHCP Sarpmr
Start [P Adcress: m
B T

|:| Sefling TFTF Sarver

Static IP Leaz= Lisl- (A maxamum 32 enlries can be confligured)

| Mac agdress | e asdress | Remave |

| A Enlries || Remove Enlries |

[ 2paty/seve |

The settings shown above are described below.

GroupName: Select an Interface Group.

15 LAN INTERFACE

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable IGMP Snooping: Enable by ticking the checkbox M. This will improve
bandwidth utilization.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group - even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.
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Enable IGMP LAN to LAN Multicast: Select Enable from the drop-down menu to
allow IGMP LAN to LAN Multicast forwarding.

Enable LAN side firewall: Enable by ticking the checkbox This will drop all traffic

except services which are set in the “"Access Control” page.

DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server
addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

|MAC Address |IP Address | Remove
Add Entries [ Remove Entries ]

To add an entry, enter MAC address and Static IP and then click Apply/Save.

DHCP Static IP Lease
Entzr the Mac address and Static [P address then dlick “ApplhySave
MAC Address: 12:34: 56: 78:9: 12
IP Address: 192.168.1.33
AppdySaw

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

[ MAC Address

|| 12:34:56: 7E:90:12 | 1

Select Enable DHCP Server Relay (not available if NAT enabled), and enter the
DHCP Server IP Address. This allows the Router to relay the DHCP packets to the
remote DHCP server. The remote DHCP server will provide the IP address.
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.

¢ Ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Lotal Area Network (LAN) VLAN Setup
WAN Setup !

::I:]— Salmch m AN porl
Lan VLAN Setting O Eratie vLan Mods
IPv6 Autoconfig I
UPnP
Parental Control
Home Networking

Wlan Id I Phik=: I Remowve I

(aza | Remere | Appyiser |

Click the Add button to display the following.

Vlan Id Pbits Remove

| Add || Remove || Apply/Save

Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
Pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save/Apply.

Device Info

WAN Setup

MNAT

LAN

Lan VLAN Setting
IPv6 Autoconfig
UPnP

Parental Control
Home Metworking
Wireless
WifiXtend2.0
AutoXtend

1€ O3 Ak

Basic Setup

Advanced Setup Diagnostics Management

IPwG LAN Auto Configuration

Skatic LAN IPw6 Address Configuration
Interfaos Address [prefic length = required) I:I
IPwE LAN Applications

Enabis DHCFYE Sarver

@ ]
() Statmfl
Starl intarfece ID: | 0:0:0:2
IO 0:0:0:254

Leas=d Time {fiour)

Enabi= RACND

D Erale LA Prafix Adverbmemant

J Ranfomly Generat=
I} Stafically Configure

Prafis:

o

Time (hour): | 0

LD Snaoping

Enal= M
':::' Stantand Mode
@ Blocking Mod=

Enable MLD LAN to LAN Mult

[LAN to LAN Multica=t

= mnabied until the first WAN szrvice i connecled, regandle=ss of this s=tting.)

Sarvm/ Aoply |

The settings shown above are described below.

Static LAN IPv6 Address Configuration

Item

Description

Interface Address

(prefix length is required): prefix length

Configure static LAN IPv6 address and subnet
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IPv6 LAN Applications

OMTREND

Item

Description

Stateless

Use stateless configuration

Stateful

Use stateful configuration

Start interface ID:

Start of interface ID to be assigned to dhcpv6 client

End interface ID:

End of interface ID to be assigned to dhcpv6 client

Leased Time (hour):

Lease time for dhcpv6 client to use the assigned IP
address

Item

Description

Enable RADVD

Enable use of router advertisement daemon

Enable ULA Prefix
Advertisement

Allow RADVD to advertise Unique Local Address Prefix

Randomly Generate

Use a Randomly Generated Prefix

Statically Configure

Select to manually configure

Prefix

Specify the prefix to be used

Preferred Life Time
(hour)

The preferred life time for this prefix. When the time
threshold is reached, the unique local prefix is no
longer valid (-1 means no limit).

Valid Life Time (hour)

The valid life time for this prefix (-1 means limitless)

Enable MLD Snooping

Enable by ticking the checkbox M. This will improve
bandwidth utilization

Standard Mode

Blocking Mode

In standard mode, IPv6 multicast traffic will flood to
all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled

In blocking mode, IPv6 multicast data traffic will be
blocked and not flood to all bridge ports when there
are no client subscriptions to any multicast group
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Enable MLD LAN
To LAN Multicast

Enable/disable IPv6 multicast between LAN ports

5.3.3 UPnP

Select the checkbox M provided and click Apply/Save to enable UPnP protocol.

Device Info

WAN Setup

MNAT

LAN
Lan VLAN Setting
IPv& Autoconfig
UPnP

Parental Control

¢ @ ak

Basic Setup Advanced Setup Diagnostics Management Logout

UPnP Configuration

NOTE: UPAP is activated only when thers is a live WAN service with NAT enabled.

Enabie PP
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5.4 Parental Control

This selection provides WAN access control functionality.

5.4.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.6 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.

Beodak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN S-el:up Access Time Restriction -- A maximum 32 entries can be configured.,
MNAT
LAN IU:ErMmEIM.ﬂ.C I Maon ITuE I'ﬂ'ed IThlu I Fri ISul:ISunIS’h:rI: IS’bﬂ-p I R:rnm.':l
Parental Control R
Time Restriction (20 || Remove ]
URL Filter

Click Add to display the following screen.

¢ @ ab

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Access Time Restriction
MNAT ; il
n 0 2 specl
LAN f the LAN
Parental Control bl ==t e =
Time Restriction reEE e T Em
URL Filter User Name= \:I
Home Networking
Wireless '? Browser's MAC Addness \:I
Wiitend2.0 e e E—
Autoxtend 2000300 0000 )
Dz of the wmemk Mon|Tue (Wed|ThulFri |Sat |Sun|
Chck o s=lect D |:| D D D D D
Sart Blocking Time (Rhizmm])

End Blodking Time (hkfi:mm)

| Apphy/Save |

See below for item descriptions. Click Apply/Save to add a time restriction.

User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.
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5.4.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL (Uniform Resource Locator) address and port number.

<P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
URL Filker — Please select the list type first then configure the list entries, Medmom 100 entries can be
WAN Setup configured.
MNAT
LAN URL List Type: e nchude

Parental Control
Time Restriction
URL Filter

Home Networking
Wireless
WifiXtend2.0

I Actelresss | Part I [ —— I

| Ado ” Remove |

Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the Include radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control -- URL Filter Add

Enter the URL address and port number then dlick "ApphySave” to add the entry to the URL filter
URL Address I [.-rm\'.','ahm.mrn I
Port Mumbser: 20 (Default B0 will be zpplied if lzave blank.)

Enter the URL address and port number then click Apply/Save to add the entry to
the URL filter. URL Addresses begin with "www”, as shown in this example.
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URLList Tyne: () prfude @ Includ

]

URL Filter -- Please select the list type first then configure the list entries.
Maximum 100 entries can be configured.

I Address

Port

Remove

I WA 2D, DO

O

A maximum of 100 entries can be added to the URL Filter list.
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5.5 Home Networking

5.5.1 Print Server

This page allows you to enable or disable printer support.

e 8 a

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Print Server settings

WAN Setup
MNAT Thiz page allows you o enable [ Ciable printer support.
LAN
Parental Control
Home Networking
Print Server
DLNA
Storage Service
USE Speed

D Enabi= cn-board prink seryver.

| Apphky/Save |

Please reference Appendix E to see the procedure for enabling the Printer Server.

5.5.2 DLNA

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/Save to
enable the DLNA media server.

M <P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN frEtI]p Digital Media Server sethings
MAT This page allaws you ko enable | dsabie dgital media s=rver support.
LAN D Enable on-board digital media s=rver.

Parental Control
Home Networking
Print Server
DLNA
Storage Service
USE Speed
Wireless

ApphyiSave

76

Leading the Communication Trend



5.5.3 Storage Service
The Storage service allows you to use Storage devices with modem to be more

easily accessed.

5.5.3.1 Storage Device Info

This page also displays storage devices attached to the USB host.

1@ O Ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

S Servi
WAN Setup risge Service

MAT The Stocrege servios allows you to uz= Storage devices with modemn o B= more zasily acozmed
LAN
Parental Control
Home Metworking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

| Valumenams | FileSystemn | Total Spase | Used Spiace |

Display after storage device attached (for your reference).

Volumename | FileSystem | Total Space | Used Space

diskl_1 fat 962 6
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5.5.3.2 Storage User Accounts

Add a storage account to access the USB device for the samba access system.

1 @ 3 ¢

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN S-etup Storage UserAcosunt Configuration
NAT Choosze= 404, or Remove to configure Lis=r Accounts.
LAN -
Parental Control |lJ=erHar|1E I HomeDir I Remdowve I
Home Networking
-'.-:: -Rzn:vz
Print Server - -
DLNA

Storage Service
Storage Device Info
User Accounts

Click the Add button to display the following. volumeName would be disk1_1 if only
1 USB has been plugged into the device.

Q : : :
Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Skorage User Acrount Setup

WAN Setup
MNAT
LAN In the boo=s below, ent=r e umer name, pazsword and volume name on which the home Sirectony is to be creat=d,
Parental Control
Home Networking Hasrrame: o ]
Print Server Fazzwart: _
DLMNA Confirm Pazzword: | sees
Storage Service velumetiams

Storage Device Info
User Accounts
USE Speed
Wireless
WifiXtend2.0

In the boxes provided, enter the user name, password and volume name on which
the home directory is to be created. Then click the Apply/Save button.
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In any windows folder, enter the address \\192.168.1.1 to access the samba folder

created. A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen), the user folder will now be
available for access.

< . - - - — - .S
&)™ » Network » 19216811 »
— — = =
Organize v Search active directory Network and Sharing Center View remote printers
Z -
’ public J user
- ' Share - ! Share

m

5.5.4 USB Speed

This page allows you to enable / disable USB 3.0 device support.
Note: Enabling USB 3.0 can cause interference with the built-in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0

B¢ P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
USE 3.0 seth
WAN Setup e
MAT This page allaws you ko enable [ disable USE 3.0 device suppart.
Note: Enabling USE 3.0 can cause int=rference wilh the buill-in 2.4GHr wirsess radio. It i adviz=d l=aving the
LAN Cr=lzul valee 25 LUEE 2.0
Parental Control
Home Networking 0 Enebic usa3.0
Print Server |,_—|
DLNA —

Storage Service
Storage Device Info
User Accounts

USB Speed
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SOMTREND

5.6 Wireless
5.6.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.

. o Ll
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup &5ID
NAT This page allows you o configure the Virtual inferfaces for each Physical interdface.
LAN -
Parental Control Wireless Interface: [ ComtrendS842_2.4GHz(1C:64:88:C256-A3) v |
Home Networking BES-MAC (SSID): [1C:84:98:C2:56:A3 (ComtrendSEAZ_2 4GHZ enabled) v |
Wireless BES Enabled: | Enabled w |
SsID Network Name (SSID): | ComtrendS6A2_2 4GHz
Security Natwork Type: Open
WifiXtend2.0 AP Isolation:
AutoXtend BES Max Associstions Limit: m
WM Advertise:
WMF:
| Apply || Cancel |

Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
BSS Enabled Enable or disable this SSID
Network Name Sets the network name (also known as SSID) of this
(SSID) network
Network Type Selecting Closed hides the network from active scans.

Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
Associations Limit
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WMM Advertise

When WMM (Wireless MultiMedia) is enabled for the
radio, selecting On allows WMM to be advertised in
beacons and probes for this BSS. Off disables
advertisement of WMM in beacons and probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

5.6.2 Security

This page allows you to configure security for the wireless LAN interfaces.

FEY Iy

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup SECURITY
MNAT This page allows you to configure security for the wireless LAM interfaces.
LAN
Parental Control Wireless Interface: | ComtrendS8A2_2 4GHz(1C:64:85:C256:43) w | Select |
H‘?me Netwurking 802.11 Authentication:
Wireless 802.1% Authentication: Digablzd v
551D WPA: Dizabled w
Security WRA-FSK: Dizabled +
WifiXtend2.0 WPAT Dizabled w
AutoXtend WPAZ-PEK; Enahled W
WRAZ-SAE: Digabled w
WA Encryption:
RADIUS Server: 0000
RADIUS Port: 1812
RADIUS Key s
'WPA passphrase: [S— |
Protected Managemeant Frames:
Metwork Key Rotstion Interval: I:\
Pairwize Key Rotstion Interval: I:\
MNetwork Re-auth Interval: 36000
[ Apply || Cancel |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Open v
Selects 802.11 authentication :
method. Open or Shared. D!Sabled v
OSEN: Disabled v
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The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

802.11 Authentication

Select 802.11 authentication method. Open or
Shared.

802.1X Authentication

Select Network authentication type

WPA Enable/disable WPA authenticated key
management suite

WPA-PSK Enable/disable WPA-PSK authenticated key
management suite

WPA2 Enable/disable WPA2 authenticated key
management suite

WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key

management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS Server

Set the IP of the RADIUS (Remote
Authentication Dial In User Service) to use for
authentication and dynamic key derivation

RADIUS Port

Set the UDP port number of the RADIUS
server. The port number is usually 1812 or
1645 and depends upon the server.

RADIUS Key

Set the shared secret for the RADIUS
connection

WPA passphrase

Set the WPA passphrase

Protected Management
Frames

Wi-Fi CERTIFIED WPA2 with Protected
Management Frames provides a WPA2-level of
protection for unicast and multicast
management action frames

Network Key Rotation
Interval

Set the Network Key Rotation interval in
seconds. Leave blank or set to zero to disable
the rotation.
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Pairwise Key Rotation Set the Pairwise Key Rotation interval in
Interval seconds. Leave blank or set to zero to disable
the rotation.

Network Re-auth Interval Set the Network Key Re-authentication
interval in seconds. Leave blank or set to zero
to disable periodic network re-authentication.
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5.7 WifiXtend 2.0

WifiXtend is a function to construct and optimize a mesh-network. Check the
checkbox and click the Apply/Save button to enable WifiXtend.

B e ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
waN Setup WIFID€TEND
MAT
LAN WiFiXbend2.0: End-User WiFi Optimization via Mesh-Enahanoed Technology

Parental Control

Home Networking

Wireless [ —
SSID .
Security [SRoplyt=ae]

WifiXtend2.0

AutoXtend Wifl;l./te M d ;

WiFibend 1.0: Historical referenos anly, This now eists under AutoXbend as SSID Syne

Mesh

To enable the end-user WiFi optimization via mesh-enhanced technology, check the
checkbox and click the Apply/Save button.
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5.8 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

1 @ 1 ¢

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Butodtend
WAN Setup S
MNAT Custom cotle festures that increase =as= of installation.
LAN
Parental Control Enabim Autcib=nd Fastures
Home Networking [ Admin Symc: Sync the sdmiristrator fog R
Wireless Admin Sync- Syncs the administrator login us=mame and password.
S5ID G.hin Sync: Syncs G.hn domain and pesseand.
Secu rib_.r |:| TRES Sync: Symcs the TR-DE9/STUN s=ttings
wWifiXtend2.0 Symec Thee SEIDY Peszword =eftings are propagatzdl.
AutoXtend |:| WiFiMesh Sync: WiFikMesh sellings are propagab=d.

CSRitm=nd Sync: (SR =etfings an= propegat=d.

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.1.1 1IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

M <@ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECI.Irit'f Dutguing TP Filtering Setup
IP Filtering By defmult, all cutgaing IP traffic from LAN i aliowed, but some IP trafTic can be BLOCKED by s=tting up filt=rs.
Dl.lthil'lg Choos= A%] or Remove to configure culgoing TP fikers,
Incoming
MAC Filtering | Fitker Mams IIF‘ WVersion I Protocol IS(r_IF‘_n' PrefixLength |Sn:F‘Orl | D=stIP) Prefixlength I D=tPart I Remirve I
Quality of Service
Routing | aaz || remzve |

To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security Add IP Filter — Qutgoing
- = llows you t g IP traffic by specifying a new filter name and
® FI|tETIHg condicion bel this filpar rc. E.F'-:_.CJIEInEg':tiEff.: for thaa':Ie -_-:I-.l
Outgoing zhe effe yfSave’ 1o save and acivate the fike
Incoming —

MAC Filtering
Quality of Service 1P Version: [1Pv4 o
RDUﬁI'Ig Protoen! | W |

Source IP addrecs]/prafix length]
Ll Sourca Port {port or port:port).
DSL i Destinztion IP address]/prafix length]:
DSL Bundlng Destination Port (port or portiport)
DNS Proxy
Interface Grouping (ophiser
IP Tunnel —
Consult the table below for item descriptions.
Item Description

Filter Name The filter rule label (user defined)

IP Version Select from the drop down menu

Protocol Set the traffic type (TCP, TCP/UDP, UDP,

or ICMP) that the rule will apply to

Source IP address Enter source IP address for the IP filter

Source Port (port or port:port) Enter source port number or range for
the IP filter

Destination IP address Enter destination IP address for the IP
filter

Destination Port (port or port:port) Enter destination port number or range
for the IP filter
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INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

B < P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Incoming IP Filtering Setu
Security ¢ : ’
. . Whan the firewall is enabled on 2 WAN or LAN intesface, all incoming IP traffic is BLOCKED, Howsver, some IP
Ip FI|tEI'II'Ig traffic can be ACCEPTED by s=tting up filters,
OUthI_"g Choose Add or Remove ta configure incorming IP filkers,
Incoming
- - Filter Ip SrcIP/ DstIP/
MAC Filtering Name Interfaces Version Protocol Prefixl ength SrcPort Prefixl ength DstPort | Remove
Quality of Service
Routing

To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.

A< £

Interface Grouping
IP Tunnel
IPSec

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rlt"’ Add IP Filter -- Incoming
- = The screen allows you to create a filter nidz to identify incoming IP traffic by specifying a new fifter name and
Ip FI|tEI'II'Ig &t least one condition belows, All of the specified conditions in this filter rule must be satisfied for the rule to
Dutgoirlg take effect. Clids "Apphy'Save’ to save and activate the fiker,
Lo ——
MAC Filtering
Quality of Service IP Version: [1Pv4 ~]
Rnuling Protocol | ~ |
DNS Source IP address] prefix lengeh]
Sewur rt {port or portport)
DSL . sion [P address[/ prafix length]:
DSL BUI’IdII’Ig Destination Port (port or port: port):
DNS Proxy

WAN Interfaces (Configurad in Routing mode and with firewall enabled) and LAN Interfaces

Select one or mare WAN/LAN intarfaces displayed below to apply this rule,

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label (user defined)
IP Version Select from the drop down menu
Protocol Set the traffic type (TCP, TCP/UDP, UDP,
or ICMP) that the rule will apply to
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Source IP address Enter source IP address for the IP filter

Source Port (port or port:port) Enter source port humber or range for
the IP filter

Destination IP address Enter destination IP address for the IP
filter

Destination Port (port or port:port) Enter destination port nhumber or range
for the IP filter

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE: Thisoptionisonly available in WDS mode. Other modes use IP Filtering to
perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the PBL-6201 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

COMTREND
[ ]
- n
J 1
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
B MAC Filtering Setu
Security o F
1P Filtering MAL Rit=ring is cnly =MTective on WAN services configured in Eridge mod=. FORWARDED me=an tall AT
. N |ay=r frames will b= FORWARDED == makohing with a i momeifimd rubes i 0 g tzble.
BLOCKED mmans that all MAC layer frames will b= BLOCKED sxcept thoze matching with any of the spacifed
MAC Filtering - : -
Ql.lﬂlit‘!" of Service rules in the fallowing table
R.Dl.ltil'lg MAL Filtaring Palbicy For Each Interfaos
DNS WARNING: Changing from one policy to anather of an interfece will cause all defined rules for that
DSL interface to be REMOVED AUTOMATICALLY! Wou will need to create new rules for the new policy.
D5SL Bonding Interface | Policy Change
DNS Pro:
o . atmi.1 FORWARD |:|
Interface Grouping
IP Tunnel
IPSec | Chang= Policy |
Certificate
Multil::asl: Choas= A3d or Remove to configure MAC fikering nies
WETEIEES I Interface I Protocol I Destination MAC I Source MAC I Frame Direction I Remonwe I
wifiXtend2.0
AutoXtend | aod || 2mmove |

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Add MAC Fil
Security e
= = Create a filter to identfy the MAC layer frames by specifying at least one condition below, If multiple
Ip FI"Z{.EIII'IQ conditions arz specified, all of them take effect. Click "Azcly” to save and activate the filter,
MAC Filtering
Quality of Service Protoenl Type [ |
Routing Destinztion MAC Address
DNS Source MAC Acdress:
DSL F L LAN VAN
DSL Bonding " o
DNS Proxy WAN Interfaces [Configured in Bridge modz only)
Interface Grouping atm0.1/atm0.1 v
IP Tunnel
IPSec | s=vesapply |

» ¢ = B

Click Save/Apply to save and activate the filter rule.

Consult the table below for detailed item descriptions.

Item

Description

Protocol Type

Select from the drop down menu the protocol
(PPPoOE, IPv4, IPv6, AppleTalk, IPX, NetBEUI,
IGMP) that will apply to this rule

Destination MAC Address

Defines the destination MAC address

Source MAC Address

Defines the source MAC address

Frame Direction

Select the incoming/outgoing packet interface

WAN Interfaces

Applies the filter to the selected bridge interface
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6.2 Quality of Service (QoS)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox M and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

¢ = B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
urity Qo5 — Queue Management Configuration
H : If Enable Qo& dhec hw is selected, choose a default DSEP mark to sutomal t| ally mark incoming traffic
Quallty of Service without n taran ce to a particular classifier. Click "Apphy/Save’ button s
QoS Queue

QoS Classification

QoS Port Shaping

R_Duling Mote: The default DSCP mark is used to mark all egress packets that do not match any
DNS classification rules,

DSL [0 EnzbleQos

DSL Bonding

DNS Proxy

Interface Grouping

IP Tunnel

IPSec [ Apphyisave |

Mote: If Enable Qos checkbox is not selected, all QoS will be disabled for all intarfaces.

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enabi= Qok

Salmct Diafault DECF Mark | No Change(-1) v |

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In PTM mode, a maximum of 8 queues can be configured.
For each Ethernet interface, a maximum of 8 queues can be configured.
For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).
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= H
- |
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security QoS Queus Setup
Quality of Service T
QoS Queue
Queue Configuration
Wilan Queue
Qos Classification
Qo5 Port Shaping Mote: Ethernet LAN queus configuration only takes effect when all the queues of the inberface have been configured,
Routing
DNS The QoS function has been disabled. Queues would not take effects,
DsL Hame Interface | Qid | Prec/Alg/Wght | PtmPrio Dropalal ShapingRate | o pitRatel BurstSize Ensble | Remove
DSL Bonding L= s /Wy LoMin LaMax/ HiMin  Hikax (bp=) inBi (bp=) =EEL | =
A R 17 =thi B 1/5p oT O
Interface Grouping
IP Tunnel 130 =t 7 25 oT O
IPSec
Certificate Sl s = P T ]
I“Il:lltmast 132 =t 5 45° oT O
Wireless
wifiXtend2.0 Langs | 133 it 4 55 oT (]
AutoXtend
=t 3 £5° oT O
LNz | 13 =t 2 it oT O
135 =thi 1 B/SP oT O
Lange | 1 =tz B 157 oT O
NG | 138 =tz 7 25F oT O
Langs | 13 =t & IS oT O
141 =tz 5 45° oT O
Langs | o1e1 =2 4 557 oT ]
142 =tz 3 £5° oT O
gz | 143 =tz 2 b= oT O
Langi |12 =t 1 = oT ]
Lange | 145 =3 B 157 oT O
Lngr | 148 =t 7 s oT O
Langs | 14 =3 & IS oT O
Langs | 148 =t 5 45 oT O
143 =3 4 L= oT O
Langs | 1s0 =3 3 £5° oT O
Langz | 15t =3 2 it oT O
Langi | 152 =th3 1 B/SP oT O
Lange | 13 =tid B 157 oT O
Langr | 154 =tid 7 25F oT O
Langs | 1ss =tid & 358 oT O
Langs | 158 =tid 5 45° oT O
(VR E =t 4 55 oT ]
Langs | 152 =tid 3 £5° oT O
153 =tid 2 it oT O
LaN Qi | 160 =thd 1 E/sP oT O
Lange | 16t =S B 157 oT O
[EUR 0 T =S 7 25F oT O
Langs | e =S & 358 oT O
Langs | 1es =S 5 45° oT O
Langs | 18 =S 4 L= oT O
Langs | 168 =S 3 £5° oT O
=S 2 it oT O
Langi | 158 =ths 1 B/SP oT O
153 i 1 B/WRAL oT

To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.
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The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.
Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of

IP QoS.

Enable and assign an interface and precedence on the next screen. Click
Apply/Save on this screen to activate it.

To add a queue, click the Add button to display the following screen.

% < -a

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Qo5 Quewss Configuration
Qualit‘r of Service This screen aliowes you Lo configure a QoS queus and add it to a s=l=cted kyper? interfzce.
QoS Queue Hame |
Queue Configuration
Wlan Queue Enabie:
QoS Classification L
Qo5 Port Shaping e
Routing
DNS
DsL
DSL Bonding

Minimum Thneshold:

(LI ]
woou
[

DNS Proxy
Interface Grouping S—
Vmighted RED)

IP Tunnel Lo Clzzz Min Threshold [1-2007% af guew
IPSec Low Clams Maoe Threshold [1- -
Certificate It

Maximum Threshold

@ @ m
(LI B | L]
- - ]
R R
LI B ] L]

High Oa=s Min Threshold
Multicast
Wireless
WifiXtend2.0 fiphy/Savm
AutoXtend

High Oams Max Threshold

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface: Assign the entry to a specific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS rule is
enforced if the traffic exceeds the configured limit.

Drop Tail: Packets are sent in first come first serve fashion, the tailing traffic would
be dropped if they exceed the handling limit.

Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion.
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WRED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.

After selecting an Interface the following will be displayed.

F o L
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management
Security QoS Quese Configuration
Qualit}r of Service This screen alioves you o configure 2 QoS queus and add it to 2 ssleched kayer? interfzce
QoS Queue Mame: |
Queue Configuration
Wian Queue Enabie:
QoS Classification L
QoS Port Shaping e
Routing P 10WRR[WFQ) W | flower walus, higher srizeity)
DNS - = izt =higws the scheduler siganthm configured at sach prec=dence l=vel.
EF sy =r may hawe cnly one quewe.
DsL - precedenos level with WREWFQ sched Jl:r 'rr:: ﬁ:-.e-_ l__|: zl= -|:_-=JJ-.:.
DSL Bonding
DNS Proxy Scheduler Algorithm
Interface Grouping
IP Tunnel
IPSec e
Certificate
Multicast -
Wirelﬂ:ﬁ ':::' ED (Random Eardy Detection]
WifiXtend2.0 Miriemuen Threshald: o o .
AutoXtend Mamimum Thireshold: 1-1001% af i
Low Olzms Mo Threshold [1- i
High O=== Min Threshoid [1- i
High Oams Max Threshold [1-100]% af gue=we sine
D5L Latency:

Logout

The precedence list shows the scheduler algorithm for each precedence level.

Queues of equal precedence will be scheduled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Click Apply/Save to apply and save the settings.
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6.2.1.2 Wilan Queue

Displays the list of available wireless queues for WMM and wireless data transmit

priority.

Device Info

Security
Quality of Service
Qo5 Queue

Wilan Queue
Qo5 Classification
Qos Port Shaping

Routing

DNS

DSL

D5L Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
WifiXtend2.0
AutoXtend

Basic Setup

Queue Configuration

1 €@ 0 ¢ ak

Advanced Setup

QoS Wian Quewe Setup

Higte: IF WM function is disabled in Wireless Page, guewss nelated to wirsless will not take effedls,

The Qos function has been disabled. Queves would not take effects.,

Diagnostics

Management

Logout

Mams Key | Inberface | Qid | Prec/Alg/Wght | Enable
WM Voice Pricrity wil E 1/5F Enabled
WM Voice Pricrity 2 wil 7 2/5F Enabled
WM Viden Prioriby 3 will & 3/sp Enabled
WHM Video Prionly 4 il 5 45D Enabl=d

ViMI Best ENoel 3 wil 4 /5P Enabied
‘WMM Background ] wil 3 &SP Enabled
‘WMM Background 7 wil 2 b Enabled

ViMI Best EMook 2] wil 1 Bf5P Enabied
WM Vo Pricrity | €5 w E 1/5F Enabled
WM Woice Priority =1 i 7 /5P Enabled
WHMM Viden Priorty | &7 w & 3fsp Enabiled
WM Video Prionly =) b 3 4P Enabi=d

ViMI Best EMook E3 W 4 /5P Enabied
‘WMM Background 7l w 3 &SP Enabled
‘WMM Background 71 w 2 b Enabled

ViMI Best EMook 2 W 1 Bf5P Enabied
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6.2.2 QoS Classification

The network traffic classes are listed in the following table.

<P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security QoS Classifieation Setup - miximum 32 rules can be configured,
Quality of Service T ) .
Qo5 Queue m : " Faales wil (booe checked will be mnabisd. Rules with ensble-checkbay un-checked will b dissied

Queue Configuration
Wilan Queue

Qo5 Classification The Qus funckion has been disabled. Classification rules would not take effects.
QoS Port sh
Routing CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Class Class | Ether | SreMac/ | Dstmac [ srepy ) D5CP |802.1P | Quene | DScP|B02.1P [ Rate
DNS Mame | @ | Misk  |Mesk | Preficlength PreﬁxLEngth "“""“'|s"""""‘|D‘“’""’t check|check |Key |Mark|Mark | imitgcps) | Eratte | Remeve
DsL
DSL Bonding

Click Add to configure a network traffic class rule and Enable to activate it. To
delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the
rule must be satisfied for it to take effect.

Add Metwork Traffic Class Rule

This screen creates a traffic class nule to classify the ingress raffic into a priority gueue and optionally mark the DSCP or Ethernet pricrity of the packet,
Cick 'Apply/Save’ to save and activate the rule

Traffic Class Hame |
Rude Order: Last

Lo
Rube Status Enable w

Specify Classification Criteria (A blzank critarion indicates it is not usad for dassification.)

Ingress Interface LAN w

Ether Type | w

Source MAC Address!
Source MAC Mask:
Destinztion MAC Address
Dizstinztion MAC Mask

Specify Classification Results (A blank value indicates no operation.)

Specify Egress Interface (Required): | k'S |
Specify Egress Quaus [Reguired): | Vl
- Packets classified into & quaue that exit through an interface for which the gusue

is ot specified to exist, will instead egress to the default queue on the interface,

Mark Differentiazed Service Code Point (DSCP)

Mark B0, 1p priceity
- Clazs non-viz

- Clazs vian
- Clazs non-v
- Clazs vian pa

DS,

2 wil ha additionally tagga: with the packer VIO, 2nd the dlass ruls p-bits.

Set Rate Limit: |[z3--=

Click Apply/Save to save and activate the rule.
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Item

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its
source MAC address with the Source MAC Mask is
equal to the binary-AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to
the Destination MAC Mask must equal to the result
that this field binary-AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
priority to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan
interface will be tagged with VID 0 and the class rule
p-bits.

- Class vlan packets egress to a non-vlan interface will
have the packet p-bits re-marked by the class rule
p-bits. No additional vlan tag is added.
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- Class non-vlan packets egress to a vlan interface will
be tagged with the interface VID and the class rule
p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the class
rule p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

1 €@ 0 ¢ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Se-::urit',r Qas Port Shaping Setup
Ql.lﬂlit‘b" of Service Qa5 port shaping supparts traiTic shaging of Ethermnet interfape.
If “Shaping Rat=" & ==t to "-1°, it m=ans no shaping and “Burst Size® will be ignared.
QoS Queue
Queue Configuration Interface | Type | Shaping Rete (Mbps) |  Burst Size (bytes) | Enable
Wilan Queue
Qos Classification sthi | L | [ || [z | O
QDS Port Shaping o e |2 1z 10
Routing
DNS eth3 T RIE [l O
DSL
DSL Bonding stha | L | [ NIE [| O
Lo ) eths U RIE | O
Interface Grouping
IP Tunnel p—
IPSec RES

Click Apply/Save to apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in
again.

B >dak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Routing -- Default Gabeway

Security

Quality of Service

Routing rording =ing the highest and e l2st on= m=l
Default Gatewal.r the WaN interface is connected. Priority crder can be chianged by remaving 2l and 2dding them back in again.
Static Route
Policy Routing
RIP

DNS

DSL

D5L Bonding

DNS Proxy

Interface Grouping f—

IP Tunnel | &= |

IPSec

Certificate

Multicast

Wireless

WifiXtend2.0

AutoXtend

Seleched Default Gateway Available Roubed WAN
Interfaces Interfaces

Sefectec WEN Interfzce | NO CONFIGURED INTERFACE W |

[ Apaty/sae |

Click Apply/Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

& O 2k

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Secmity Rumurtireg — Static Rowbe (A maximum 32 ertries cn be configuned)
ur

Quality of Service WOTE: For system created mute, the Remove’ checkbox i disabled,
Rﬂ::i"‘—:t |IP Vergion | DtTP) Preficlength | Gateway | Interface | metric | Remove |

Default Gateway

Static Route

Policy Routing

RIP

After clicking Add the following will display.

SOMTREND

o ¢ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Routing — Static Route Add

Security
. Enter the destination network address, subnet mask, gateway ANDVOR available WAN
Quaﬁty of Service nterface then click "Apphy/Save” to add the entry o ;"e 'cu_:."g taible,
Routing
Default Gateway IP Version! IPv4 -
Static Route Deestination [P address/prafix length:
Policy Routing reerfacs: h
Gateway [P Adoress:
RIP '
DHS :DID"E ¢ MENC MUIMDET SO De greater than or egqus '.D.'.".E'D:
DSL Metric:
DNS Proxy
® IP Version: Select the IP version to be IPv4 or IPv6.
e Destination IP address/prefix length: Enter the destination IP address.
e Interface: Select the proper interface for the rule.
e Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing. Enter a number greater than or equal to

0.

After completing the settings, click Apply/Save to add the entry to the routing
table.
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6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

SOMTREND

¢ 6 ak

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

. Policy Routing Setting — A maximum 7 entries can be configured.
Security

Quality of Service
Routing

Default Gateway

Static Route
Policy Routing
RIP

Policy Narn-el Source [P | LAN Port |WAN | Default GW | Rern-mrel

On the following screen, complete the form and click Apply/Save to create a policy.

SOMTREND
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= Policy Routing Settup
SECIJ[’IIZ\I" Enter the policy name, policies, and WAN interface then click "Apphy/Save” to add the

uality of Service Enfry I The policy routing t=he., . . .
Q ItY Mote: If selected "IPoE™ a5 WAN interface, default gateway must be configured,

Routing
Default Gateway Policy Mame:
Static Route
Policy Routing FrysEs LA e T
RIP
DHNS Source TP
DSL Use Interface
DNS Proxy Defaul Gatewsy [P
Interface Grouping
IP Tunnel
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Item

Description

Policy Name

Name of the route policy rule

Physical LAN Port

Specify the port to use this route policy

Source IP

IP Address to be routed

Use Interface

Select the Interface that traffic will be directed to

Default Gateway IP

Enter the Address of the default gateway
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6.3.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Save/Apply.

=g S S
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Routing — RIP Configuration

Security
Quaﬁt\r of Servee NOTE: If selected interface has NAT enabled, only Passive mode is allowed.
o To activate RIP for the WAN Inerface, select the desired RIP version and operation and
Routing
place a check in the "Enabled” checkboo:, To stop RIP on the WAN Interface, uncheck the
Default Gateway "Enzbled’ checkbos, Click the "Apphy/Save’ button to star/stop RIP and save the configuration,
Static Route
Policy Routing [ nterfacelVersion|Operation|Enabled|
RIP
DNS
WAN Interface not esist for RIP,
DSL
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

r o -
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_ DNS Server Configuration
Security

Qualit‘yr of Service Sedect DNS Server Interface from availabie interfaces OR =

. M only 2 singl= WAN v Mg must Be entered,
Routing DS Server Interfaces niber an ill b L]
DMS accarding ko the pricrity w ) the Figest and the west priarity if the WAN inbersce i

)
cannected. Pricrity onder can be changed by removing all and 2dding them backl in again.

DMNS Server

Dynamic DNS
DMNS Entries Select DNS Server Interface from available WAN interfaces;
Sedected DS Server Interfaces Evailable WAN Interfac=s
DSL

DSL Bonding

DNS Proxy
Interface Grouping
IP Tunnel

IPSec —
Certificate | = |
Multicast

Wireless

WifiXtend2.0

AutoXtend

@ Use the following Static DNS IP address:

Primary DHE sarver:

1
Secondary DHE server |:|

Click Apply/Save to save the new configuration.
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6.4.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic IP address to a static
hostname in any of many domains, allowing the PBL-6201 to be more easily
accessed from various locations on the Internet.

o0 6 ak
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- Dynamic DNS
Security
- The Crynamic DNS service allows you to slias 2 dynamic IP address to a static hostname in any

Quam:? of Service of the many domains, allewing your Broadband Router to be more easily accessed from various
Rguting lecations on the Internet,
DNS Choose Add or Remove to configure Dynamic DNS.

DNS Server

. | Hostname | Username | Service | Interface | Remowve |
Dynamic DNS
DNS Entries

To add a dynamic DNS service, click Add. The following screen will display.

[ <O a
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rity Ad.d Dynamic DNS - ] ‘ )
Qualih,r of Service This pao= allows you to add & Dynamic DNS address from DynDMS.org, TZO, or no-ip.com.
Routing C-DMS provider OynDMS.org »
DNS
Hostname
DNS SIE-NEI' Interface '
Dynamic DNS
DNS Entries DynDNS Settings
Userna
. Pzszword
DSL Bonding
DNS Proxy )

Interface Grouping

Click Apply/Save to save your settings.

Consult the table below for item descriptions.

Item Description

D-DNS provider Select a dynamic DNS provider from the list
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Hostname Enter the name of the dynamic DNS server

Interface Select the interface from the drop-down menu

Username Enter the username of the dynamic DNS
server

Password Enter the password of the dynamic DNS server

6.4.3 DNS Entries

The DNS Entry page allows you to add domain names and IP address desired to be
resolved by the DSL router.

Beodak
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- DNS Entries
Security
- = The DMS Entry page zllows you to add domain name and IP address pairs desired to be reschved by the DSL router.
Qualltv of Service Choose Add or Remove to c-:rvr'fig ure DNS Entry, The entries will become active after save/reboot.
Routin
g A maximum 16 entries can be configured.

DNS | Domain Name | IP Address | Remove |

DNS Server

Dynamic DNS Add || Remove

DNS Entries

Choose Add or Remove to configure DNS Entry. The entries will become active
after save/reboot.

¢ ak
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- DMNS Entry
Security

Qual'lty of Service Enter the domain name and IP address that needs to be resalved bocally, and click 'add Entry,

RUUting Domain Name IP Address
DNS
DNS Server
Dynamic DNS Add Entry
DNS Entries

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry button.
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6.5 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

Device Info

Security

Quality of Service
Routing

DNS

DSL

DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPSec

Certificate
Multicast
Wireless
WifiXtend2.0
AutoXtend

7)

Basic Setup

ix @&

Advanced Setup

DEL Settings

Select the modulation below.

O

.Dmt Enabled
G.lit= Enablzd
T1.413 Enabled
ADSLZ Enaled
Anrexl Enabled
ADSL 2+ Enzbiled
Snre=c Enclil=d

Capability

4]

nabie=

[emp

]

SAA Enable

@' Equipment Sarial Mumber

) Equipment MAC Address

Diagnostics

Sel=ct the profiee below.

Ba S
80 Enabled
Sc Enabled

&1 Enabilag

a2

1=

(< <. <

lz Enabled

a2

Us0

7.1 EOC xTU-R, Sevial Number (Reboot i reguinsd for EDC changes to take =ffect)

Spphy/Save

nail=d

Enabi=d

Enabled

Enabied

Enabled

2 B

Management Logout

Click Apply/Save to save your settings.

Consult the table below for item descriptions.

DSL Mode Data Transmission Rate - Mbps (Megabits per second)
G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps
G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps
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T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps

ADSL2 Downstream: 12 Mbps Upstream: 1.0 Mbps

AnnexL Supports longer loops but with reduced transmission rates

ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps

AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps

VDSL2 Downstream: 100 Mbps Upstream: 60 Mbps

VDSL Profile Maximum Downstream Throughput- Mbps (Megabits
per second)

8a Downstream 50

8b Downstream 50

8c Downstream: 50

8d Downstream: 50

12a Downstream: 68

12b Downstream: 68

17a Downstream: 100

30a Downstream: 100 Mbps Upstream: 100 Mbps

35b Downstream: 300 Mbps Upstream: 100 Mbps

Options Description

uso Band between 20 and 138 kHz for long loops to upstream

Bitswap Enable

Enables adaptive handshaking functionality

SRA Enable Enables Seamless Rate Adaptation (SRA)

G997.1 EOC Select Equipment Serial Number or Equipment MAC
XTU-R Serial Address to use router’s serial number or MAC address in
Number ADSL EOC messages
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6.6 DSL Bonding

This page displays the bonding status of the connected xDSL line.

Please keep this configuration enabled.

1€ ¢ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity xDSL Bonding Capability Configuration
Quality of Service &ny Charges will require 2 reboat.
R,l:]uling Bonding/Man-banding modes - Auto controlled from within the system.
DNS For any kind of =DSL bonding capability in the modem now or in the future,
e . Plazsz keep this configuration enzblad,
DSL Bonding
—— XY . =051 Bonding Capakifity
Interface Grouping
IP Tunnel Current WAN xD'SL Mode: Bonded
pSec
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6.7 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

Bed ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity DMNS Proxy Configuration
Qualib‘r of Service Enzhlz DHS Prosy
Routing Hest name of the Brozdband Routar:
DNS Domain name of the LAN network:
D5SL
—— BUI‘IdII'Ilg DMS Relay Configuration
DNS Proxy This controls the DHCP Server to 2ssign public DNS.
Interface Grouping [ Enztls DNS Relay _
IP Tunnel [ Apply/Seve |
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6.8 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

Device Info

Security

Quality of Service
Routing

DNS

D5SL

D5L Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPSec

Certificate
Multicast
Wireless
WifiXtend2.0
AutoXtend

@ @ ak

Basic Setup Advanced Setup Diagnostics Management Logout

Interface Grouping — A meximoem 16 entries can be configured

p=. Each group will perform as an indepencent

o suppert this fealure, yo L create g with appropriate LAN and WAN int=rfaces using
e Add button. The Remove n will remowe the grouping and 2dd the ungrouped interfaces to e Default
group. Oniy the defaul group has IP interfsos.
Growp Name | Remove | WAN Interfiace | LAN Interfaces DHCP Vendor IDs | MAC Address
atmi.1 =thil.0
=thz.0
=h3.0
De=lalt =0
=h5.0
CombrendS64Z_7 45Hz
ComirendS842_ScHe

| Ard ” Remowe |

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown

onscreen.
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Interface grouping Configuration

Security
Ql.lﬂlihf of Service ornect=d to ether LAN or 'n_'\.'Lr-'l.‘J o ume & spedfic WAN interface.
= - Part. Arry Wi
Routing endor [0 or Any Part, Any WAN option &= an
DNS
DSL Here are the steps bo create an Intedface Group featune:
DSL BDndi“g Skep L.Enter the Group Name group name must be wnigue when oresting multiple groeps
DNS Proxy Step 2. Select WAN Intesfaos tat the group wil assocists to. Click on the WAN interfacs from the Ava
Interface Grouping WAN Ink=rfaces columin, then move it to the Grouped WAN Interfaces column, Use the &row Butfon o mowe
the int=rfaces Bebween columns
IP Tunnel
IPSec Step 3 Thoos= from the 3 oplions that best =l your nesds: [2] Goeped LAN interfzce, [B.] Vendor ID OR
. [c.] MAC re== for Any port, & VAN,
Certificate
Multicast [2.] The Group=d LAN interf cplion designates a port(s) o that specified WAN Int
ARG Click an the LAN and WLAN interfaces you dhoome (o azsociate
Wireless LAN/WLAN interfaces to the otfer column.
wifiXtend2.0 [b.] Thee ‘amdor [0 cption will sutamsticzlly g0 LAH ar WLAN
AutoXtend Groupsd LAN Inter) bas=d on the Vendor 1D in the DHCP D

&g the DHCP Vendor ID =tring from e LAN Cient. I you do nat know the endor 10, sither you
check with e manufacturer or fzke 2 packsl capture o identify e Vendor IDin O DHCP Discover

an

VAN option automatically adds LAN or WLAN clienks
WLAM SSID ta e Grouped LA Interfaces Based an fie MAC &ddress. A0 the MAC address
it 'WAMN Interface. Using the MAC OUL (first 6

will need to fill in the rest of the MAC adtness

-6 will haws & MAC OUI of 68:0E:07. To

IMPORTANT: If & Vendor ID or MAC address is configured for a specific dient device, please
REBOOT the client device attached to the modem &0 allow it b0 request an IP address and associate
the port to the appropriate Growp,

Group Name: |
Grouped WAN Interfaces Available WAN Interfoces
N atmd.1/atm0.1 .
- -
Grouped LAN Interfaces Available LAN Interfaces
N ComirendS6A2_2 4GHz .
ComirendS8A2_5GHz
eth1.0
eth2.0
eth3.0
ethd.0
eth5.0
2 -

Auvtematically Add Clients With the
folltwing DHCP Vendor IDs

MALC Address Match List for Any Port
Any Wan
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Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, ETH4 and ETH5.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, ETH4 and ETHS5.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default" and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_0_37, nas_0_38, and ETH1.
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6.9 IP Tunnel
6.9.1 IPv6inIPv4

Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured IPv4
links.

[ < > P a
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IP Tunneling -- 6in4 Tunnel Configuration

Security
Quality of Service [ Mame | wan | LaN | Dynamic | 1Pv4 Mask Length | 6rd Prefix | Border Relay Address | Remove |
Routin
i
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPvbinIPv4

IPv4inIPve

Click the Add button to display the following.

1@ 1 O
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rit\r IP Tunneling -- Gin4 Tunnel Configuration
QLIH'“Z]I" of Service Currendy, anly 6rd configuration is supparted,
Rnul]'ng Tunnel Name
DNS echanizm | GRD hd |
DSL Ascociated WAN Interface | w |
DSL Bnnding Associated LAN Interface LANDrD s
DNS PI"DXY ® manual O Auromasic

Interface Grouping

IP Tunnel Pt ""jEk Engthi

IPVGInIPV4 z.::-a—;- ’ [P:":: L-e-ngtlh

[P\J‘I-inIPvﬁ order Reay Vi AOOINSss;

MAP
Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
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Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface
6rd Prefix with Prefix Prefix and prefix length used for the IPv6
Length interface
Border Relay IPv4 Address Input the IPv4 address of the other device
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6.9.2 IPv4inIPv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6-only environment.

™ < 1+ & 4 K
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IP Tunneling -- 4iné Tunnel Configuration

Security
Quality of Service [ Wame | wan | Lan | Dynamic | AFTR | Remove |
Routing —
DNS [ add |[ Remave |
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPv6inIPv4

IPv4inIPv6

Click the Add button to display the following.
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rity IP Tunneling -- 4iné Tunnel Configuration

Quality of Service Currendy, only D5-Lite configuration is supported,
Rnuling Tunnel Hame
DNS Meachanizm | DS-Lite w |
DSL Azsociated WAN Interface | ' |
DSL Bl]l'ldil'llg Azsociated LAN Interfacs LAMNDrD
DNS Pﬂ}x‘f ® mzruzl O Automatic
Interface Grouping AFTR:
IP Tunnel | apphy/save |

IPvGinIPv4

IPv4inIPv6

Click Apply/Save to apply and save the settings.
Item Description

Tunnel Name Input a name for the tunnel

Mechanism Mechanism used by the tunnel deployment

Associated WAN Interface Select the WAN interface to be used by the

tunnel
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Associated LAN Interface Select the LAN interface to be included in the
tunnel
Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

AFTR Address of Address Family Translation Router

6.9.3 MAP

This page allows you to configure MAP-T and MAP-E entries.

Mo odak
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- MAP — MAP-T/MAP-E Configuration
Security ¢

g;li;?gﬂfSEW|m Mechanism | WAN | Dynamic greﬂx Eﬁx gﬂ:m Esﬁls[nlt E;j:[g:th PSID | Remowve
DNS —
DSL [ acd || Remove |
DSL Bonding

DNS Proxy

Interface Grouping

IP Tunnel

IPvGinIPv4

IPv4inIPve

MAP

Click the Add button to display the following.
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B dak
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- MAP - MAP-T/MAP-E Configuration
Security ?

Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPv6inIPv4 BMR IPvE Prefis
IPv4inIPv6 BIMR. IPv4 Prfis
MAP PSID OFfat
IPSec PSID Length
Certificate PSID Value
Multicast | Apply/Save |

[MART v
| v

LAMNIDrO »

BR. IPvE Prefi

Click Apply/Save to apply and save the settings. The settings shown above are
described below.

Item Description

Mechanism Choose whether to encapsulate with MAP-E or MAP-T to
be used for NAT64 translation

Associated WAN Lists the LAN interfaces available to be used for IP MAP

Interface

Associated LAN Lists the LAN interfaces available to be used for IP MAP

Interface

Manual Configure the prefix and relative PSID settings manually
The prefix settings will be configured automatically from

Automatic the mapping interfaces

BR IPv6 Prefix Configure the border relay IPv6 Prefix

BMR IPv6 Prefix Configure the basic mapping rule IPv6 Prefix

BMR IPv4 Prefix Configure the basic mapping rule IPv4 Prefix

PSID Offset Port Set ID offset assigned to the IP MAP

PSID Length Define the port set ID length

PSID Value Define the port set ID value
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6.10 IPSec
6.10.1 IPSec Tunnel Mode Connections

You can add, edit or remove IPSec tunnel mode connections from this page.

= <@ i 8 a2 bk
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IPSec Tunnel Mede Connections

Security
Quality of Service Add, remove or enzble/diszble [PSac tunnel connections from this pags.
R.Ol..ltil'lg Connection | IP Tunnel | KeyExchange | Local Gateway |Remote Lacal Remaote
DNS Name Version | Made Methad Interface Gateway |Addresses | Addresses
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPvGinIPv4
IPv4inIPve
MAP
IPSec

Remowe

| Add New Connection || Remove |

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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Se-::urity IPSec Settings
Ql.lﬂlit‘f of Service IPSzc Connection Name
Routing
DNS IP Version
DSL
DSL Bonding =
DNS Proxy ) Local Gatmway Intarfece Select interface w
Interface Grouping
1P Tunnel et P vy s
IPvGinIPv4
IPv4inIPvG Tunnel aoce=s from local IP addresses
IPSec Mask or Prefix Lengtt
Certificate
Multicast Tunnel access from remctz IP sdtnesses
Wireless I? Adress for VPN
wifitend2.0
AutoXtend
Ky Exchiange Mathod AutoflKEVT) »
Authmnticatizn Methiod | Pre-Shared Key  w |
Perfact Forwan] Secrecy
Aivanced IKE Seitings | Show Adwvano=d Seltings |
[ Apstyisee |
Heading Description

IPSec Connection Name

User-defined label

IP Version

Select the corresponding IPv4 / IPv6 version for the
IPSEC connection

Tunnel Mode

Select tunnel protocol, AH (Authentication Header)
or ESP (Encapsulating Security Payload) for this
tunnel.

Local Gateway
Interface

Select from the list of wan interface to be used as
gateway for the IPSEC connection

Remote IPSec Gateway
Address

The location of the Remote IPSec Gateway. IP
address or domain name can be used.

Tunnel access from
local IP addresses

Specify the acceptable host IP on the local side.
Choose Single or Subnet.

123

Leading the Communication Trend




SOMTREND

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please enter
the subnet information for VPN.

Tunnel access from
remote IP addresses

Specify the acceptable host IP on the remote side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please enter
the subnet information for VPN.

Key Exchange Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)
authentication. For Pre-shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Me

thod

Pre-Shared Key / Certificate
(X.509)

Input Pre-shared key / Choose Certificate

Perfect Forward Secrecy

Enable or Disable

Advanced IKE Settings

Select Show Advanced Settings to reveal
the advanced settings options shown below.

| Hide Advanced Settings |

Main w

|AES - 122 (sw) v |

SHAT (sw) W
XChange lml

[ 3800 |

(]
%]
"
(=)
-
m
[

[a]

| AES - 123 (3w) v |
SHAT (sw) W
wchange 102400 »

[ 3800

(]
%]
"
(=)
-
m
[

L
Iu]
=}

| Apphe/save |

Advanced IKE Settings

Select Hide Advanced Settings to hide the
advanced settings options shown above.

Phase 1 / Phase 2

Choose settings for each phase, the available
options are separated with a “/” character.

Mode

Main / Aggressive

Encryption Algorithm

DES / 3DES / AES 128,192,256
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Integrity Algorithm

MD5 / SHA1

Select Diffie-Hellman Group

768 - 8192 bit

Key Life Time

Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

Key Exchange Method
Encryption Algorith
Encryption Ke

SPI

AES W
| |
Hex value: DES - 16 digit, 30 48, AES 31, 48, &4 dig
SHAT w
| |
Hex value: MO “ ;:-E"-L.: 40 d
Hes: value: LOD-FRFFFFF
| Apphisave |

Encryption Algorithm

DES / 3DES / AES (aes-cbc)

Encryption Key

DES: 16 digit Hex, 3DES: 48 digit Hex

Authentication Algorithm

MD5 / SHA1

Authentication Key

MD5: 32 digit Hex, SHA1: 40 digit Hex

SPI (default is 101)

Enter a Hex value from 100-FFFFFFFF
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6.11 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.11.1 Local

B < ak
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Local Certificates

Security

QLIEI'itY of Service .:dd._ View ar Remove certificates from this paos. Local certificatas ars used by pears to werify your identity,
Maximum 4 certificztes can be stored,

Routing

DNS
DSL
DSL Bonding | Create Certificate Request | | Impont Centificate |
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA

| Name | In Usz I Subject | Type | Action |
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CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for

a certificate. Some information must be included in the certificate-signing request.

Your vendor/ISP/ITSP will ask you to provide the information they require and to

provide the information in the format they regulate. Enter the required information

and click Apply to generate a private key and a certificate-signing request. The

contents of this application form do not affect the basic parameter settings of the
SOMTREND
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Create new certificate request

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec (‘Aply ]
Certificate

Local

Trusted CA

0 generate a certificate signing request you need to rclude Common Mame, Onganization Name, State/Province
th er Country Code for the certificate

Cormmon Mame:

Organization Name:

Statz/Prov

US (United States) v

The following table is provided for your reference.

Item Description
Certificate Name A user-defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two-letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA
Multicast
Wireless
wifiXtend2.0
AutoXtend

[ < ak

Management

Basic Setup Advanced Setup Diagnostics
Import certificate
Enter cerlificate name, paste certificate content 2nd private key.
Carlificate Name:

Logout

----- BEGIN CERTIFICATE-----
«insert certificate herex
----- EMD CERTIFICATE-----

Cartificate:
P
----- BEGIMN RSA PRIVATE KEY-----
<insert private key herex
————— END RZA PRIVATE KEY-----
Privale K,
g

| Apphy

Enter a certificate name and click the Apply button to import the certificate and its

private key.
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6.11.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

B <SP ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Trusted CA [Certificate Authority) Certificates
Security ( i

Quality of Service
Routing
DNS
DSL
DSL Bonding [ Import Cericat |
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Local
Trusted CA

ve certificates from this page. CA cartificates are used by you to verify pesrs’ certificates
cates can be swored.

| Hame | Subject | Type | Action |

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

™ < 1+ & 4 K

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
5 rlt}' Import CA certificate
Qua“w of Service Enter certificzte name and paste certificats contznt
Routing Cartificate |:\
DNS Nzme:
st BEGIMN CERTIFICATE-----
) {insert certificate here>

DSL Bonding =000 |- END CERTIFICATE-----
DNS Proxy
Interface Grouping
IP Tunnel Cartificate:
IPSec
Certificate P

Local )

Trusted CA PR

Enter a certificate name and click Apply to import the CA certificate.
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6.12 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default

values shown. Then click Apply/Save.

A< P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SECU_"tf . Multicast Precedonce: Digable % | iower valus, ¢ giher priarity
Qua ||t?' of Service Multicast Strict Grouping Enforcements Dizable +w
Routing
DNS IGMP Configuration
DSL
D5L Bunding Enter IGHMP protoco] configuration Melds il you want modily defaull values shown below.
DNS Proxy Domfmult Versicn,

Interface Grouping Query Int=rval
IP Tunnel Query Responme Inkerysi
IPSec Last Member Query Intzrval
Certificate Rotustrmss Valus
Multicast Masximum Haltizast Groupe
Wireless Maximum Multicast Data Sources (for IGMPY3)
wifiXtend2.0 Maximum Multicast Group Membe=rs:
AutoXtend Faxt Lewvs Enabile
IGMP Group Exception List
Group Address Mesk fMask bits Poamine
224.0.0.0 355.255.355.0
239.7553255.250 255.255.255.155 D
224.0.255.135 255255255155 |:|

Remove Cledked Enlries

MLD Configuration
Enter MLD protooal (TPvE Multicast) configuration fieids if you want modify default values shown below.

Defaulk Version:

Query Intarval

Query Respons= Inkeral

Last Member Query Int=rval

Robustness Value

Maximum Multicast Groups

Maximum Mulliczst Data Sources (For midv2)

Maximum Multiczst Group Members:

Fast Leerve Enabil

MLD Group Exception List

Group Address MaskfMask bibs Remiove
101::0000 fITr::0000
MI02::0000 fITT-:0000
f105: :0001:0003 LB S e s e v i
|l |

Rmmowe Checked Enfries

Multicast Precedence: Select precedence of multicast packets. Default is set to

Disable.

Multicast Strict Grouping Enforcement: Enable/Disable multicast strict
grouping. Default is set to Disable.
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Item

Description

Default Version

Define IGMP using version with video server.

Query Interval

The query interval is the amount of time in seconds
between IGMP General Query messages sent by the
router (if the router is the querier on this subnet).

The default query interval is 125 seconds.

Query Response Interval

The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query
Interval

The last member query interval is the amount of
time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also the
amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value

The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost IGMP
packets. The robustness variable should be set to a
value of 2 or greater. The default robustness
variable value is 2.

Maximum Multicast
Groups

Setting the maximum number of Multicast groups.

Maximum Multicast Data
Sources (for IGMPv3)

Define the maximum multicast video stream
number.

Maximum Multicast
Group Members

Setting the maximum number of groups that ports
can accept.

Fast Leave Enable

When you enable IGMP fast-leave processing, the
switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.
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IGMP Group Exception List / MLD Group Exception List

Item

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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6.13 Wireless

6.13.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.

. o L
SOMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security £5ID
Quality of Service This page allows you to configure the Wirtusl interfaces for each Physical inferface.
Routing . — - o s
DNS Wirgless Interface: [Comtrend56A2_2.4GHz(1C-F488:C256-43) v |
DsL BES-MAC (S3ID): [1C:64:99:C2:56:A3 (ComtrendSEAZ_2 4GHz enabled) v |
DSL Bonding BSS Enabled: |Enabled |
DNS Proxy Metwark Name (SSID): | ComtrendS6A2_2 4GHZ |
Interface Grouping Metwork Type: Cpen W
IP Tunnel AP |zolation:
IPSec BS5 Max Associations Limit:
Certificate VMM Advertise: Advertise w
Multicast WIIF: On v
Wireless
SSID | Apply || Cancel |

Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
BSS Enabled Enable or disable this SSID
Network Name Sets the network name (also known as SSID) of this
(SSID) network
Network Type Selecting Closed hides the network from active scans.

Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
Associations Limit

WMM Advertise When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons
and probes.
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WMF Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

6.13.2 Security

This page allows you to configure security for the wireless LAN interfaces.

COMTREND

Heodak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security SECURITY
Quality of Service This page sllows you to configure security for the wireless LAN interfaces.
Routing
DNS Wireless Interface: [ Comtrend56A2_2. 4GHz(1C:64.55.C2 56-43) v | Select |
DsL . 802,11 Authentication:
DSL Bonding 50215 Authentication: Disabled w
DNS Proxy WRA: Disabled
Interface Grouping WRA-PSK: Disabled v
IP Tunnel WPAZ: Dizabled w
IPSec WPAZ-PSK: Enabled w
Certificate WPAZ-SAE: Digabled »
Multicast
WRA Encs :
Wireless nerypban [AES ]
351D RADIUS Server: 0000
f:;—; rity RADILS Port 1812
RADIUS Key: EEES
MAC Filtering ¥
WDS UWPA passcrase: |
Advanced
WifiXxtendz.0 Protected Management Frames:
AutoXtend
Metwork Key Rotstion Interval: I:I
Pairwise Key Rotation Interval: CI
Metwork Re-auth Interval: 36000
[ Pty || Cancel |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Open
Selects 802.11 authentication -
method. Open or Shared. D!Sable{j M
USEN: Disabled v
The descriptions are also shown below.
Item Description

Wireless Interface

Select which wireless interface to configure
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802.11 Authentication

Select 802.11 authentication method. Open or
Shared.

802.1X Authentication

Select Network authentication type

WPA Enable/disable WPA authenticated key
management suite

WPA-PSK Enable/disable WPA-PSK authenticated key
management suite

WPA2 Enable/disable WPA2 authenticated key
management suite

WPA2-PSK Enable/disable WPA2-PSK authenticated key
management suite

WPA3-SAE Enable/disable WPA3-SAE authenticated key

management suite

WPA Encryption

Select the WPA encryption algorithm

RADIUS Server

Set the IP of the RADIUS to use for
authentication and dynamic key derivation

RADIUS Port

Set the UDP port number of the RADIUS
server. The port number is usually 1812 or
1645 and depends upon the server.

RADIUS Key

Set the shared secret for the RADIUS
connection

WPA passphrase

Set the WPA passphrase

Protected Management
Frames

Wi-Fi CERTIFIED WPA2 with Protected
Management Frames provides a WPA2-level of
protection for unicast and multicast
management action frames.

Network Key Rotation
Interval

Set the Network Key Rotation interval in
seconds. Leave blank or set to zero to disable
the rotation.

Pairwise Key Rotation
Interval

Set the Pairwise Key Rotation interval in
seconds. Leave blank or set to zero to disable
the rotation.

Network Re-auth Interval

Set the Network Key Re-authentication
interval in seconds. Leave blank or set to zero
to disable periodic network re-authentication.
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6.13.3 WPS

This page allows you to configure WPS.

M <@ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Siacu_rityr ) WPS
Quality of Service Thiz page allows you o configure WPS.
Routing
DNS \Wireless Interface: [Comtrend5642_2 4GHz(1C:64:88:C256:A3) w | Select |
DsL WPS Current Mods: AP with Builtin Registrar
D5L Bonding
DNS Proxy WPS Configurstion: Enabled w
Interface Grouping Davice WPS UUID: —
IP Tunnel Davics PIN: 95085508 | Generate |
IPSec Configure by Externsl Registrar:
Certificate
Multicast Current S5I0: ComirendS842_2 4GHz
- Current Authentication Type: WWPAZ-PEK

Wireless Current Encryption Type: THIP+AES

551D Current PSK: Click here fo display

Security

WPS sEiD- [ ComirendSBAZ_2 4GHz |

MAC Filtering Authentication Type: WRAZ-PSK s

WDS Encryption Type: TEIP+AES w

Advanced WPA passphrase: — |Chick: here to display]
WifiXtend2.0 | Save Credentials | | Reset To OB |
AutoXtend

Station PIN: [ |mote: Empty for PEC methed.
Autharized Staion MAC: [

[ Add Enrolles |
WPS Current Status: nit
[ Apply || Canest |
List Wifi-Invite enabled STAs:
Wif-Invite ensbled STAs:
Action Fris=dly Nams MALC Address

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPS
Thiz page allows you to configure WPS.
Wireless Interface: Comtrend0001_5GHz(02:10:18:01:00:02) v | Select
WPS Current Mode: l} AP with Built-in Registrar
| WeS current mode |
WPS Configuration: Enabled
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The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

WPS Current Mode

Displays WPS current mode

WPS Configuration

Enable/Disable WiFi simple config mode

Device WPS UUID

Displays the WPS UUID number of this device

Device PIN

Displays the PIN number for this device

Configure by External Registrar

Set Allow/Deny wireless external registrar to
get/configure AP security through AP PIN

Current SSID

Displays the current SSID

Current Authentication Type

Displays the current authentication type

Current Encryption Type

Displays the current encryption type

Current PSK

Displays the current PSK by clicking

lick here to display|

SSID

Set the network name (also known as the
SSID) of this network

Authentication Type

Select the authentication type from the
drop-down menu

Encryption Type

Select the encryption type from the
drop-down menu

WPA passphrase

Set the WPA passphrase

Station PIN

Input the station PIN to verify expected
station.
Note: Empty for PBC method.

Authorized Station MAC

Input the authorized station MAC

WPS Current Status

Displays the WPS current status

List Wifi-Invite enabled STAs

Click the Refresh button to refresh the
WiFi-Invite enabled STA list

Wifi-Invite enabled STAs

Displays the list of WiFi-Invite enabled STAs
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6.13.4 MAC Filtering

This page allows you to configure the MAC Filtering for each Physical interface.

A o L
COMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security _ MAC Filtering
Quality of Service This page allows you to configure the MAC Filtering for esch Physicsl interface.
Routin
DNS L ‘Wireless Interface: | Comtrend3842 2.4GHz(1C:64.9%:C256:A43) v |
D5SL BES-MAC (SSID): [1C:64:99:C2:56:A3 (Comtrend56A2_2.4GHz enabled) |
D5L Bonding
DNS Proxy MAC Restrict Mode: Dizabled »
Interface Grouping :ﬁg :\:;r:::f Probs Responss:
IP Tunnel ’ - | I |
IPSec | | |
Certificate | | |
Multicast | | |
Wireless | | |
S51D | I |
Security | I |
WPs
MAC Filtering | I |
WwDs
A Cancel
Advanced LAenly ) |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

MAC Restrict Mode: I} Disabled
Selects whether dients with the

specified MAC address are allowed or
deniad wirgless access.

P
L= ¥

The descriptions are also shown below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
MAC Restrict Mode Select whether clients with the specified MAC

address are allowed or denied wireless access

MAC filter based Probe Enable/Disable MAC filter based probe
Response response mode
MAC Addresses Allow/Deny wireless access to clients with the

specified MAC addresses. The MAC address
format is XX:XX:XX:XX1XX:XX.
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6.13.5 WDS

The wireless distribution system supports extended networking of wireless access
points and can be configured as described below.

Ao

Device Info

Security
Quality of Service

Basic Setup

s P Ak

Advanced Setup Diagnostics Management Logout

Wireless Distribution System (WDS)
WS settings need reboot to apply.

Routing
DNS

DSL Peer MAC Address:
DSL Bonding | |
DNS Proxy | |
Interface Grouping I I

IP Tunnel
Enabled v

IPSec
| Apply || Cancel |

Wireless Interface: [ Comirend2451_2 4GHz{00:80:4C:2C:30:00) v |

MAC Agdrese Link Status

Restriction:

Certificate Link Detection Interval:

Multicast
Wireless
S5ID
Security
WPS
MAC Filtering
WDSs
Advanced

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Comtrend300D1_2 4GHz{1C:64:99:32:50:02)

Selects which wir%ess interface to

configure,

MAC Address Link Status

The descriptions are also shown below.

Item Description

Wireless Interface Select which wireless interface to

configure

Peer MAC address Enter the peer wireless MAC addresses of
any member that should be part of the

Wireless Distribution System (WDS)
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Restriction Select Disabled to disable the WDS
restriction. Any WDS (including the ones
listed in Remote Bridges) will be granted
access. Select Enabled to enable WDS
restriction. Only those bridges listed in
Remote Bridges will be granted access.

Link Direction Interval Set the WDS link detection interval in
seconds. Leave blank or set to zero to
disable the detection.

Note: With reference to the above setup, please ensure that the conditions below
are met, and both devices are rebooted afterwards:

1. Ensure that the first Comtrend device (home router) does not use the same
IP address as the second Comtrend wireless device (wireless bridge). See
section 5.3 LAN, for details on how to change the IP address.

Beooak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN Setup Loscal Area Network (LAN) Setup
MNAT Cenifigurs the Broadband Rowter [P Addre=s and Subnet Mask for LAN interface. GroupName
LAN —

Lan VLAN Setting R

IPv6 Autoconfig Satnet =k

UPnP Enable IGMP Snooping
Parental Control
Home Networking () Stangard Mode
Wireless W Slzcking Mode
wifiXtend2.0 -

Enabie JEM7 LAM bz LAM Multic

AutoXtend L M multiczst selting = only when WAN =ervice i up

LANZLAN multiczst is zlweys enabisd when WAN s=rvice is down negardiess of this s=lting

D Enail= LAM =ide firmwa

() Dizabile DHCP Sarver

Leas=d Tim= {four)
D Setling TFTF Server

Static IP Leaz= List- (A madmum 32 entries can be configured)

| MAC nddress | 1p Address | Remee |

| At Enlries ” Re=move Entries |

) Enable DHCP Sarver Relay

DHCP Server IP Addre=s

Agphy/Save
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2. Both devices need to have the same fixed channel. See section 6.13.6
Advanced for details.

[ < @ ak

Device Info Advanced Setup

Security

Quality of Service

Routing
DNS

DSL

DSL Bonding
DNS Proxy

Interface Grouping

IP Tunnel
IPSec
Certificate
Multicast
Wireless
S5ID
Securiby
WPS
MAC Filtering
WDs
Advanced
WifiXtend2.0
AutoXtend

Basic Setup

Radio
This page sllows you io configure the Physical Wireless interfaces.

Wirgless Interface:

Diagnostics

Management Logout

[ ComtrendS8AZ_2 4GHz(1C-64B8:.C255A3) w |

Interface:

80211 Band: 2.4 CH= | Curant 2.4 GH

Channel Specification: Ayt w | Current Bu ~Interferance Leval: Acceﬁa:-lel
Bandwidih: 40 MHz % | Cument: 40MHz

WLAM Priority Support:

0BS5S Coexistence:
Transmit Power:

M= Associations Limit:

¥Press™ Technology:

Beamforming iransmission (BFR):

Beamforming reception (BFE):
MU-MIND T

RIFE Mode Advertisement:

WM Support:
Mo-Acknowledgement:
APSD Support:

Enable IGMP Praxy:
BandSteering Deemon :
Airtime Faimess:

Enable 302 118

=
(=]
53
<

o
I

g
<

[E1[5]
E%M
¢ = | =N

BIE

<

g
<

Digable el

Enable w

I

Q
15
g
3
@
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3. Both devices need to have a (different) fixed access SSID (Network Name).
See section 6.13.1 SSID for details.

.@Qﬁé@uﬁ*

Device Info Basic Setup Advanced Setup Diagnostics
Security SSID
Quality of Service This page allows you to configure the Virtusl interfaces for each Physical interface.
Routin
DNS L Wireless Interface: [ ComtrendS6A2_2.4GHz{1C:64.08:C2-56:A3) v |
D5L BES-MAC (35D [1C:64:98:C2:56:A3 (Comtrend5642_2 4GHz enablad) w |
D5L Bonding BES Enabled: Enabled w |
DNS Proxy | Hetwark Name (SSID): Comtrend5642_2 4GHz ||
Interface Grouping Metwark Type: Open W =
IP Tunnel AP |=olation:
IP5ec BES5 Max Associsfions Limit: m
Certificate NN Arvertise:
Multicast WMF:
Wireless

551D

Management Logout
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4. Both devices need to have 802.11 Authentication Open and
WPA2-PSK/WPA3-SAE disabled. See section 6.13.2 Security for details.

A< @ ak

Logout

[ Comtrend38A2_2 4GHz(1C:64:89:C256:43) v | Select |

Device Info Basic Setup Advanced Setup Diagnostics Management
Security SECURITY
Quality of Service This page allows you to configure security for the wireless LAN interfaces.
Routing
DNS Wireless Interface:
DSL . | 502.11 Authentication: Open ||
DSL Bonding TO TR AUtherteston. Dissbled v
DNS Proxy WP Disabled v
Interface Grouping WPA-FSK: Disabled v
IP Tunnel WPAZ: Dizabled w
IPSec WPAZ-PSK: Enabled
Certificate WPAL-SAE: Dizabled v
Multicast
WPA Encryption: A

Wireless nenyenan AES

551D RADIUS Server: 0000

;E:;"t‘f RADIUS Port: 1312

RADIUS Key: b

MAC Filtering +

w Ds ]"FA passphrase AERRRER RS

Advanced
wifiXtend2.0 Protected Mansgament Frames:
AutoXtend

Matwork Key Rotstion Interval:

Pairwise Hey Rotstion Interval:

Metwork Re-guth Intervsl:

[WGiickc here to dizpiay

[

36000
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5. Both devices (A & B) need to have each other’s MAC address. See section
6.13.5 WDS for details.

r -
COMTREND
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security ) Wireless Distribution System (WDS)
Quality of Service WIS settings nead reboot to apply.
Routing - -
DNS ‘Wireless Interface: [ Comtrend56A2 2.4GHz(1C:E4:85:C256:43) v |
DsL Pesr MAC Address: MAL Address Link Exstus
D5L Bonding | |
DNS Proxy | |
Interface Grouping | |
IP Tunnel | |
::Pf:te;: t Restriction: Enabled w
€ I_ icate Link Detection Interval:
Multicast
Wireless
S5ID
Security
WPs
MAC Filtering
WDs
Advanced

6. Now make sure to reboot both devices. See section 8.9 Reboot for details.

1@ 0 @ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SEtti“gs Click the button below to reboot the router,
System Log

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software
Reboot
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6.13.6 Advanced

This page allows you to configure the Physical Wireless interfaces.

2.4GHz

IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDs
Advanced
WifiXtend2.0
AutoXtend

7).

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security Radio
Quality of Service This page allows you to configure the Physical Wireless interfaces.
Routing _ _
= Wireless Interface: [ComtrendS642_2.4GHz(1C:64:95:C2:56:43) v |
DSL Interface:
D5L Bonding 502.11 Band:
DNS Proxy Channel Specification:
Interface Grouping Bandwidth:

& Kk

WLAM Priority Support:

0B5S Coexistence:
Transmit Power:

Max Associations Limit:

A Press™ Technology: On W
Beamfarming transmission (BFR): | Dizabled w |
Bearforming reception (BFE): | Dizabled o |

MU-MIRSD T Dizabled »
RIFS Mode Advertisernant:
WM Support:
Mo-Acknowiedgement:
APSD Support
Enable IGMP Praoxy:
BandStesring Daemon
Airtime Fairmess:
Enable 302 11ax: On

| Appty || Cance |

For information on each parameter, move the cursor over the parameter that you
are interested in (as shown here).

Country: UN|TE|?| STATES v
Restricts the channel set based on % Current: U3
Regulg country requirements. 0 v | CumsntD

The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

Interface

Enable/Disable the wireless interface
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802.11 Band

Select the 802.11 band to use

Channel Specification

Select a channel specification

Bandwidth

Select channel bandwidth

VLAN Priority Support

Advertise packet priority using VLAN tag

OBSS Coexistence

Enable/Disable overlapping BSS coexistence aka
20/40 coex.

Transmit Power

Select the transmit power percentage

Max Associations Limit

Set the number of associations the driver should
accept

Xpress Technology

Enable/Disable Xpress mode

Beamforming
transmission (BFR)

Enable/Disable beamforming transmission

Beamforming reception
(BFE)

Enable/Disable beamforming reception

MU-MIMO TX

Enable/Disable MU-MIMO transmission

RIFS Mode
Advertisement

Select the RIFS (Reduced Inter-Frame Spacing)
mode to advertise in beacons and probe responses

WMM Support

Enable/Disable WMM support

No-Acknowledgement

Enable/Disable EMM No-acknowledgement

APSD Support

Enable/Disable Automatic Power Save Technology

Enable IGMP Proxy

Enable/Disable IGMP Proxy

BandSteering
Daemon

Select standalone for dual band traffic control (i.e
will switch between 2.4 & 5GHz connections
automatically)

Select Disable to close this feature

Airtime Fairness

Enable/Disable airtime fairness between multiple
links

Enable 802.11ax

Disable (Off) to make those not-support-802.11ax
NIC/STA see this AP
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5GHz

IP Tunnel

Beodak

Thiz page sllows you to configure the Physical Wireless interfacas.

Device Info Basic Setup Advanced Setup
Security Radic
Quality of Service
Routing
DNS Wireless Interface:
DSL |mtarfaca:
DSL Bonding 202.11 Band:
DNS Proxy Channel Specification:
Interface Grouping Bandwidth:

WLAN Priority Support:

IPSE_:::_ 0BS5S Cosstence:
&= rtll S Transmit Power:
Multicast
Wireless DFS Channel Selection:
551D o o
Security Max Associstions Limit:
WPS XPress™ Technology:
MACL Filtering
WDs Beamforming transmission (BFR):
Advanced Beamforming reception (BFE):
WifiXtend2.0 MU-MIMO TX:
AutoXtend RIS Mode Advertisement
WM Support:
Mo-Acknowiedgement:
APSD Support:

Ensable IGMP Proxy:
BandStesring Deemon :
Airtime Faimess:

Enable 302 11ax:

Diagnostics

Management Logout

| Comirend38A2 SGHz(1CH4.099:C2:55-44) w |

Enahled w
5 GHz »
3650w
30 MiHz »

Cument: 5 GHz
Cumant 3580 " Injerference Level: Acceptable
Current B0MHz

5%
i
<

DFS Reentry v

[
ka2

g
<

isabled
isabled

FIfE

=
g
3
<

E
<

)
<

Dizable w

Dizable o

{[E

Disable »

o

n s

[ Apply || Cancel |

Click the Apply button to apply your changes.

For information on each parameter, move the cursor over the parameter that you

are interested in (as shown here).

Country:
Restricts the channel set based on
Reguld country requirements.

UNITED STATES v

Curent: US
0 T

Current: O

The descriptions are also shown below.

Item

Description

Wireless Interface

Select which wireless interface to configure

Interface

Enable/Disable the wireless interface

802.11 Band

Select the 802.11 band to use

Channel Specification

Select a

channel specification
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Bandwidth

Select channel bandwidth

VLAN Priority Support

Advertise packet priority using VLAN tag

OBSS Coexistence

Enable/Disable overlapping BSS
coexistence aka 20/40 coex

Transmit Power

Select the transmit power percentage

DFS Channel Selection

DFS (Dynamic Frequency Selection) is

a channel selection scheme specifically for
5GHz Wi-Fi to prevent collision with other
usages, such as military/satellite
communications and weather radar

The DFS Reentry feature if selected, will try
re-entering to a DFS channel to avoid
service interruption for the user

Max Associations Limit

Set the number of associations the driver
should accept

Xpress Technology

Enable/Disable Xpress mode

Beamforming transmission
(BFR)

Enable/Disable beamforming transmission

Beamforming reception (BFE)

Enable/Disable beamforming reception

MU-MIMO TX

Enable/Disable MU-MIMO transmission

RIFS Mode Advertisement

Select the RIFS mode to advertise in
beacons and probe responses

WMM Support

Enable/Disable WMM support

No-Acknowledgement

Enable/Disable EMM No-acknowledgement

APSD Support

Enable/Disable Automatic Power Save
Technology

Enable IGMP Proxy

Enable/Disable IGMP Proxy

BandSteering Daemon

Select standalone for dual band traffic
control (i.e will switch between 2.4 & 5GHz
connections automatically).

Select Disable to close this feature.

Airtime Fairness

Enable/Disable airtime fairness between
multiple links
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Enable 802.11ax

Disable (Off) to make those
not-support-802.11ax NIC/STA see this AP

6.14 WifiXtend 2.0

WifiXtend is a function to construct and optimize a mesh-network. Check the
checkbox and click the Apply/Save button to enable WifiXtend.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDs
Advanced
WifiXtend2.0
AutoXtend

Beodak

Basic Setup Advanced Setup Diagnostics Management Logout

WIFIQ€TEND &

WiFitend2.0: End-User WiFi Optimization via Mesh-Enahanced Technology

Enable WiFi Mash

ApplyiSave

Wifi Xtend"

WiFiXbend 1.0z Hisborical referenoce only, This now exists under AutoXiend as SSID Sync.

To enable the end-user WiFi optimization via mesh-enhanced technology, check the
checkbox and click the Apply/Save button.
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6.15 AutoXtend

AutoXtend is a function to construct and optimize a mesh-network. To select
information to synchronize with all mesh-network nodes, please check the desired
item and click the Apply/Save button.

1@ P a bk

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. Autaktend
Security

Qualit‘y’ u'f Service Custom code features il incresss sase of inslsllation.
Routing
DNS Enabie Autokl=nd Features
DSL
DSL Bonding
DMNS Proxy
Interface Grouping
IP Tunnel 3
IPSec [ WiFiMesh Sync: W
Certificate CERNTmnd Symc: TSR =affings are propegate=d.
Multicast
Wireless

551D

Security

WPs

MAC Filtering

WDs

Advanced
WifiXtend2.0
AutoXtend

|:| 2dmin Sync- Syncs the adminstrator legin us=mame and pessword.
G.hn Sync: Syncs G.hn domain and passwand.

|:| TRES Sync: Syncs the TRAIEYSTUN s=ttings

yre Thee SEIDY Passeond seftings are propagat=d.

{ifibesh seltings ar= propagat=d.

Apphy/Save

To enable the AutoXtend features, check the required checkboxes and click the
Apply/Save button.
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics

7.1 Diagnostics - Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.

™ & 3 & a Bk

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. . LAN
Diagnostics
BODOD =
ptll'l"IE Status P —— P s P Serial Number
Ping 100 FD Dawn Down Dawn
ethl efh2 th3 efhd Firmmwane Version
TraceRoute —
LAN TPud Address | 162.166.1.1 Boatloader (CFE)
LAN Subnet Mask 2 Version
LAN MAC Addréss | 1c:54:93:c2:56:22 Up Time Lhours? mhail e
DHCF Server Enatled System Log Show
DHCP IP Range e2isELz-
9 162 166 1.354

Click the Diagnostics Menu item on the left side of the screen to display the
individual connections.

1 €@ 3 P a Kk

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Dia gI'IDStiCS Diagnastics
Ethernet OAM The intrvidual t=sts are fxted below. IF = b=st di = & Tail status, dick "Renun Diagnostic Tests" ot the bottom of @

B ta make sure the f2il status is conmistent. I7 tee cankinues to fail, dick "Help” and Toliow the troubl=shooling proc
Uptime Status
Test the connection to your local network

Ping Test your ethl Connection: PASS Help

TraceRoute =
Test your ekh2 Connection: FAIL Help
Test your ebh3 Connection: FAIL He=lp
Test your ethd Connection: FAIL He=lp
Tesk your ethS Connection: FAIL Help
Test your Wireless Connection: | PASS,PASS | Help

Rerun Disgnostic Tests
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7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

SOMTREND

mendak

pevice fnfo BasicSetup  Advanced Setup  Diagnostics ~ Management Logout
i i Ethernet Link OAM (802.3ah
Diagnostics _Elnet in ( ah)
Ethernet OAM ) Enzbled
uptinle Status Ethamet Service DAM (302.1ag [/ ¥.1731)
e O Enzbld i@ B02.1ag O v
TraceRoute

| Apphyisave |

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernat Link OAM (202.3ah)
Enablec
WAN Interface
OAM 10 {positive integer]
(] Auto Event
[C] Warizble Retrieval
[l Link Events
[ Remate Loopbadk
[ Active Made
Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM packets
OAM ID OAM Identification number
Auto Event Supports OAM auto event
Variable Retrieval Supports OAM variable retrieval
Link Events Supports OAM link events
Remote Loopback Supports OAM remove loopback
Active mode Supports OAM active mode
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To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full

configuration list.

Enabled @ 02,109 O
WAN Interface
MD Level
MD Mame:
I TDn
Local MER ID
Local MEP VLAN ID
(] CCM Transmission
Remote MEP ID:

Loopback and Linktrace Test

Ethernat Service OAM (802.1ag / ¥.1721)

Y.1731

[2.g. Broadoom]

[e5. BRC]

[1-8191)

[1-4094] (-1 means no VLAN tag)

[1-8191] (-1 means no Remote MEF)

Target MAC: I:l [=vg. 02:10:18:a=2:bbicx]

Linktrace TTL: [1-255] {-1 means rmo max hop limi)
Loopback Result: N/A
Linktrace Result: WA

Send Linktrace

Send Loopback

| Apphy/Save |

Click Apply/Save to implement new configuration settings.

Item

Description

WAN Interface

Select from the list of WAN Interfaces to send OAM
packets

MD Level Maintenance Domain Level

MD Name Maintenance Domain name

MA ID Maintenance Association Identifier

Local MEP ID Local Maintenance association End Point Identifier

Local MEP VLAN ID

VLAN IP used for Local Maintenance End point

Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)

continuously.
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Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet
Linktrace TTL Time to Live value for the loopback/linktrace packet
154

Leading the Communication Trend




7.3 Uptime Status

This page shows System, DSL, ETH and Layer 3 uptime. If the DSL line, ETH or Layer
3 connection is down, the uptime will stop incrementing. If the service is restored,
the counter will reset and start from 0. A Bridge interface will follow the DSL or ETH
timer.

@@@15

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Uptime Status

Diagnostics
This page shows System, DSL, ETH and Layer 3 uptime, If the DEL line, ETH or Layer 2 connection is down, the uptime will stop
Ethernet OAM increment service is restored, the counter will reset and start from 0. A Bridge interface will follow the DSL or ETH timer
Uptime Status . i . -
_p The "ClearAll" button will restart the counters from 0 or show "Not Connected” if the intzrface is dowm,
Ping
TraceRoute IS\rstem Up Timel & hours:37 mins:34 55c5|
D5L Growp:

I DSL Up Tlmel Mot Conmected I

ETHWAN Group:

| ETHWAN Up Time | rot Connec=d |

Claardl

The "ClearAll" button will restart the counters from 0 or show "Not Connected" if the
interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic
test to send the ICMP request to the specified host.

am -
SOMTREND
.
il
Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. . Ping
Diagnostics
Send ICMP ECHO_REQUEST packets to network hosts. Please make sure ICMP is set to be accessible from

Ethernet OAM WAN in Access Contrel configuration,
Uptime Status

g Ping IP Addrzss [ Hostname: Pini
ping 9 |_Ping |
TraceRoute

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.138/0.150/0.264 ms
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7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

M <8 ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
- - TraceRoute
Diagnostics
Ethernet OAM Trace the route ip packsts follow geing to "host". Please make sure ICMP is szt to be accessible from WAN in

Access Contrel configuration,
Uptime Status
Ping
TraceRoute tracerouts to 192,168,1.1 (192.168.1.1), 30 hops max, 38 byte packets
1 Combrend.Home (192,1658.1.1) 0,041 ms

TraceRoute IP Address [ Hostname: TraceRoute
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings

To save the current configuration to a file on your PC, click Backup Settings. You
will be prompted for backup file location. This file can later be used to recover
settings on the Update Settings screen, as described below.

[ < > 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Settings Settings - Backup
Backup Backup Broadband Router configurations. You may save your router configurations to a file on your PC.
Update
Restore Default | Backup Settings |

System Log

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot
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8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to locate the backup file. Then click the Update
Settings button to update your device settings.

[ < 3 &

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. Tools -- Update Settings
Settings

Bal:kup Updat= Eroadband Router settings. You may update your router ==ttings using your saved fes.
Update
Restore Default
System Log Upitat= Settings
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

Seffings File Mame: | ChacsaFlle | No file dicsen

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

B < 8 4k

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settings Tools - Restore Default Settings
Bﬂckup Restore Broadband Router settings to the factory defaults.
Update
Restore Default | Restore Default Settings |
System Log

After Restore Default Settings is clicked, the following screen appears.
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Broadband Router Restore

The Broadband Fouter configuration has been restored to defanlt settings and the
router is rebooting.

Close the Broadband Router Configuration window and wait for 2 mimites before

reopening vour web browser. If necessary, reconfigure vour PC's [P address to match
vour new configuration.

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The PBL-6201 board
hardware and the boot loader support the reset to default. If the Reset
button is continuously pressed for more than 10 seconds, the current
configuration data will be erased. If the Reset button is continuously
pressed for more than 60 seconds, the boot loader will erase all
configuration data saved in flash memory and enter bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

1@ 3 & a K

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settl'ngs System Log
S‘jstem l.Ug The System Log dizleg allows you to view the System Log and configure the System Log options.
SNMP Agent Click "View System Log" to view the System Log.
TR-069 Client Click "Configure System Log” to configure the System Log options.

STUN Client
Internet Time
Access Control
Update Software
Reboot

| View System Lo

STEP 2: Select desired options and click Apply/Save.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
il'lgS System Log -- Configuration
Syst If the log mods is ensbled, the system will begin to log 2l the selected events. For the Log Level, all events abowe or equal o the
em Log selected level will bz logged, For th Level, 2/l logged svents above or egqual to the seleced |evel will be displayed. If the
SNMP Agent select=d made is 'Remotz’ or 'Bath, il be s=nt to the specified IP address and UDP port of the remate syslog serves, If the
TR-069 Client selectad mode is 'Local’ or 'Both,” events will be recondad in the local mamary,
STUN Client Select the desired values and dick "Apply/Szve’ to configure the system log options.
Internet Time Log ® Dizzble ) Enzhlz
Access Control
Update Software Leg Lavst Debugging v
Display Level: Error ~
Reboot i
Moz Local W
| Apphy/Szve |

Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/Save.
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Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“Emergency” down to this configured level will be recorded to the log
buffer on the PBL-6201 SDRAM. When the log buffer is full, the newer
event will wrap up to the top of the log buffer and overwrite the old
event. By default, the log level is "Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB UT will
prompt the user to enter the Server IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log
Date/Time |Facility [Severity Message
Jan 1 00:00:12|syslog  jemerg |BCM2E5345 started: BusyBox w0.60.4 {2004.09, 14-0&: 20+0000)
Jan 1 00:00:17 juser crit klogd: USE Link UP.
Jan 1 00:00:19 |user Crit klogd: ethO Link LIP.
Refresh | Close |

Click the Refresh button to update the system log and click the Close button to
remove the current log from the screen.
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

mengabk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SNMP - Configuration

Settings
Systenl LOg Simp E_Het \'LJ Managemant Protocol (SHMP) slows 2 managemsant application to retrieve statiztics and
status from the SNMP agent i this device,
SNMP Agent o o
TR-069 Client Select the desirad values and click "Apply” w0 configure the SHMP options
STUN Client SNMP Agent ®) pizzblz ) Enzblz
Internet Time ~ )
RE':d Community: PuoaC
Access Control Set Community: private
Update Software System Name: Comirend
REbOOt Sy=temn Location: LTI
Systemn Contact: LNOW
rap Manager IF: 0.0.0.0
| Save/Apphy
The settings shown above are described below.
Item Description
SNMP Agent Enable or Disable the SNMP Agent
Read Community Default is “public”
Set Community Default is “private”
System Name Default is "Comtrend”
System Location Describes the location of the system (user defined)
System Contact Describes who should be contacted about the host the
agent is running on (user defined)
Trap Manager IP Trap request supports to monitor and alarm via port 162
from Agent
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/Save to configure TR-069 client options.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings TR-063 client - Configuration
SEETLLD Confiuration, peovicon, calacan, and agosice s a1 PR =
SNMP Agent ) )
TR-069 Client Select the desired values and dick "Apply/Save” to configure the TR-069 client options.
STUN Client [ Enztl= TR-059
Internet Time — ® . O seraimumser
Access Control Infarr _ T
Update Software DHCP Dption 43
Reboot
Infarm Interval 300
ALCS URL:
ACE Uszzr Name

WAN Interface used by TR-063 dient Amy_WAN w
Connection Request Authentication

Connection Request Ussr Name:
Connection Request Password

Connection Reguest URL:

| Apply/Save || Send Inform |

The table below is provided for ease of reference.

Item Description
Enable TR-069 Tick the checkbox M to enable.
OUI-serial The serial number used to identify the CPE when making

a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial
number.

Inform Disable/Enable TR-069 client on the CPE.
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DHCP Option 43

Enable/Disable using DHCP option 43 received from
WAN server to configure ACS URL.

Inform

Disable/Enable TR-069 client on the CPE.

Inform Interval

The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL

URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name

Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password

Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface used
by TR-069 client

Choose Any_WAN, LAN, Loopback or a configured
connection.

Connection Request

Authentication Tick the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

The Send Inform button forces the CPE to establish an immediate connection to

the ACS.

165

Leading the Communication Trend




SOMTREND

8.5 STUN Client

Session Traversal Utilities for NAT (STUN) is a protocol that serves as a tool for other
protocols in dealing with Network Address Translator (NAT) traversal.

B e sk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SEttil'lgS STUN client - Configuration
System Log S:_s'sz\;tT::r—:EI Lilities for I"l-.TJ: 5 in daaling
SNMP Agent
TR-069 Client
STUN Client ®) Dizzble ) Enzble
Internet Time STUN Server Address:
Access Control STUN Server Port
Update Software STUN User Name:
Reboot STUN Password:
Max Keapalive Period
Min Kezphlive Period

| Aol Save |

Select the desired values and click the Apply/Save button to configure the STUN
client options.

The settings shown above are described below.

Item

Description

Disable/Enable

Disable/Enable STUN client.

STUN Server
Address

IP address of the STUN server.

STUN Server
Port

Service port of the STUN server.

STUN User Name

Account to link to the STUN server.

STUN Password

Password of said account to link to the STUN server.

Max KeepAlive
Period

Maximum period to wait for a packet to be received from
the STUN server to keep the link alive.

Min KeepAlive
Period

Minimum period to send a packet to the STUN server to
keep the link alive.
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8.6 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click Apply/Save.

SOMTREND
- u
|
@L » ®
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
5 ||il'IgS Time settings
System Log This paoe allows you to the modem’s me configuration.,
SNMP Agent Automatically synchronize with Internat time servers
TR-069 Client
STUN Client First NTP time servar: clock.fmthe.net w
Internet Time Sal:-:-": ._TP time sarver Mone W
I Third MTP time server. None e
Access Contro Fourth TP time sarver Mone i
u Pdate Software Fifth NTP tme ssrver Mone hd
Reboot
Time zone offsst | (GMT-08:00) Pacific Time, Tijuana e

NOTE: Internet Time must be activated to use. See 5.4 Parental Control.
The internet time feature will not operate when the router is in bridged mode, since
the router would not be able to connect to the NTP timeserver.
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8.7 Access Control

8.7.1 Accounts

This screen is used to configure the user account access passwords for the device.
Access to the PBL-6201 is controlled through the following user accounts:

e The root account has unrestricted access to view and change the

configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.

B <P ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Settings
System Log _ - . . )
fie ook account hes unrestricted aco=ss k> view 2nd change the configura
SNMP Agent s -
TR-069 Client The suppart accownt is bypically wiliced by Carrier/ISP technicians for maintznance and diagrastics
STUN Client Thie ueer account s typically utilized By End-Ussrs to view configurstion settngs an statistice, with imited sbilty to configurs cartsin ssttings.

Internet Time , ) .
Us= the fizlds below o r the accounts, add/remove accounts (max of § sccounts). Hote: Pesseonds may be as long = 16

Access Control charactars but must nol
Accounts
o ® ?IE;:&“ ar_munl;l v
(") Create an scoount:
IP Address
Update Software 00 Pazmwcrd
Reboot New Pas:
Confirm Pas:
Save/&paly ” Delet= |
Lis= the fizkts below to snable/disalle 2ccounts 25 well as afjust teir specific privieges.
Feature risrt:

Home Metwarking

Farentzl Contral

Note: Passwords may be as long as 16 characters but must not contain a space.
Click Save/Apply to continue.
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8.7.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click Apply/Save
to activate.

™ & i & =

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
il'lgS Service Access Control Configuration
System Log Select each listbox and click save/apply to configure your Setting,
SNMP A.gEI'It Service | Current New Port
TR-069 f.cllent e | = |[AN v |
STUN Client
Internet Time 55H 0 [[LAN v ||z |
Access Control TENET | L=n  |[LAN d| [EE |
;m_unts simp | Diszblz |[Disable  we[f[zsz |
rvices
IP Address HTTFS Lan | LAN w | |¢¢3 |
Update Software FTP len |[LAN v ||z |
Reboot o | Len 0
| ApoiyiSave |

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.
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8.7.3 IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

B < ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SEttiI'IQS Access Control — IP Address
System Log 'hf [_F' a.tildress ~.D_\: ==z Cont ;C—m::h if enab ed, pen —||'_=. BCoess o CI_|<:__“:l|;:|re' 'ag_e:fl;t;g[‘_-.s fram [P -
SNMP Agent validate IP addresses for incoming packets. The sarvices are the system applications listed in the Ser' re
TR-069 Client Contral List beside ICMP
STUN Client Access Control Mods: @ Diszble ) Enable
Internet Time
Access Control IP Address | Subnet Mask I Interface | Remove |

Accounts

Services [(add | [ Remowe |

IP Address
Update Software
Reboot

Click the Add button to display the following.

@ Q ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Access Control

Settings
System Log ElT;::qj:E[I:;gldrress of the management station permitted to access the loczl management serviczs, and
SNMP Agent
TR-069 Client IP Address Subnet Mask Interface
STUN Client 1 |[[none ~
Internet Time
Access Control | Save/Apply |
Accounts
Services
IP Address
Update Software
Reboot

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address - IP address of the management station.
Subnet Mask - Subnet address for the management station.

Interface - Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.8 Update Software

This option allows for firmware upgrades from a locally stored file.

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.

SOMTREND

% & sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. Tools -- Update Software
Settings

SYEtEITI Lug Skep 1; Obtain an updated softwans image il from your ISP,

SNMP Agent Shep Z; Enter the path o the image file location in the Box belaw ar click the: "Browes" Butfon to locats the image fike
TR-0692 Client
STUN Client

Internet Time MIOTE: The uptiate prope=s takes about 2 minutes to comgplet=, 2nd your Broadband Rout=r will reboct

Access Control
Update Software
Reboot

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Select the configuration from the drop-down menu.

Configuration options:
No change - upgrade software directly.

Erase current config - If the router has save_default configuration, this option will
erase the current configuration and restore to save_default configuration after
software upgrade.

Erase All - Router will be restored to factory default configuration after software
upgrade.

STEP 3: Enter the path and filename of the firmware image file in the Software
File Name field or click the Choose File button to locate the image file.

STEP 4: Click the Update Software button once to upload and install the file.

NOTE1l: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.

NOTE2: The Power LED indicates the status of firmware update progress. Please
DO NOT power off the device when Power LED is flashing or the device
will be damaged.
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8.9 Reboot

To save the current configuration and reboot the router, click Reboot.

[ Q@ ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SEttiﬂgs Click the button below to reboot the router.
System Log =
eboot
SNMP Agent
TR-069 Client
STUN Client

Internet Time
Access Control
Update Software
Reboot

NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.

.@@5@15

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settings Broadband Router Reboot
System Log The Broadband Router is rebooting.
SNMP Agent
TR-069 Client Close the Broadband Router Configuration window and wait for 2 minutes
STUN Client before reopening vour web browser.

Internet Time
Access Control
Update Software
Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your
screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router,
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STATEFUL PACKET INSPECTION

SOMTREND

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup - Security - IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Dest. IP Address i NA
Dest. Subnet Mask : NA
Dest. Port : NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. IP Address :172.16.13.4
Dest. Subnet Mask : 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy : Allow
Source IP Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask i NA
Dest. Port : NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name : In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. IP Address :192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
bridge mode. After a bridge mode connection is created, navigate to Advanced
Setup = Security > MAC Filtering in the WUI.

: Forwarded
: PPPoE

Example 1: Global Policy
Protocol Type

Dest. MAC Address

:00:12:34:56:78:90

Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from eth1l to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE
:00:12:34:56:78:90
:00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPoOE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the PBL-6201, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin Name Description
|1 |[BLDA+ || Bi-directional pair A + |
|2 |[BLDA- || Bi-directional pair A - |
3 BI_DB+ Bi-directional pair B +
4 BI_DC+ Bi-directional pair C +
|5 ||[BLDC- || Bi-directional pair C - |
6 BI_DB- Bi-directional pair B -
|7 | |BLDD+ || Bi-directional pair D + |
8 BI_DD- Bi-directional pair D -
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Appendix C - Specifications

Hardware
- RJ-14 X1 for VDSL2 (35b)/ADSL2+ (Annex A ) Bonding and Single line
- RJ-45 X 4 for GELAN
- RJ-45 X 1 for 2.5GEWAN
- Reset button X 1
- 2.4G WiFi on/off, WPS button X 1

- 5G WiFi on/off, WPS button X 1
- Internal Antenna X 4
- Power switch X 1

ADSL
- G.994
- G.992.1 (G.dmt) Annexes A
- G.992.2 (G.lite) Annexes A
- ANSI T1.413
- G.992.3 (ADSL2) Annexes A
- G.992.5 (ADSL2+) Annexes A

VDSL
- G.993.2(VDSL2) 35b, 17a, 12a, 12b, 8a, 8b, 8¢, 8d
- G.993.5 (G.vector)
- G.998.4 (G.INP)
- SRA (Seamless Rate Adaptation)
- UPBO (Upstream Power Back-off)

2.5Gigabit Ethernet
- IEEE 802.3bz
- 2.5G BASE-T, auto-sense
- Support MDI/MDX

Gigabit Ethernet
- IEEE 802.3, IEEE 802.3u IEEE 802.3ab
- 10/100 /1000 BASE-T, auto-sense
- Support MDI/MDX

Management
- TR-069/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based Management,
Configuration Backup and Restoration
- Software Upgrade via HTTP, TFTP Server, or FTP Server
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Networking Protocols
- RFC 2364 (PPPoA), RFC 2684 (RFC 1483) Bridge/Router, RFC 2516 (PPPoE); RFC
1577 (IPoA)
- PPPoE Pass-Through, Multiple PPPoE Sessions on Single WAN Interface

- PPPOE Filtering of Non-PPPoE Packets Between WAN and LAN

- Transparent Bridging Between all LAN and WAN Interfaces

- 802.1p/802.1q VLAN, DSCP

- IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

- Static route, RIP v1/v2, ARP, RARP, SNTP

- DHCP Server/Client/Relay, DNS Proxy/ Relay, Dynamic DNS, UPnP, DLNA
- IPv6 Dual Stack, IPV6 Rapid Deployment (6RD)

Firewall/Filtering
- Stateful Packet Inspection Firewall
- Stateless Packet Filter
- URI/URL Filtering
- TCP/1IP/Port/Interface Filtering Rules Support Both Incoming and Outgoing
Filtering

NAT/PAT

- Port Triggering

- Port Forwarding (Virtual Server)

- Symmetric port-overloading NAT, Full-Cone NAT
- DMZ host

- VPN Pass Through (PPTP, L2TP, IPSec)

Wireless

- IEEE 802.11ax, 2.4GHz, 4T4R
Backward compatible with 802.11n/g/b
2412~2462 MHz (Channel 1-11)

- IEEE 802.11ax,5GHz, 4T4R,

Backward compatible with 802.11ax/ac/n/a
U-NII-1 ( 5150~5250 MHz )

U-NII-2a ( 5250~5350 MHz ) optional
U-NII-2c/2e ( 5470~5725 MHz ) optional
U-NII-3 ( 5725~5825 MHz )

- WPA/WPA-PSK, WPA2/WPA2-PSK with TKIP & AES Security Type
- Multiple SSID
- MAC Address Filtering
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Power Supply
- External power adapter: 12VDC/ 3.0A
Output: USB3.0, === 900mA

Environment
- Operating Temperature: 0°C ~40°C (32°F ~104°F)
- Operating Humidity: 10%~90% non-condensing
- Storage Temperature: -25°C ~65°C (-23°F ~149°F)
- Storage Humidity: 5%~90% non-condensing

Kit Weight

(1* PBL-6201, 1*RJ11 cable, 1*R145 cable, 1*power adapter) = 0.95 kg

‘ NOTE: Specifications are subject to change without notice. ‘

PBL-6201 is the same as NexusLink 3124u ( for different markets )

FEIC
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control - Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -| root WAN IP address|

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh -l root WAN IP address|

NOTE: The |WAN IP address| can be found on the Device Info & WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with a USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board
print server checkbox M and input Printer name & Make and model. Click
the Apply/Save button.

NOTE: The Printer name can be any text string up to 40 characters.

The Make and model can be any text string up to 128 characters.

SOMTREND
- [ ]
1 ® '
=" |
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup :::;ji:iros:‘znﬁi enable | disable printer support
MNAT : ’ '
I_A.N Enzble on-board prnt sEMear,
Parental Control ) :
. Printer name
Home Nemrh“g Mzkz and madel
Print Server
DLNA [(Apply/szve |
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STEP 2: Click the Windows start @ button. & Then select Control Panel.

‘ Wireshark

- i
— VLC media player

Test
,\&)Q Sipping Tool Documents

Pictures
Tera Term Pro

‘U Google Chrome
Command Prompt

Control Panel
E‘] TeamViewer 6

Devices and Printers

Music

Computer

FV_E Microsoft Office Excel 2007

Default Programs

@’ Mozilla Firefox
Help and Support

(-4 easyMule

V2= Microsoft Office Word 2007
\ BitComet

f Araxis Merge

2 / Paint

| N[ Programs

. | |
Shut down | »

Search pn
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STEP 3: Select Devices and Printers.

D bt W Action Center {2 Administrative Tools 1) AutoPlay

,"’b Backup and Restore q Color Management & Credential Manager 7/ Dateand Time

é‘ Default Programs &l Deskiop Gadgets j,’ Device Manager i) Devices and Printers

[ Display @ Ease of Access Center f Folder Options i Fonts

__|' Getting Started i% HomeGroup £ Indexing Options Intel(R) Graphics and Media
€ Intemet Options &/ Java (32-bit) < Keyboard T3 Location and Other Sensors
I Mouse &% Network and Sharing Center L Notification Area Icons *@, Parental Controls

W Performance Information and Tools & Personalization £ Phone and Modem ‘Q Power Options

{1 Programs and Features B Realtek HD Audio Manager ik Recovery 9 Region and Language

Q; RemoteApp and Deskiop Connections (& Sound U Speech Recognition (’l) Sync Center

& System oL, Taskbar and Start Men W Troublashooting 8 User Accounts

ﬂ Windows CardSpace &1 Windows Defender ﬂ Windows Firewall &7 Windows Update

STEP 4: Select Add a printer.

| » Control Panel » All Control Panel Items » Devices and Printers

I Add a printer I

Add a device

4 Devices (4)

BenQ T2200HDA TEST-PC USB Multimedia  USB Optical
Keyboard Mouse

4 Printers and Faxes (2)

Fax Microsoft XPS
Document Writer
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STEP 5: Select Add a network, wireless or Bluetooth printer.

¢ Y

\_:/ oy Aﬁiinter

Il What type of printer do you want to install?

< Add alocal printer

Use this option only if you don't have a USB printer. (Windows automatically installs USB
printers when you plug them in.)

2 Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or
wireless printer is turned on.

Next Cancel

STEP 6: Click the Stop button. > Select The printer that I want isn’t listed.

=X

@ = Add Printer

Searching for available printers...

Printer Name Address

| — Stop

< The printer that I want isn't listed

MNext Cancel
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STEP 7: Choose Select a shared printer by name. Then input the printer link
and click Next.

http://LAN IP:631/printers/the name of the printer

NOTE: The printer name must be the same name inputted in the WEB UI “printer
server settings” as in step 1.

Find a printer by name or TCP/IP address

Browse for a printer 1

Q@ Select a shared printer by name

http://192.168.1.1:631/printers/321123 Browse... \ I

Example: \\computername\printername or |
http://computername/printers/printername/.printer

Add a printer using a TCP/IP address or hostname

Next | Cancel

L

STEP 8: Select the manufacturer - and model of your printer - then, click OK.

] Selectthe manufacturer and model of your printer. if your printer came with an
i installation disk, click Have Disk. If your printer is not listed, consult your printer
documentation for a compatible printer.

Manufacturer a Printers -
Generic |?| p HP Deskjet D1500 series |;|
Gestetner — o HP Deskjet D2300 series TN

1 [/ HP Deskjet D2400 series | 2

infotec s HP Deskjet D2500 series
KONICAMINOLTA ~ | || g/HP Deskjet D2600 series v
This driver is digitally signed. l Have Disk ]
Tell me why driver signing is important
3 OK [ Cancel ]
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STEP 9: The printer has been successfully installed. Click the Next button.

You've successfully added 321123 on http://192.168.1.1:631

Printer name: 321123 on http://192.168.1.1:631

This printer has been installed with the HP Deskjet D2400 series driver.

[ MNext H Cancel

STEP 10: Click Finish (or print a test page if required).

You've successfully added 321123 on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshooting information for the
printer, print a test page.

Print a test page

Cancel
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STEP 11: Go to » Control Panel > All Control Panel Items - Devices and
Printers to confirm that the printer has been configured.

’("-\ - = » Control Panel » All Control Panel Items » Devices and Printers
e

Add a device Add a printer

4 Devices (4)

T
!
|

BenQ T_22_OOHDA TEST-PC USB Multimedia USB Optical
Keyboard Mouse

4 Printers and Faxes (3)

Fax Microsoft XPS 321123 on
Document Writer § http://192.168.1.1
631
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPoA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces.

F1.1 ATM Interfaces

Follow these procedures to configure an ATM interface.

NOTE: The PBL-6201 supports up to 16 ATM interfaces.

A7)

STEP 1: Go to Basic Setup " *"" > WAN Setup - Select ATM Interface from
the drop-down menu.

L
M RE N D
Device Info Basic Setup Advanced Setup Diagnostics Manage ment Logout
WAN Setup Step 1: Layer 2 Interface
NAT Smlect maw interface 1o 2o | ATM Interface [ aca |
LAN

DSL ATM Interface Confi artie
Parental Control erfa nfiguretion

Home Networking
Wireless
WifiXtend2.0
AutoXtend

DEL
Latency

Peak Cell
Rate(oells/<)

Sustainsble Cedl
Rabe(oalls/<)

M Burst
Size(bytes)

Link
Type

Conn
Mode

P

Interface Qus
||

Vpi

Vi

Remove

Category

DSL PTM Interface Configuration

IIntErfEl:: I DEL Latency I PTM Priarity I Conn Mode I IP QoS I Remove I

ETH WAN Interface Configuration

|Interf&c&{{Name) |cm.ne:ﬁon Made | Remive |

Step 2: Wide Area Network (WAN) Service Setup

Mid
Proxy

Mig
Source

Manual

| Inhrfan:zl Description Muode

Type | Vian8021p | VianMuxld

ViariTid | Igmp

Igmp
S NAT| Firewall | IPvé

| k:mm-:l Edil:l

acd || Remove |
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This table is provided here for ease of reference.

Item Description
Interface WAN interface name
VPI ATM VPI (0-255)
VCI ATM VCI (32-65535)

DSL Latency

{Path0} - portID =0

Category

ATM service category

Peak Cell Rate

Maximum allowed traffic rate for the ATM PCR service
connection

Sustainable Cell
Rate

The average allowable, long-term cell transfer rate on the
VBR service connection

Max Burst Size

The maximum allowable burst size of cells that can be
transmitted continuously on the VBR service connection

Link Type

Choose EoA (for PPPoE, IPoE, and Bridge), PPPoA, or IPoA.

Connection Mode

Default Mode - Single service over one connection
Vlan Mux Mode - Multiple Vlan service over one connection

IP QoS

Quality of Service (QoS) status

Remove

Select items for removal

STEP 2: Click Add to proceed to the next screen.

NOTE:

To add WAN connections to one interface type, you must delete existing

connections from the other interface type using the remove button.
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ATM PVC Configuration

This screen allows you to configure 2 ATM PVC.

VL |:| [0-255]
VCE: (35 | [32-65535]

elect DEL Link Type (Eof is for PPPoE, IPoE, and Bridge.)

® Eoa

) pppoa

2 1Pon

Encapsulztion Mode | LLCAENARP-BRIDGING |
Service Cat=gory: | UBR Without PCR w |
Select Scheduler for Queues of Equal Precedence

® Round Robin (weight=1)

L Weighted Queuing

Default Queus Weight: [1-83]
[1-8] {lower value. higher priorizy)

Mote: For WFQ, the defzult quaue precedance will be applia;:l to all other queaues in the WC.

Default Queue Precedence:

| Back || Apohysava |

There are many settings here including: VPI/VCI, DSL Link Type, Encapsulation
Mode, Service Category and Queue Weight.
Here are the available encapsulations for each xDSL Link Type:

€ EoA- LLC/SNAP-BRIDGING, VC/MUX

¢ PPPoA- VC/MUX, LLC/ENCAPSULATION
¢ IPoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

Select new interface o add: |!'-"|.va"| Interface el || Add |

DSL ATM Interface Configuration

- - DSL Peak Cell Sustainable Cell Max Burst Link
Interface | Vpi | Vci Latency Catagory Rate(cells/s) Rate{cells/s) Size{bytes) T Conn Mode | IP QoS | Remove
atmd O |35 Pathd UER EoA | VianMuxMode | Support | Remaowe

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.2 PTM Interfaces

Follow these procedures to configure a PTM interface.

STEP 1: Go to Basic Setup ™™ 3 WAN Setup > Select PTM Interface from
the drop-down menu.

O ak

COMTREND
V)

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Safmct iy irfmcace 1o :-::I PTM Interface w || aoa |I
LAN

DSL ATM Interface Configuration
Parental Control 9

Home Networking

Wireless tntertice | voi [vei | | S50 Jootegory | SSREEL ) | sy | swetwien | Tee | mode | qos |Remeve
WifiXtend2.0
Auto)(tend DSL PTM Interface Configuration
Il Interface I DEL Labency | PTM Priority | Conn Mode | IP Qus | Remdove ||
ETH WAN Interface Configuration
|Interfen.-=,-' {Name) IConm:d:‘on Mode I Remaove I
Step 2: Wide Area Network (WAN) Service Setup
|Intérf&1:=||}en:riplian Type | VIanB021p | VianMudd | VianTpid ;‘?:;';ls?lj‘:; NAT | Firewell | IPvé P“I‘U':Y s:ﬂie M'::::IlkgmavelEdil:
A |ﬁ|
This table is provided here for ease of reference.
Item Description
Interface WAN interface name.
DSL Latency {Path0} - portlD =0
PTM Priority Normal or High Priority (Preemption).
Connection Mode Default Mode - Single service over one interface.

Vlan Mux Mode - Multiple Vlan services over one interface.

IP QoS Quality of Service (QoS) status.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.
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NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

PTM Configuration

This screen allows you to configure a2 PTM flow,

elect Scheduler for Queues of Equal Precedence
® Round Riobin (weight=1)
) Weightzd Feir Queuing
Defzult Queus Waight [1-63]
Difault Queus Precedencs: [1-8] {lower value. higher priorizy)
Mote: For WFQ, the defzult queue precedence will be applied to all other guewss in the VC.

| Back || Apphyisave |

Default PTM interface Quality of Service can be configured here, including Scheduler,
and Queue Weight.

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the PTM interface is added to the list.

For example, a PTM interface in Default Mode is shown below.

DSL PTM Interface Configuration

Interface | DSL Latency | PTM Priority | Conn Mode |IP QoS | Remove

poml Fathl MormazlBHigh | VianMuzMode | Support || Remowve

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.3 Ethernet WAN Interface

The PBL-6201 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

STEP 1: Go to Basic Setup " *™ > WAN Setup - Select ETHERNET Interface
from the drop-down menu.

S Ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Salmct v interace to :-::I ETHERMET Interface w || sz |I
LAN

DSL ATM Interface Configuratio
Parental Control erfa nfiguretion

Home Networking sbninable ar i =
S [rerece v [ve | 358 [ty | ot | sitivsiecon | pomprs [ ok [ o [ 2 framone
WifiXtend2.0 -
AutoXtend DSL PTM Interface Configuration
|In{erFa:= I DEL Latency I PTM Priarity I Conn Mode I IP Qus I Remowve I
ETH WAN Irterface Configuration
Illnterme.r(uame) Ico..nad:'o.. Made I Rermdve II
Step 2: Wide Area Network [WAN) Service Setup
|Interfh:&||}én:ripﬁdn Type | VIanB021p | VianMuxld | VianTpid ;?:;‘; sI,?u".'l NAT | Firewsll | TPvE pTuI:y S:L':’m M;:::'lkszvr:lEdil:l
acq [ Remoe |
This table is provided here for ease of reference.
Item Description
Interface/ (Name) WAN interface name.
Connection Mode Default Mode - Single service over one interface.

Vlan Mux Mode - Multiple Vlan services over one interface.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.
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STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAN Configuration
This screen allows you to configure a ETH port .

Select a ETH port

ethllethd «

| Back || ApphySave |

On the next screen, check that the ETHERNET interface is added to the list.

Interface/{Name} | Connection Mode | Remove

sthO/ETHWAN ViznMuxMode Remiove

To add a WAN connection go to Section F2 ~ WAN Connections.

195

Leading the Communication Trend



F2 ~ WAN Connections

The PBL-6201 supports one WAN connection for each interface, up to a maximum of
16 connections.

To setup a WAN connection follow these instructions.

STEP 1: Go to Basic Setup ™ *™" > WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup

) e ., | Igmp | Igmp . Mid Mid Manual 2
Interface | Description | Type | VianB021p | VianMuxId | WanTpid Proxy | Scurcs MNAT | Firewasll | IPvE Proxy | Source | Made Remawve | Edit
| Acd ” Remonee

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Zelect 2 layer 2 interface for this sarvice

Mote: For ATM interface. the descriptor string is {portId_vpi_wci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 --= DEL Latency PATHO

portld=1 —= DSL Latency PATHL
portld=4 --» D5L Latency PATHOE1
ow =0 -~ Low PTM Priority not set
1 --= Low PTM Priority ==t

ethlfethl w

| Back || Mext |

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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OMTREND

WAN Service Configuration

Select WAN service type

@) PP cver Etharnat (PRPoE)

) IP over Ethamet

Q Bridging

Enter Service Description: | pooos_sth

For tagged service, enter vahd 802, 1P Priority and 802,10 WLAN ID,

For untagged service, s=t -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802,1P Prioricy [0-7]: -1
Enter 802,10 VLAN ID [0-4034]: 1

Select VLAN TPID Select a TRID »
Intermet Protocol Selection:
[1IPv4 Only v

| Back || Mext |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1P Pricrity [0-7]: -1
Enter 802,10 VLAN 1D [0-40534]: -1
Celect VLAM TPID: Selecta TPID ~

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5:

You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For PPP over ETHERNET (PPPoE) - IPv4
(2) For IP over ETHERNET (IPOE) - IPv4
(3) For Bridging - IPv4

(4) For PPP over ATM (PPPoA) — IPv4

(5) For IP over ATM (IPoA) - IPv4

(6) For PPP over ETHERNET (PPPoOE) - IPv6
(7) For IP over ETHERNET (IPOE) - IPv6
(8) Bridging — IPv6 (Not Supported)

(9) For PPP over ATM (PPPoA) - IPv6

(10) IPoA - IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoOE) - IPv4

STEP 1: Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration
Select WAN sarvice tyoe

® ppp over Ethernet (PPPoE]
) 1P over Ethemet

L. Bridiging

Enter Service Description: | poooa_sth

For tagged service, enter valid 802.1P Priority and 802,10 WLAN ID.
For untagged service, s=1 -1 to both 802,1P Priority and 802,10 VLAN ID

Enter 802,1P Prioricy [0-7]: -1
Enter 802,10 VLA ID [0-4094]: -1
Select VLAN TPID Select a TRID »
Intermet Protocol Selection:
[1IPv4 Only v
| Back || Mesit |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

198

Leading the Communication Trend



PPP Username and Password

PPP ususlly requires that you have & wser name and password to estabish your connection.
In the boxes below, enter the user name and password that your ISP has provided to you,

FPP Uszrnams:
PPP Password

PPPoE Sarvice Name:

Authentication Method: | AUTO et |

Configure Kezp-zlive {PPP echo-reguest) Interval and the Mumber of retriss
Interval:{=econd) | 30

Mumbzer of retries | 3 |

[C] Enzble Fullcone MAT

[ Dizl on demand (with idle timeout timer)

Enable MAT
(] Enzblz Firews

[ Us= Static IPvd Address

Ficed MTU

T | 1492

[CJ  Enzble PPP Manusl Mode
[ Enzblz PPP Debug Mode

[] Bridge PPPCE Frames Batween WAN and Local Pors

IGMP Multicast

[0 Enzblz IGMP Multicast Proy

[OJ Enzblz IGMP Multicast Source

WAN interface with base MAC.
Motice: Only one WAMN interface can be cloned to base MAC sddress,

|:| Enzbie WAN nterface with base MAC

| Back || Meoit |

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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SOMTREND

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox ™ should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoOE clients, otherwise disable it.
The PBL-6201 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPOE client from non-PPPoE LAN devices.
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SOMTREND

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways
but only cne will be used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface & connected. Pricrity order can be changed by removing
zll and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
ppp0.1 - -

aac

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

DNS Server Configuration

Select DS Server Intarfacs from aveilable WAN interfaces OR enter static DNS server [P
addreszas for the system. In ATM mode, if only a single PVC with IPod or static IPoE protocol i
configured, Szatic ONS server IP addresses must be entered

DNS Server Interfaces can have multiple WAN interfaces served 25 system dns servers but only
one will be used according to the pricrity with the first being the higest and the last one
lowest priority if the WAN interface is connected, Priority order can be changed by removing all
and adding them back in again.

@ Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

ppp0.1

) Use the following Static DNS IP address:
Primary DNS server | |

Secondary DS server | |

E

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below miatch the settings provided by your ISP,

Connection Type: PERoE
NAT: E
Full Cone MAT:

=]

Firewall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Quality Of Service:

=1 E=1 I=1 I=1 =1 L=

Cick "Apply/Save” to have this intarfacs to be effective. Click "Back” to make any modfications.

| Back || Apply/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.2 IP over ETHERNET (IPoE) - IPv4

STEP 1: Select the IP over Ethernet radio button and click Next.

WAN Service Configuration

Selzct WAN service tyoe

) PPP over Etharnat (PPRoE)

® 1P pver Etharnet {DHCP! Static IP)
9 Bridiging

Enter Service Description: | igoe_0_0 35

For tagged service, enter valid 802, 1P Priority and 802,10 WLAN ID,
For unzagged sarvice, sat -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priority [0-7]:
Entar 802.1C VLAN ID [0-4094]:
Select VLAN TPID

-1
-1

Select a TRID »

Internet Protocol Selection:

[1Pv4 Only w |

| Back | Next |
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IP address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to you by your ISP to configure the WAM IP sattings

Metice: IF "Obtain an IP address automatically” i chosen, DHCP will be enabled for PVC in
IPoE mode

IF "U=e the following Static IP address” is chosen, anter the WAN IP address, subniet mask
znd interface gatewsy

@ Obtzin =n IP address sutometiczlh

Option 60 Vendor ID
Option 61 IAID (8 hexadecimal digits)
Option 61 DUID (hexadecimal digit]
Option 77 User ID

Option 125 i Dizzhble ) Enahle

Option 50 Reguest IP Address

Option 51 Request Leassd Time: 3600

Option 54 Reguest Server Address

) sz the fo owing Static IP address:
WAN IP Address:

WAN Subnet Mask

WAMN gateway IP Address

| Back || Mest |

With reference to different options, please contact your ISP (Internet Service
Provider) for more details.

Click Next to continue or click Back to return to the previous step.
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SOMTREND

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

MNetwork Address Translation Settings

Enzble NAT

|_| Enzblz Fullcone MAT

| | Enzble Firews

IGMP Multicast

I:I Enzble IGMP Multcast Prosy
[ Enzhble IGMP Multicast Source

WAN interface with base MAC

Maotice: Only one WAN interface can be doned wo base MAC sddress,

| | EnzH= A J— e Ry—
— CENaolez #¥Rds [=ETdlE WiIlh 2asE Ak

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.
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SOMTREND

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE

Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interfzce list can have multiple WAN interfaces served as system default gateways
but cnby one will be used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface & connected. Pricrity order can be changed by removing
zll and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atmo.1 < <

=

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC with IPoA
or static IPoE protocol is configured, Static DNS server IP addresses must be
entered.

DMS Server Configuration

Select DMS Server Interfacs from aveilable WAN interfaces OR. enter static DNS
r IP addresses for the system, In ATM made, i only a single PYC with IPoA
c IPoE protocol is configured, Static DNS server IP addresses must be
=1an== N

DMS Server Interfaces can have multiple WAN intefaces served 25 system
dns sarvers but only one will be wsed according to the priority with the first
being the higest and the lz=t one the lowest priority & the WAN interfzce =
connected. Priority order can be changed by removing all and adding them back
in again

SEr

@ Salect DNS Server Interface from available WAMN interfaces:
Selected DNS Server

oo Avaiatle WAN Intzrfaces
Interfaces !

atm0.1

) use the following Static DMS IP address:
Primary DMNS sarver | |

tecondary DNS server | |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type:

NAT:

Full Cone NAT:

Firewsall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Qualiry Of Service:

Oick "Apply/Save” to have this intarface to be effective. Click "Back” to make ary modfications.

Back || Apoly/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.3 Bridging — IPv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration

elect WAN sarvice type
() PPP over Ethernet (PRRoE)

} 1P over Ethernet (DHCP) Static IP)

5]
it
i

[
.,

[
n

Bridigin
|:| Alow &5 IGMP Mu'ticast Sounce

|:| Alow &5 MLD Multicast Sowrce

s

Enter Sarvice Description: | be_0_0 35

For tagged service, enter valid 802,1P Pricrity and 802,10 VLAN ID.
For untagged service, s2t -1 to both 802.1P Priority and 802,10 VLAN ID

Eniter 802.1P Priority [0-7]: -1
Enter 802,10 VLAN ID [0-4094]: 1
Select VLAN TRID

| Back || Mesxt |

Select a TRID »

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.

After clicking Apply/Save,

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,
Connection Type: Eridge

NAT: MIA

Full Cone MAT: Cisabled

Firewsall: Cisabled

IGHMP Multicast Proxy:

Mot Applicable

IGMP Multicast Source Enabled: | Dizzziad

MLD Multicast Proxy:

Mot Applicable
MLD Multicast Source Enabled: | Cizztiad
Qualiry Of Service: Dizabled

dick "Apply/Save” o have this interfacs to be effective. Cick "Back” to make ary modfications.

Back || Apoly/Save

the new service should appear on the main screen.

NOTE:

If this bridge connection is your only WAN service, the PBL-6201 will be
inaccessible for remote management or technical support from the WAN.
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F2.4 PPP over ATM (PPPoA) - IPv4

WAN Service Configuration

Enter Service Description | pepoa_D0_D 35

Internet Protocol Selection:

[IPv4 Only v |

| Back || Nesct |

STEP 1: Click Next to continue.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP ususlly requires that you have & wser name and password to estabish your connection.
In the boxes below, enter the usar name and password that your ISP has provided to you.
FRP Uszrmams:

PPP Pazsword

Authentication Methad: | AUTO

IGMP Multicast

Configure Keap-zlive [PPP echo-reguest) Interval and the Mumber of retries
Intervali{second) | 30 |
Mumber of retries | 3 |
[ Enzble Fullcons MAT

[ Dial on demand (with idle timeout timer)

Enzhble NAT

(] Enzblk Firewz

[ Us= Static TPvd Address

Foved MTU

MTU:| 1500

(]  Enzble PPP Manusl Mode

|:| Enzble PPP Diebug Mode

[  Enzble IGMP Multicast Prowy

[ Enzble IGMP Multicast Source

WAN interface with base MAC.

Motic: Only one WAN interface can be doned o base MAC zddress,

A

D Enzblz WAN interface with base MAC

| Back || Next |

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

CONFIGURE KEEP-ALIVE
Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.
Interval (second): Time between sending out each PPP echo-request packet.

Number of retries: Number of retries before PPP connection is dropped.
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SOMTREND

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

Fixed MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoOA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.
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STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as
system default gatewsys but only one will be used according to the
pricrity with the first being the higest and the last one the lowest pricrity i
the WAN interface s connected. Pricrity order can be changed by
removing all and adding them back in agsin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal . -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static

DNS server IP addresses for the system. In ATM

mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP

addresses must be entered.

DNS Server Configuration

Select DNS Server Interfzcs from availzble WAN interfaces
addreszas for the system. In ATM mode, if only & single PVC wi
configurad, Static DNS server IP addresses must be entsred
DNS Server Interfaces can have multipls WAN interfaces s=
only one will be wsed according to the priority with the fir
lowest priorizy if the WAN mterface is connected, Priority order can be ch
and adding them back in again,

® salact DNS Server Interface from available WAN interfaces:

pppoad

) Use the following Static DNS IP address:
Primary DMNS server | |

Secondary DNS sarver | |

Back I Mt

OR enter static DNS server IP
ith IPoA or static [PoE protocol =

stem dns servers but

Selectad DMNS Server Interfaces Availabla WAN Interfaces

and the kast one the
ged by removing all

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they are correct,

or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERod

MAT: Enabled
Full Cone MAT: Dizabled
Firewall: Cisabled
IGMP Multicast Proxy: Cisazied
IGMP Multicast Source Enabled: | Cizz5ied
MLD Multicast Proxy: Disablad
MLD Multicast Source Enabled: | Cizzzied
Quality Of Service: Disablad

Cick "Apply/Save” o have this interfacs to be effective. Cick "Back” to make ary modfications.

Back || Apoly/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.5 IP over ATM (IPoA) - IPv4

WAN Service Configuration

Enter Service Description: ipoa 0 0 3%

(o) [t}

STEP 1: Click Next to continue.

STEP 2: Enter the WAN IP settings provided by your ISP. Click Next to continue.

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings.

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Metwork Address Translation Settings

Netvork Address Translation (MAT) allows you w0 share one Wide Arsa Network
[WAN) IP address for multiple computers on your Local Area Metwork (LAN].
Enzblz NAT

(] Enzble Fullcone MAT

IGMP Multicast
(] Enable IGMP Multicast Prowey

(]  Enzble IGMP Multicast Source

WAN interface with base MAC.
Motice: Only one WAN interface can be doned wo base MAC address,

|:| Enzbie WAN nterface with base MAC

| Back Mext |
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ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as

system default gateways but only one will be used according to the
pricrity with the first being the higest and the last one the lowest priority
if tha WAN interface is connected. Pricrity order can be changed by
removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

ipoal é a

Click Next to continue or click Back to return to the previous step.

219

Leading the Communication Trend



NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

Message from webpage

L] E You have to choose static ip address for DMS server
L

STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Select DNS Server Interfacs from zvailable WAN interfaces OR enter static DNS server
IP ddressss for the system. In ATM mode, if only & single PVC with IPo& or static
IPoE protocol is configured, Static DMNS server IP addresses must be entered.

DNS Server Interfaces can have mu'tiple WAN interfaces served 2= system dns
servers but only one will be used according to the priority with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again.

(0} Select DNS Server Interface from available WAN interfaces:
Selectad DMS Server Interfaces Ayaiatle WAN Interfaces

| -t

- |

® Use the following Static DNS IP address:
Primary DNS sarver | |

Secondary DNS server | |

[ Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings below miatch the settings provided by your ISP,

Connection Type: [Po4
NAT:
Full Cone MAT:

Firewall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:
MHLD Multicast Proxy:

MLD Multicast Source Enabled:
Quality Of Service:

QIDQIPDID21 8

Click "Apply/Save” to have this interface to be effecive, Click "Back™ to make any modifications.

Back || Apoly/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.6 PPP over ETHERNET (PPPoOE) — IPv6

STEP 1: Select the PPP over Ethernet radio button. Then select IPv6 only from the
drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Selzct WAN sarvice type

® ppp over Etharnes (PPRoE)

() 1P over Ethernet {DHCP! Static IP)
9] Bridiging

Entar Service Description: | poooe_ 0035

For tagged service, enter valid 802.1P Priority and 802,10 VLAN ID.
For untagged sarvics, s2t -1 to both 1P Priority and 802.1¢) VLAN ID

807
802,

Enter 802.1P Priority [0-7]:
Entar 802.1C VLAN ID [0-4094]:

-1

-1

Select VLAN TRID

Internet Protocol Selection:

[ IPvE Only

| Back || Mt |

Select a TRPID w»

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
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PPP Username and Password

PPP wsually requires that you have a user name and password to establish your connection,
In the boxes below, enter the ussr name and password that your ISP has provided to you.

PPP Usernams:
PPP Password
PPPoE Service Name:

Authentication Method: | AUTO W |

Configure Keep-zlive {PPP echo-request) Interval and the Mumber of retries
Intervali{zecond) |3-]

Number of retries: | 3 |

Enable Fullone KAT

Dial on demand (with idle timegut timer)

(] Enzhble Firews

Us= Static 1w Address

[J  Us= Static IPvE Address

O

Enzble IPvE Unnumbered Modsl

]

Launch Dhepée for Address Assignment [TANA)
Launch Dhepée for Prefix Delegation (TAPD)

[l  Lsunch Dhepée for Rapid Commit

Foed MTU

r-TrLI:| 1492

[1  Enzhlz PPP Manusl Mode
[C1 Enzblz PPP Debug Mode

[] Bridge PPPoE Frames Between WaN and Local Ports

MLD Multicast
[l Enzble MLD Multicass Proxy

[ Enzble MLD Multicast Source

WAN interface with base MAC.
Notice: Only one WAN interface can be cloned to bass MAC address,

() Enzbis WaN interface with baze MAC

Click Next to continue or click Back to return to the previous step.
The settings shown above are described below.
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PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

224

Leading the Communication Trend



SOMTREND

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.
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BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PBL-6201 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down
box).

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system

default gateways but onby cne will be used according to the pricrity with the first
being the higest and the lzst one the lowest pricrity if the WAN interface s connected.
Pricrity order can be changed by removing all and adding them back in 2gain.
Selected Default Gateway Awvailable Routed WAN
Interfaces Interfaces

ppp0.1 it q

IPwE: Select 3 preferred wan interface as the system default IPvE gateway.

Selected WAN Interface |:||:||:|CIE_|:|_|:|_35,'"|:||:I|:II:|_1 -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMS Server Configuration

Select DMS Sarver Interfzcs from availzable WAN
addrzs==s for the system, In ATM mode, if only
configured, Static DMS server IP address
DMS Server Interfaces can have mult VAN intarfaces served 25 system dns servers but
only one will be usad according oo the priority with the first being the % and the last one the
lowest: priority if the WAN interface is connected, Priority order can be changed by removing all
and adding them back in again,

S

Select DNS Server Interface from available WAN interfaces:
Selected OMNS Server Interfaces Avaiakle WAN Interfaces

Use the following Static DNS IP address:
Primary DNS server

Lecondary DNS server

red WAN interface for IPwe DMS server information OR enter the static

nterface for IPvE DNS server will enable DHOPvE Client on that

@ Obtzin IPvE DNS info from 2 WAN interfzcs:

WAN Interface szhectad | pppos_0_0 35/pppd.1 w |

) sz the fo owing Static IPve DS address
Primary IPvE DNS Server:

Lecondary [Pwe DNG Serven

0= Mot
| DK I WL |

Click Next to continue or click Back to return to the previous step.

STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.
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WAN Setup - Summary

Make sure that the sattings below match the settings provided by your ISP,

Connection Type: PERoE
MAT: Di=abled
Full Cone MAT: Disabled
Firewall: Dizabled
IGMP Multicast Proxy: Disabdad
IGMP Multicast Source Enabled: | T

MLD Multicast Proxy: Disabled
MLD Multicast Source Enabled: | Cisztied
Quality Of Service: Dizaizied

Click "Apply/Save” to have this interface to be effective, Cick "Back” to make any modfications.

Back || Apphy/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.7 IP over ETHERNET (IPoE) - IPv6

STEP 1: Select the IP over Ethernet radio button and click Next. Then select IPv6
only from the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Select WAN service type

. PPP over Ethernet (PPPoE)
® 1P gver Ethemnet {DHCP! Static IF)
Q Briciging

Enter Service Description: | ipoe_0_0_35

For tagged sarvice, enter valid 802.1P Priority and 802,10 WLAN ID.
For untagged service, s=t -1 to both 802

Enter 802.1P Priarity [0-7]:

Entar 802,10 VLAN ID [0-4094]:

Selzct VLAN TPID

Intermet Protocol Selection:

[1PvE Only

B02.1P Priority and 802,10 VLAN ID

-1
-1

Select a TRID »

| Back || et |
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IPv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IPv6 address method instead to assign
WAN IP address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN IPv6 settings.

Notice: If “"Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WANMN IP Settings

Enter information provided to you by your ISP to configure the WAN IP sattings

Motice: If "Obtain an IP address autom y" iz chosen, DHCP will be enabled for PYC in IPoE mode,
If "U=e the following Static IP address” is chosan, enter the WAN IP address, subnet mask and
intarface gatzway.

Obtzin an IP address automaticzlly
Option 60 Vendor ID
Option 61 IAID {8 hexadecimal digits)
Option 61 DUID {hexadecimal digit)

Option 77 User ID

Cption 125 Dizable Enablz

Option 50 Request IP Address

Option 51 Request Leased Time:

Option 54 Request Server Address

Use the following Static IP address:

Enter information provided to you by your ISP to configure the WAN IPvE settings,

Motice:

If "Obtain an IPv6 address sutomatically™ is chosen, DHCPvE Client will be enabled on this WAN
interfacs,

If "Usez the following Static IPvE address" is chosen, enter the static WAN IPvE address, If the address
prefi: length is not specified, it will be defzult to /&4,

® Obtzin 2n IPv6 2ddress sutomatically
O Dhepve Address Assigriment [TANA)
Dhepv Prefiz Delegation (IAPD)

() U= the fo owing Static IPve address

Specify the Mext-Hop IPwE address for this WAN interface.
Motice: This address can be either a link local or 2 global unicast IPvE address.

| Back |

Mt |

Click Next to continue or click Back to return to the previous step.
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DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox ™.

MNetwork Address Translation Settings

ress Translation (MAT) allows you to share

szs for multinle comouters on vour

- A
HE = Al

e

oG
5

R R T -
vl ) IF 3

Enzblz NA

(1 Enzble Fir

(] Enzhble MLD M

=]
1

[ )
il

[ Enable MLD Multicas: Source

WAN interface with base MAC.

Motice: Onby ane WAM interface

Can De Cloned 10 Dase MAL 200ress.

m
1=
i
i

!

oase MAL

Back || MNext |

Click Next to continue or click Back to return to the previous step.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing —- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default
gateways but onhy one will be used according to the pricrity with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected. Pricrity
order can be changed by removing all and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atm0.1 & &

IPvE: Select & preferrad wan interface as the system default IPvE gateway.
Selected WAN Interfzce ipoe_0_0_35/atm0.1 -

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the

static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMS Server Configuration

Select DMS Server Interface from available WAN interfaces OR. enter stztic DNS
server IP addresses for the system, In ATM maode, if only a single PYC with IPof or
static IPoE protocol & configured, Static DNS server IP addresses must be entered,
DMS Server Interfaces can have multiple WAN interfaces served 25 system dns
servers but only one will be used according to the priority with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected, Pricrity
order can be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:

Seleczd DS Server Intzrfaces Ayaiatle WAN Intzrfaces

Use the following Static DNS IP address:
Primary DNS sarver

Lecondary DNS server

WAN interface for IPvE DS server information OR

WAN interface for IPvE DNS server will enable DHOPVE Client
on that interface,

@ Obtzin IPvE DNS info from 2 WAN interfzcs:

WAN Interface sshected [ipoe_0_0_35/atm0.1 w |
) usathe fo owing Static IPve DS address

Primary IPwE DNS Sanver

Lecondary [Pk DNG Serven

B Mot
| Datk I L= |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings below miatch the settings provided by your ISP,

Connection Type:
NAT:
Full Cone MAT:

Firewall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:
MHLD Multicast Proxy:

MLD Multicast Source Enabled:
Quality Of Service:

QIDQIPDID21 8

Click "Apply/Save” to have this interface to be effecive, Click "Back™ to make any modifications.

Back || Apply/Save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.8 PPP over ATM (PPPoA) - IPv6

STEP 1: Select IPv6 Only from the drop-down box at the bottom
of this screen and click Next.

WAN Service Configuration

Enter Service Description | popoa_0 0 35

Internet Protocol Sehection:

[IPvE Only |

[ Back || M |
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP usuzlly requires that you have a ussr name and password to estaish your
connection. In the bowes bebow, enter the user name and passwoed that your
ISP has provided to you.

PPP Username:
PPP Paszword

Authentication Methad: | AUTO w |

Configure Keep-zlive {PPP echo-reguest) Intervel and the Mumber of retries
Intervali{zecond) | 30

Mumnber of retries | 3 |

Enzble Fullone BAT

Dizl on demand (with idle timeout timer)

(] Enzhble Firews

sz Szatic IPv4 Address

[l Us= Static IPvE Address

]

Enzble IPvE Unnumbered Maodel

O

Launch Dhcpée for Address Assignment [TANA)
Launch Dhepée for Prefix Delegation (TAPD)

(] Launch Dhepéc for Rapid Commit

Fired MTL

MTU | 1500

(1 Enzhble PPP Manusl Mode

(] Enzblz PPP Debug Mode

MLD Multicast
[ Enzble MLD Multicast Proxy

[ Enzble MLD Multicast Source

WAN interface with base MAC,
Motice: Only one WAM interface can be doned to base MAC address,

(] Enzbiz WaN interface with bazs MAC
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PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

izl e darmand Faieh idle i am (e

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)

The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
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Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
e Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
e Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
e Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’'s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoOA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.
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ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway

Defaulk gateway interface list can have multiple WAN interfaces sarved a5 system
default gz = but only one be
being the higest and the lz=t one the lowest
Priority order can be changed by removing all and adding them back in &
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

|
IPvé: Select & preferred wan interface as the systemn default IPvE gateway.

Celoctad WAN Interface | pppoa_0_0_35/pppoal w |

| Back | Mt |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE

protocol is configured, Static DNS server IP

addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the

static IPv6 DNS server Addresses.

Note that selecting a WAN interface for IPv6 DNS

server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DS Server Interfacz from available WAN interfaces OR enter static DNS
server IP addresses for ystem, In ATM mede, if only a single PYC with IPoA or
stztic [PoE protocol i configured, Static DMS ssrver IR addressss must be entered,
DNS Server Interfaces can have multiple WAN interfaces served as system dns
servers but only one will be used according o the priority with the first being the
higest and the last one the lowest priority if the WAN interface is connected, Pricrity
order can be changed by removing all and adding them back in agsin.

Salect DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

Use the following Static DNS IP address:
Primary DMS sarver

Lecondary DMS server

er information OR

S zarver Addresses,
M hat selecting 2 WAN interface for IPvG DNS server will enable DHCPE Clisnt
on that interface.

@) Obtzin I0vE DNS info from 2 WAN intarfzcs:

WAN Interface sshected | pppoa_0_0_35/pppoal v |

() ysathe fo owing Static IPve DMS address
Primary IPwve DNS Sarvern:

Lecondary IPwe DNS Serven

B Moot
| DaCK I WXL |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below miatch the settings provided by your ISP,

Connection Type:

NAT:

Full Cone MAT:

Firewsall:

IGMP Multicast Proxy:

IGHMP Multicast Source Enabled:

MLD Multicast Proxy:

MLD Multicast Source Enablad:

Quality Of Service:

=1 E=1 I=1 I=1 =1 L=

Cick "Apply/Save” to have this intarface to be effective. Click "Back” to make ary modfications.

| Back || Apply/Save

After clicking Apply/Save, the new service should appear on the main screen.
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