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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

e Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e To safeguard the equipment against overheating, make sure that all openings in
the unit that offer exposure to air are not blocked.

e Avoid using a telephone (other than a cordless type) during an electrical storm.
There may be a remote risk of electric shock from lightening. Also, do not use
the telephone to report a gas leak in the vicinity of the leak.

¢ Never install telephone wiring during stormy weather conditions.

CAUTION:

m  Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

m  Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

n If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

Disconnect the power line from the device before servicing.
For indoor use only

Do NOT open the casing

Do NOT use near water

Do NOT insert sharp objects into the RJ-11 jack

Keep away from the fire

For use in ventilated environment / space

Use 26 AWG or larger cable connect to RJ-11 port

Débranchez I'alimentation électrique avant I'entretien
Cet appareil est congu pour I'usage intérieur seulement
N'ouvrez pas le boitier

N'utilisez pas cet appareil prés de I'eau

N'insérez pas d'objets tranchants dans la prise RJ-11
N'approchez pas du feu

Veuillez utiliser dans un environnement aéré

Veuillez utiliser fil électrique de 26AWG pour port RJ-11

Power Specifications ( Alimentation ) : c
Input : 12Vdc, 1.0AE—&@

User Information
Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit d’utilisation de lI'appareil
par |'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

2

Leading the Communication Trend



SOMTREND

This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.
This device complies with Part 15 of the FCC Rules and Industry Canada
licence-exempt RSS standard(s).

Operation is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de fagon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

Cet appareil est conforme a la norme RSS Industrie Canada exempts de licence
norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris les interférences
qui peuvent causer un mauvais fonctionnement du dispositif.

Certification
® FCC/ IC standard
Part 15B / ICES-003
TIA-968 / IC-CS03
UL 62368-1 / CSA 62368-1

Copyright

Copyright©2020 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

This program is free software: you can redistribute it and/or modify it under the
terms of the GNU General Public License as published by the Free Software
Foundation, either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS
FOR A PARTICULAR PURPOSE. See the GNU General Public License for more
details.

You should have received a copy of the GNU General Public License
along with this program. If not, see http://www.gnu.org/licenses/

NOTE: This document is subject to change without notice.
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Protect Our Environment

This symbol indicates that when the equipment has reached the end of
its useful life, it must be taken to a recycling centre and processed

EE separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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Chapter 1 Introduction

NexusLink 3130 is a Multi-DSL bonding router using the updated silicon platform. It
not only provides both ADSL and VDSL but also supports xDSL bonding for extend
WAN access bandwidth. Support VDSL 35b profile on single line. NexusLink 3130 is
designed for high speed applications and is suitable for triple play services.
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Chapter 2 Installation

2.1 Hardware Setup

Follow the instructions below to complete the hardware setup.

DO NOT STACK

Non-stackable
This device is not stackable — do not place units on top of each other, otherwise
damage could occur.

BACK PANEL

The figure below shows the back panel of the device.

On

_F'ﬁi_ T rs
: Reset a
A/IVDSL Ethernet Power Off

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section 2.2 LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.2 LED Indicators for details).

NOTE: If pressed down for more than 60 seconds, the NexusLink 3130 will go
into a firmware update state (CFE boot mode). The firmware can then
be updated using an Internet browser pointed to the default IP address.
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Giga Ethernet (LAN) Port

Use 1000-BASE-T RJ-45 cables to connect up to four network devices to a Gigabit
LAN, or 10/100BASE-T RJ-45 cables for standard network usage. These ports are
auto-sensing MDI/X; so either straight-through or crossover cable can be used.

DSL Port

Connect to an ADSL2/2+ or VDSL with this RJ14 Port. This device contains a micro
filter which removes the analog phone signal. If you wish, you can connect a
regular telephone to the same line by using a POTS splitter.
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2.2 LED Indicators

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

Power GE DSL 1 DSL2 Internet

LED Color Mode Function

On | The device is powered up.

GREEN

Off | The device is powered down.

POWER POST (Power On Self Test) failure or other

on malfunction. A malfunction is any error of internal
sequence or state that will prevent the device from
connecting to the DSLAM or passing customer data.

On Giga Ethernet connected
GE GREEN Off | Giga Ethernet not connected
Blink | Giga Ethernet is transmitting/receiving

On XxDSL Link is established.
Off XDSL Link is not established.

Blink | The xDSL link is training or some traffic is passing
through xDSL.

DSL 1 GREEN

On XxDSL Link is established.
Off XDSL Link is not established.

Blink | The xDSL link is training or some traffic is passing
through xDSL.

DSL 2 GREEN

On WAN connected.

Off | Modem power off, modem in bridged mode or WAN
connection not present.

GREEN

Blink | WAN Traffic is passing thru the device (either
INTERNET direction).

Device attempted to become WAN connected but
failed (no DHCP response, no PPPOE response,
PPPoE authentication failed, no IP address from
IPCP, etc.)

On
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Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)

User access (username: user, password: user)

Remote (WAN) access (username: support, password: support)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.
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3.2 IP Configuration

DHCP MODE

When the NexusLink 3130 powers up, the onboard DHCP server will switch on.
Basically, the DHCP server issues and reserves IP addresses for LAN devices, such
as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocel Version 4 (TCP/IPv4) Properties Iilé]

General | Alternate Configuration |

You can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically
(71 Use the following IP address:

i@ Obtain DM5 server address automatically

(71 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ] [ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.

12
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STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

Internet Protocel Version 4 (TCP/IPvA) Properties Iilﬂ—hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255,255, 0
Default gateway:

Cbtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upon exit

[ OK ][ Cancel ]

STEP 4: Click OK to submit these settings.

13

Leading the Communication Trend



OMTREND

3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Information screen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Windows Security li._E-J

The server192168.1.1 at Broadband Router requires a username and
password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| FJEEF name |

| Password |

["] Remember my credentials

| ok || Cancel

L A

Click OK to continue.

NOTE: The login password can be changed later (see section 8.6.1 Accounts). ]
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STEP 3: After successfully logging in for the first time, you will reach this screen.

M <@ O ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device LAN
WAN Maodel MexusLink 3130 !
Statistics B-ua-r\d ID 653138MB-136AC7 .
Route Serial Number a GE
ARP S Egi1&31;5..5;'-:-:4-:42:<5.c2?i AN PR Addres 193 E'Ell_;_
= LAN Subnet Mask 255,255,255.0
DHCP Bootloader (CFE) Viersion | 1.0.32-118.8-14 LAN MAC Address
NAT Session Up Time & mins:59 secs DHCP Server
IGMP Info
IPvE WAN
CPU & Memory ]
Network Map
Do
DSL 1 Status Down
Traffic Type Inactive
Upstream Rate (Kbps) a
Downstraam Rate (Kbps) a
D5L 2 Status Dowin
Traffic Type tive

L
Upstream Rate (Kbps) (i
Downstream Rate (Kbps) a

Default Gateway
Primary DNS Server 0
Secondary DNS Server 0.0.0.0

You can also reach this page by clicking on the following icon located at the top of
the screen.

Device Info
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Chapter 4 Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.

[ < O ¢

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary - DE‘f’IkCE LAN
e S —— ™
Statistics = - =
Route Serial Number i GE
T — ""011'“'1.55”,'___‘,41_ o LAN IPv4 Address 192.168.1.1
ARF S et LAN Subnet Mask 255.255,255.0
DHCP Bootloader (CFE) Version LAN MAC Address =
MNAT Session Up Time DHCP Server
IGMP Info
IPv6 WAN
CPU & Memory ]
Network Map
DA
D5SL 1 Status Dowin
Traffic Type zctive

Upstream Rate (Kbps)
Downstream Rate (Kbps)
DS5L 2 Status

B EE

Traffic Type

Upstream Rate (Kbps)
Downstraam Rate (Kbps)
Default Gateway

=]

Primary DNS Server

Secondary DNS Server

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

M e P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Info
Summary

WAN
Statistics
Route
ARP
DHCP

MLD
. IPvd IPvé
Src | NAT | Firewall | Status Address | Address

Enbl

Interface | Description | Type | VlanMuxId | IPvE Ig;p S:E:‘:M l;t.',n

| DHCP Releace || DHCP Renaw |

DHCP Release - Click this button to release the IP through IPoE service.

DHCP Renew - Click this button to refresh an IP through IPoE service.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPV6 Shows WAN IPv6 status
Igmp Pxy Shows Internet Group Management Protocol (IGMP)

proxy status

Igmp Src Enbl

Shows the status of WAN interface used as IGMP
source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD
source

NAT Shows Network Address Translation (NAT) status

Firewall Shows the status of Firewall

Status Shows Unconfigured/Connected for WAN status
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IPv4 Address

Shows WAN IPv4 address

IPv6 Address

Shows WAN IPv6 address

18
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4.2 Statistics

This selection provides LAN, WAN, ATM and xDSL statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.
o o -
SOMTREND

= i & a B

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Statistics - LAN
Summary
WAN Received Transmitted
Statistics Interface Total Multicast |Unicast |Broadcast Total Multicast |Unicast |Broadcast
LAN Bytes |Pkts|Errs|Drops |Bytes | Pkts |Pkis Pkis Bytes |Pkts|Errs|Drops |Bytes | Pkts |Pkis Pkts
ETHWAN[D  Jo o fo Jo Jo o o o Jo Jo |5 Jo o Jo o
WAN Service ETHL _ |ssesss|esszfo [o I 2 EEC 3991469 [ae73fo [5 0 Jess [ss0 |4
xTM ETH2 0 0 0 0 o Jo o Jo
xDSL ETH3
Route ETHa
ARP
DHCP Reset Statistics
Item Description
Interface LAN interface(s)

Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

. A7)

% & sa

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
S Statistics -- WAN
WAN Received | Transmitted
. Interface|Description Total [ Multicast [Unicast]Broadcast] Total [Multicast [Unicast]Broadcast
Statistics Bytes|Pki]Errs]Dro Pl Phis | Phas Pht=]Err]Dro Phi= | Phas
LAN
WAN Service R=sat Statistics |
xTM -
xDSL
Item Description
Interface WAN interfaces
Description WAN service label
Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.3 XTM Statistics

The following figure shows ATM (Asynchronous Transfer Mode)/PTM (Packet
Transfer Mode) statistics.

o

¢ ¢ A K

OMTREND

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Interface Statistics
Paort In Out In Out | InOAM | Out OAM | In ASM |Out ASM | In Packet | In Cell

WAN Number | Octets | Octets | Packets | Packets | Cells Cells Cells Cells Errors Errors
Statistics

LAN -

WAN Service [ Res=t |

XTM

xDSL

XTM Interface Statistics

Heading Description

Port Number ATM PORT (0-1)

In Octets Number of octets received over the interface

Out Octets Number of octets transmitted over the interface

In Packets Number of packets received over the interface

Out Packets Number of packets transmitted over the interface
In OAM Cells Number of OAM Cells received over the interface
Out OAM Cells Number of OAM Cells transmitted over the interface
In ASM Cells Number of ASM Cells received over the interface
Out ASM Cells Number of ASM Cells transmitted over the interface

In Packet Errors

Number of packets in Error

In Cell Errors

Number of cells in Error
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4.2.4 xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL & ADSL) show this variation.

VDSL
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Statistics — xDSL
Summary
WAN
. Bonding Line Selection -DSL1 W
Statistics -
LAN
= Mode: WD5L2
WAN Service frraffic Type: T
xTM [Status: Up
Link Power State: ]
XDSL = -
Route DownstreamfUpstream)
ARP thll Statbus: off ot
Line Coding(Trellis): On jon
DHCP ISNR Margin (0.1 dB): 163 60
- Attenuation (0.1 dB): 53 0
NAT Session joutput Power (0.1 dBm): |-145 55
IGMP Info pttainable Rate (Kbps): 147521 62767
IPve Path 0 |
CPU & Memory DownstreamiUpstream)
Network Map Rate (Kbps): 99993 ]
B (# of bytes in Mux Data Frame): 73 237
M (# of Mux Data Frames in an RS codeword): 1 1
[T (# of Mux Data Frames in an OH sub-frame): 55 54
R (# of redundancy bytes in the RS codeword): 16 16
5 (# of data symbols over which the RS code word spans):0.0255 0.1263
L (# of bits transmitted in each data symbaol): 30158 16085
D (interleaver depth): 631 253
I (interleaver block size in bytes): 96 127
M (RS codeword size): 95 254
Delay (msec): 4 k
[INP (DMT symbaol): 1.00 fo.50
JOH Frames: 23870 13282
|OH Frame Errors: 0 0
RS Words: 4065341 |BE5619
RS Correctable Errors: 0 0
RS Uncorrectable Errors: 0 0
HEC Errors: 0 0
JOCD Errors: 0 0
LCD Errors: 0 0
[Total Cells: 0 0
Data Cells: 0 ]
|Bit Errors: 0 0
[Total ES: 0 0
[Total SES:
[Total UAS: 35 EE]
xD5L BER Test ” Reset Statistics | | Draw Graph
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ADSL

Device Info

Summary
WAN
Statistics
LAN
WAN Service
xTM
xDSL
Route
ARP
DHCP
NAT Session
IGMP Info
IPv6
CPU & Memory
Network Map

SOMTREND

7).

% (3 sa

Basic Setup Advanced Setup Diagnostics Management
Statistics -- xdDSL
Bonding Line Selection [ DSL1 W
Mode: ADSL_G.dmi]
[Traffic Type: JATM
[Status: Up
Link Power State: LD
D iy Upstream
PhyR Status: off off
Line Coding(Trellis): On On
ISNR Margin (0.1 dB): 159 60
[Attenuation (0.1 dB): S0 110
jOutput Power (0.1 dBm): 195 119
[Attainable Rate (Kbps): 10624 1188
Path 0 |
DownstreanyU; i
Rate (Kbps): 7616 992
K (number of bytes in DMT frame): 239 32
R (number of check bytes in RS code word){16 12
|5 (RS code word size in DMT frame): 1.00 4.00
D (interleaver depth): 64 16
Delay (msec): 16.00 16.00
[INP (DMT symbol): 2,01 0,55
|Super Frames: 93727 52150
[Super Frame Errors: L] ]
RS Words: 0 ]
RS Correctable Errors: 0 0
RS Uncorrectable Errors: 0 0
HEC Errors: 2869 ]
JOCD Errors: 0 0
LCD Errors: 0 ]
[Total Cells: 0o 0
Data Cells: ] 0
|Bit Errors: 0 0
[Total ES: 10 ]
[Total SES: 10 ]
[Total UAS: 148 138

¥DSL BER Test || Reset Statistics || Draw Graph

Logout

Click the Reset Statistics button to refresh this screen.

Field Description

Mode VDSL, VDSL2

Traffic Type ATM, PTM

Status Lists the status of the DSL link

Link Power State

Link output power state
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Field

Description

phyR Status

Shows the status of PhyR™ (Physical Layer
Re-Transmission) impulse noise protection

Line Coding (Trellis)

Trellis On/Off

SNR Margin (0.1 dB)

Signal to Noise Ratio (SNR) margin

Attenuation (0.1 dB)

Estimate of average loop attenuation in the downstream
direction

Output Power
(0.1 dBm)

Total upstream output power

Attainable Rate (Kbps)

The sync rate you would obtain

Rate (Kbps)

Current sync rates downstream/upstream

In VDSL mode, the following section is inserted.

MSGc Number of bytes in overhead channel message
B Number of bytes in Mux Data Frame

M Number of Mux Data Frames in a RS codeword

T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth

I The interleaver block size in bytes

N RS codeword size

Delay The delay in milliseconds (msec)

INP DMT symbol

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

OH Frames

Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

HEC Errors Total Number of Header Error Checksum errors

OCD Errors Total Number of Out-of-Cell Delineation errors

LCD Errors Total number of Loss of Cell Delineation

Total Cells Total number of ATM cells (including idle + data cells)
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Data Cells Total number of ATM data cells

Bit Errors Total number of bit errors

Total ES Total Number of Errored Seconds

Total SES Total Number of Severely Errored Seconds
Total UAS Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).
A small pop-up window will open after the button is pressed, as shown below.

<A http:

11192.168.1.1/berstart.tst? berState=0 - M... |_ : X

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test deterrmines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with
this knowen pattern to check for any errors.

Select the test duration below and click "Start",

Tested Time (sec):

é:l Dane

) Internet

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

3 hitp:/1192.168.1.1/berstop. ist?berState=0 - Mi... [= |[01/X]

ADSL BER Test - Result

The 4DSL BER test completed successfully.

Test Time (sec): 20

Total Transferred | ) 0000000000000
Bits:

Total Error Bits: 0x0000000000000000
Error Ratio: Mot Applicable

Cloze

@ Done

8 Internet

25

Leading the Communication Trend



xDSL TONE GRAPH

Click Draw Graph on the xDSL Statistics screen and a pop-up window will display
the xDSL statistics graph, including SNR, Bits per tone, QLN and Hlog of the xDSL
line connection, as shown below.

DSL Line Statistics

You can dick on the color box of the legend to show/hide comesponding graph.
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4.3 Route

Choose Route to display the routes that the NexusLink 3130 has found.

o

3 & a B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Device Info - Route
Summary
WAN D - o otz e
Statistics
Route Destination | Gateway | Subnet Mask | Flag | Metric | Service | Interface
ARP 192.168.1.0 | 0.0.0.0 255.255.255.0 | U
DHCP
Item Description
Destination Destination network or destination host
Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask
Flag U: route is up
I reject route
G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance’ to the target (usually counted in hops). 1Itis not
used by recent kernels, but may be needed by routing
daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
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4.4 ARP

Click ARP to display the ARP information.

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SUI'I'II'I'IEII'Y Device Info -- ARP
WAN IP address | Flags HW Address Device
Statistics 19216813 | Compleze | 00:50:5a: 2402904 | Be0
Route
ARP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection interface
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4.5 DHCP

Click DHCP to display all DHCP Leases.

rF -
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device Info -- DHCP Leases
WAN dd ok P
Statistics = arms .::dcrﬁs .:::Idrﬁs ;ou:cﬁes 'T':-:a - TEIE E:PIFES z:bﬁ I;R:'bﬁ
Route —
| Device Scan |
ARP —
DHCP
DHCPv4
DHCPv6
Item Description
Hostname Shows the device/host/PC network name
MAC Address Shows the Ethernet MAC address of the device/host/PC
IP Address Shows IP address of device/host/PC

Address Source Shows IP type of device/host/PC, could be DHCP/Static

Interface type Shows interface type of device/host/PC, could be
Ethernet/802.11

Status Show status of device/host/PC, could be active/inactive
Expires In Shows how much time is left for each DHCP Lease
Tx bytes Show total Tx bytes of device/host/PC
Rx bytes Show total Rx bytes of device/host/PC
29
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Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
DHCPv4
DHCPvo

¢ A

Basic Setup  Advanced Setup Diagnostics Management

Device Info -- DHCPvE Leases

IPv6 Address | MAC Address I Duration | Expires In

Logout

Item

Description

IPv6 Address

Shows IP address of device/host/PC

MAC Address

Shows the MAC address of the device/host/PC

Duration

Shows the device duration of being active

Expires In

Shows how much time is left for each DHCP Lease
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols

passing through the device.
» '
=

i

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
NAT Session

Summary
WAN Prasz "Show Al will show all NAT szssion informatian
Statistics Source IP Source Port | Destination IP | Destination Port Protocol Timeouk
Route
DHCP | Refres || Show A |
NAT Session

Click the “Show All” button to display the following.

MAT Session
Press "Show Less™ will show NAT session information on WAN side only.
Source IP Source Port Destination IP Destination Port Protocol Timeout
192.168.1.3 1042 152.168.1.1 B0 tcp B399
127.0.0.1 45000 127.0.0.1 45032 udp 25
[ Refresh ] [ Show Less

Item Description
Source IP The source IP from which the NAT session is established
Source Port The source port from which the NAT session is established
Destination IP The IP which the NAT session was connected to

Destination Port The port which the NAT session was connected to

Protocol The Protocol used in establishing the particular NAT session
Timeout The time remaining for the TCP/UDP connection to be active
31
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4.7 IGMP Info

Click IGMP Info to display the list of IGMP entries broadcasting through IGMP proxy
enabled wan connection.

.l -
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary List of IGMP Proxy Entries
WAN ; Last Re Total Total Total
Statistics Interface | WAN | Groups | Member | Timaout Tins'lte ot Tir:![sec] Jui‘rzlls Letaz\nes
Route
ARP
DHCP
NAT Session
IGMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires

Last Report Time The time of the last received IGMP report

Total Time(sec) Total time that the IGMP stream has been played

Total Joins Total IGMP join packets received for this IGMP address for

this client

Total Leaves Total IGMP leave packets received for this IGMP address

for this client
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4.8 IPv6

4.8.1 IPv6 Info

OMTREND

Click IPv6 Info to display the IPv6 WAN connection info.

r L
SOMTREND
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
IPvE WAN Connection Info
Summary
WAN | Interface | Status | Address | Prefix I
Statistics o o
R_Dute eneral 1nto
ARP Device Link-local Address | f280::200:f:fe55:5555/54
DHCP Default IPvE Gateway
NAT Session IPvG DNS Sarver
IGMP Info
IPVE
IPv6 Info
IPv6 Neighbor
IPv6 Route
Item Description
Interface WAN interface with IPv6 enabled
Status Connection status of the WAN interface
Address IPv6 Address of the WAN interface
Prefix Prefix received/configured on the WAN interface

Device Link-local Address

The CPE's LAN Address

Default IPv6 Gateway

The default WAN IPv6 gateway

IPv6 DNS Server

The IPv6 DNS servers received from the WAN
interface / configured manually
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4.8.2 IPv6 Neighbor

Click IPv6 Neighbor to display the list of IPv6 nodes discovered.

Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
MNAT Session
IGMP Info
IPvE
IPv6 Info
IPv6 Meighbor
IPvH6 Route

e

Basic Setup Advanced Setup Diagnostics Management

Device Infa -- IPv6 Neighbor Discovery table

IPvE address Flags | HW Address Device

fiaB0::200:f:fe55:5555 | STALE | 00:00:00:55:55:55 | brD

Logout

Item

Description

IPv6 Address

Ipv6 address of the device(s) found

Flags Status of the neighbor device
HW Address MAC address of the neighbor device
Device Interface from which the device is located
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4.8.3 IPv6 Route

Click IPv6 Route to display the IPv6 route info.

. A7)

Basic Setup

Device Info

Summary
WAN
Statistics
Route
ARP
DHCP
NAT Session
IGMP Info
IPvo
IPv6 Info
IPv6 Meighbor
IPv6 Route

% & sa

Advanced Setup Diagnostics Management

Device Info -- IPvE Route

| Destination | Gateway | Metric | Interface |

Logout

Item

Description

Destination

Destination IP Address

Gateway

Gateway address used for destination IP

Metric

Metric specified for gateway

Interface

Interface used for destination IP
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4.9 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and

memory usage with dynamic updates.

N & 3 & A

Device Info Basic Setup  Advanced Setup Diagnostics Management

tem Perfo
Y System Performance

WAN CPU Uszge CPU 0 Usage History

Logout

CPU 1 Usage History

Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
IPvG

CPU & Memory 2
Network Map - - . o

Memary

Physical Memory Usage History

B3812 KB

a B
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4.10 Network Map

The network map is a graphical representation of router’s wan status and LAN

devices.

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
IPvE

CPU & Memory
Network Map

< 1

Basic Setup  Advanced Setup Diagnostics

% 9ED NYM g;

¢

u 192.168.1.3 (you)

Logout
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Basic Setup

This will bring you to the following screen.

SOMTREND
- K
| > "
mil
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup LAN WAN
NAT G
LAn ™~
Router Limits GE Dovn
Parental Control LAN IPv4 Address 192.168.1.1 DSL 1 Status Davwn
Home Netwurlr.ing LAN Subnet Mask 255.255.255.0 Traffic Type Inactive
LAN MAC Address 100:00:00:55:55:55 Upstream Rate (Kbps) 0
DHCP Server Enabled Downstream Rate (Kbps) 0
DSL 2 Status Down
Traffic Type Inactive
Upstream Rate (Kbps) 0
Downstream Rate (Kbps) 0
Default Gateway
Primary DNS Servar 0.0.0.0
Secondary DNS Server 0.0.0.0
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5.1 Wan Setup

Add or remove ATM, PTM and ETH WAN interface connections here.

[ < O P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Select new interface o add: | ATM Interface A
LAN L. DSL ATM Interface Configuration
Router Limits
Parental Control . - DSL Paak Cell Sustainabla Call Max Burst Link | Conn | IP
. T ||Ue |4 Latency aleuuey Rate(cells/s) Rate(cells/s) Size{bytes) Type | Mode | QoS Homue

Home Networking

DSL PTM Interface Configuration

| tnterface | DsL Latency | PTM priority | conn Mode | 1P os | Remove |
ETH WAN Interface Configuration
I Interface/(Name) I Connection Mode | Remove |
Step 2: Wide Area Network (WAN) Service Setup
Interface | Description | Type | Vlan8021p | VianMuxid | vlanTpid ;?umxz SI.?I:“':E MAT | Firewall | 1Pv6 | p'::':‘f So":.'ie Remove | Editl
=

Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

NOTE: Up to 8 ATM interfaces can be created and saved in flash memory. |

To remove a connection, click the Remove button.
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5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

Step 2: Wide Area Network (WAN) Service Setup

Interface | Description | Type | Vlan8021p | VianMuxId | VlanTpid Igmp | Tomp | pat| Firewall | IPv6 Mid Mid Remowve | Edit

Proxy | Source Proxy | Source

4dd || Remove |

Click the Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see Appendix F - Connection Setup.

To remove a connection, select its Remove column radio button and click Remove.

Step 2: Wide Area Network (WAN) Service Setup

Interface | Description | Type | Vlan8021p | VianMuxId | VianTpid Igmp | Igmp NAT | Firewall | IPvE Mid Hid Remove | Edit

Proxy | Source Proxy | Source

o]
3
3
=1
Q)

| Edit |

ppp0.1 pppos_0_0_35 | PPRoE HiA Ni& N/A Dizabled | Disstled | Enabled | Disabled | Dissbled | Disabled | Disable

To remove a connection, select its Remove column radio button and click Remove.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VlanMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy
status
IGMP Source Shows the status of WAN interface used as IGMP source
NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status
IPV6 Shows the WAN IPv6 address
MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
Mld Source Shows the status of WAN interface used as MLD source
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Remove Select interfaces to remove

Edit Click the Edit button to make changes to the WAN interface

NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

MAT -- Virtual Servers Setup

WAN Setup
NAT ncoming traffic from WAN side (identified by Protocol and External port) to the Internal server with privete IP address
d anly if the axtzrnal port neads to be converted o & different port number usad by the szrver on the LAN
Virtual Servers
Port Triggering |_.°.:: H—Rmm |
DMZ Host
IP Address Map Server | Extermal Port | External Port Internal Port | Internal Port | Server IP WAN NAT
ALGfPass-Through Name Start End R Sta End Address Interface | Loopback TR
To add a Virtual Server, click Add. The following will be displayed.
SOMTREND
= =
- u
e ° '
m @ @ X
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup MAT -- Virtual Servers
NAT Select the service name, and enter the server [P address and dick "ApplySave" to forward IP packets for this service to the spedfied s=rver. NOTE: The
"Internal Port End" cannot be modified directly. Normally, it is set to the same value as "External Port End". However, if you madify
Virtual Servers "Internal Port Start”, then "Internal Port End” will be sat to the same value as "Internal Port Start”
8 = Remaining number of entries that can be configured:32
Port Triggering

DMZ Host ® Choose Al Interface
IP Address Map L

ALG/Pass-Through 0 A
Selact a Senvice | Select One w
Router Limits O Custom Service!
Parental Control i
. Server IP Addrass
Home Networking
O Enzbiz maT Loopback
| Apply/save |
External Port Start{External Port End Protocal 1 Port Starf]Internal Port End]
TCP hdl
TCP -
TCP ~
TCP e
| Apply/Save |

Click Apply/Save to apply and save the settings.

Consult the table below for field and header descriptions.
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Item

Description

Choose All Interface

Virtual server rules will be created for all WAN
interfaces.

Choose One Interface

Use Interface

Select a WAN interface from the drop-down menu.

Select a Service
Or
Custom Service

User should select the service from the list.
Or
User can enter the name of their choice.

Server IP Address

Enter the IP address for the server.

Enable NAT Loopback

Allows local machines to access virtual server via WAN
IP Address

External Port Start

Enter the starting external port number (when you
select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End

Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol

TCP, TCP/UDP, or UDP.

Internal Port Start

Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End

Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
"Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

@&rg@i&ﬁ

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup MAT -- Port Triggering Setup
NAT

Virtual Servers

Port Triggering ) : =

DMZ Host

IP Address Map

ALG/Pass-Through Trigger Open
LAN Application Nama pa— Paort Range pa— Port Range | WAN Interface | Remove
Router Limits Start I End Start I End

To add a Trigger Port, click Add. The following will be displayed.

@ 3P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN SEtLIp NAT -- Port Triggering
NAT ] ions znd others require that specific
t er's firewall be opened for access by the apphications. You can configure the port settings from this
Virtual Servers screen by selecting an existing application o creas n (Custom application)and click "Save/Apply” to add it
Port TI‘iggEI'il'lg Remaining number of entries that can be mnflgured 32
DMZ Host Uss Ine=rface [pppoe_0_0_35/oppd.1 v |
IP Address Ma Application Name
ﬁLG,’PaSS-"‘IﬂfI.I h @ Select an Appicaton: | Select One hd |
9 ':::' Custom Application: | |
Router Limits
Parental Contr?l Trigger Port StarfTrigger Port End|Trigger Protecol]Open Port Start]Open Port End] Open Protoco]
Home Networking TCE " TCE ~
TCP w TGP w
TCP e TCP hd
TCP e TCP w
TCP w TGP w
TCP e TCP hd
TCP e TCP w
TCP w TGP w

Click Save/Apply to save and apply the settings.
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Consult the table below for field and header descriptions.

Item Description
Use Interface Select a WAN interface from the drop-down menu.
Select an Application User should select the application from the list.
Or Or
Custom Application User can enter the name of their choice.
Trigger Port Start Enter the starting trigger port number (when you select

custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End Enter the ending trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol TCP, TCP/UDP, or UDP.

Open Port Start Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

Beodak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

MNAT -- DMZ Host

WAN Setup
NAT The Broadband Router will forward IP packets from the WAN that do not beleng to any of the applictions configurad
in the Wirtuzl Servers table to the DMZ host computer,
Virtual Servers ) }
Port Triggering Enter the computer's IP address and click "Apply’ to activate the DMZ hest,
DMZ Host Clear the IP address figld and dick "Apply’ to deactivatz the DMZ host.
IP Address Map DMZ Host 1P Address ]
ALG/Pass-Through
LAMN () Enzbiz MaT Loopback
S Szve/Apply
Router Limits | Save/Apply |

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.
To Deactivate the DMZ host, clear the IP address field and click Save/Apply.

Enable NAT Loopback allows PC on the LAN side to access servers in the LAN
network via the router’s WAN IP.
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5.2.4 IP Address Map
Mapping Local IP (LAN IP) to some specified Public IP (WAN IP).

o =
OM REND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup MAT -- IP Address Mapping Setup
NAT [ Rute [ Type | Local Start 1P | Local End 1p | Public Start 1P | Public End 1P | Remove |
Virtual Servers -
Port Triggering |z |[_Remore |
DMZ Host
IP Address Map
ALG/Pass-Through
Item Description
Rule The number of the rule
Type Mapping type from local to public
Local Start IP The beginning of the local IP
Local End IP The ending of the local IP
Public Start IP The beginning of the public IP
Public End IP The ending of the public IP
Remove Remove this rule
Click the Add button to display the following.
= L o
OM RE ND
|
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
NAT -- IP Address Mapping S
WAN Setup Remaining nu:ls:ar ;fp::lnugieseggt can be configured:0
NAT Server Nams
Virtual Servers ® Selecs 5 Service | One to One il |
Port Triggering : _
DMZ Host Local Start IP | - DL:::aI End IP Public Start IP | - DP:Jl:llc End IP
IP AddressMap = —"—r"-»1— — 1 — L
ALG/Pass-Through [ savefazaly |

LAN

Select a Service, then click the Save/Apply button.
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One to One: mapping one local IP to a specific public IP

Many to one: mapping a range of local IP to a specific public IP

Many to many(Overload): mapping a range of local IP to a different range of
public IP

Many to many(No Overload): mapping a range of local IP to a same range of
public IP
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5.2.5 ALG/Pass-Through

Support ALG Pass-through for the listed protocols.

[ < P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup Firewall — ALG/Pass-Through

NAT MNOTE: This configuration doesn't take effect until router is rebooted.
Virtual Servers FTE: @ Enahle ) Dissble
Port Triggering H323: @ Enable O Disable
DMZ Host TFTP ® Enzble ) Diszble
IP Address Map IRC ® Enzble ) Diszble
ALGfPass—Through PRTP ® Enzble ) Diszble
LAN RTEP: ® Enzble ) Diszble
sIP ® enzble O Disable
Router Limits . =
IPSec ® Enzhle ) Disable

Parental Control
Home Networking

To allow/deny the corresponding ALG protocol, select Enable / Disable and then click
the Save button. After reboot, the protocol will be added/removed from the
system module.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

COMTREND
;1 -
- n
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Local Area Network (LAN) Setu
WAN Setup (LAN) Setup
NAT Configure the Broadband Routar IP Address and Subnet Mask for LAN interface. GroupMame | Defaull
LAN . -
. IP Address: 192.168.1.1
tan VIAN'SETtIng gy sk
IPv6 Autoconfig
Static IP Neighbor Enablz IGMP Snooping
UPnP o~
Router Limit L) Standard Mode
= ins ® Blocking Maode
Parental Control
- =bl= IGMP LA AN Multicasn
Home Networking Enzbiz IEM2 LAl to LAK Muezen _ Disable v | o
[LANM to LAN Multicast iz enzbled until the first WAN servicz is connected, regardless of this sstting. )
(O Enabl= LAN side firews
) Diszhlz DHCP Server
®  Ensbls DHCP Server
Start IP Address 192.168.1.2
End IP Address 192.168.1.254
Leaszd Time (hour)t| 24
D Seting TFTP Server
(0 Enzble Automatic Static IP Reservation
Static IP Leass List: (A maximum 32 enties can be configured)
I HAEA:IdrEsI P Aﬂdrﬁsl Remo‘uel
| Add Entries || Remove Enties |
) Enakle DHCP Sarver Ralay
DHCP Server 1P Address:
O Canfigurs the sz2cond IP Address and Subnet Mask for LAY interface
(D Enzble Spanning Tree
nable Ethernet@wirespead on LAM ports (This feature enables LAN pert connectivity ower 2 pair CatS Ethernat cables)
DE blz & BEwi Lam T bles LA CatS Eth bl
Ethernet Media Type
GE | Auto hd
Apphy!Save

Consult the field descriptions below for more details.

GroupName: Select an Interface Group.

1% LAN INTERFACE
IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.
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Enable IGMP Snooping:

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast group
even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be blocked and not
flood to all bridge ports when there are no client subscriptions to any
multicast group.

Enable IGMP LAN to LAN Multicast: Select Enable from the drop-down menu to
allow IGMP LAN to LAN Multicast forwarding

Enable LAN side firewall: Enable by ticking the checkbox M.

DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server
addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

|MAE Address | IP Address |Remove

I Add Entries I[ Femove Entries ]

To add an entry, enter MAC address and Static IP address and then click
Apply/Save.

DHCP Static IP Lease

Enter the Mac address and Static IP address then click "Apphy/Save” .
MAC Address: 12:34: 507890212
IP Address: 192.168.1.33

ApphySawve

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | IP Address | Remove

12:34:56:758:90:12 | 192.168.1.33

[ Add Entries

Select Enable DHCP Server Relay (not available if NAT enabled), and enter the
DHCP Server IP Address. This allows the Router to relay the DHCP packets to the
remote DHCP server. The remote DHCP server will provide the IP address.
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2N° | AN INTERFACE

To configure a secondary IP address, tick the checkbox M outlined (in RED) below.

@C':E-'E the ssoond IP .-".;:I;:Irlass and Subnet Mask for |_:-,'-, interface

Subnet Mazk: | |

IP Address: Enter the secondary IP address for the LAN port.
Subnet Mask: Enter the secondary subnet mask for the LAN port.

Enable Spanning Tree:
Spanning Tree Protocol is a protocol that builds a loop-free logical topology for
Ethernet networks. To enable, tick the checkbox M.

Enable Ethernet@wirespeed on LAN ports:
Enable to support 2 pair Cat5 Ethernet cables.

Ethernet Media Type:

Configure auto negotiation, or enforce selected speed and duplex mode for the
Ethernet ports.

aZ

10Mbps-Half

10Mbps-Ful
100Mbps-Half
100Mbps-Full
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.

Device Info

WAN Setup

NAT

LAN
Lan VLAN Setting
IPv6 Autoconfig
Static IP Neighbor
UPnpP

. A

Basic Setup

Local Area Network (LAN) VLAN Setup

Select a LAN port:

O Enzhie VLAN Mode

% 3 2 K

Diagnostics Management

Advanced Setup

| Vlan Id

Pbits Remawve

| Add || Remaove || Apply/Save |

Logout

Click the Add button to display the following.

Vian Id Phits Remove
o [
[ Add ] [ Remove ] [ Apply Save
Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save/Apply.

Device Info

WAN Setup

NAT

LAN
Lan VLAN Setting
IPv6 Autoconfig
Static IP Neighbor
UPnP

Router Limits

Parental Control

Home Networking

MBS ak

Basic Setup  Advanced Setup Diagnostics

IPwE LAM Auto Configuration
Note: Swateful DHCRVE
support ZERO COMPR
instead of "1:27

LAN IPv6 Link-Local Address Configuration
® Euree

L} User Satting
Interface Identfisr 0:0:0:

Static LAN IPv6 Address Configuration

Management

Interface Address (prefix length is required) |:|

IPvE LAN Applications
Enahle DHCPvG Server

@ Sraveless
Refresh Time (s2c): | 14400
O Sraneful

Start inerface ID

End interface 1D 1254

Leased Time (hour):

Static IP Lease List: (A maximum 32 entries can be configured)

I MAC .N:Idrﬁsl Interface [DI Remmrel
| Add Entries || Remove Entries |

Enzhle SLAAC (RADVD]
RA interval Min{

RA interval Max]

Defaule Prefarencs:

] Enable Prefix Length Relay
D Enzble Configuration Mode

[ Ensble ULA Prefic Advartisament

Rzndomly Ganerate

" Statically Configure
Prefo

Prefen

Enzbl= MLD Snooping

-~ Standard Mode
® plocking Mada

Enzble MLD LAM to LAN Multicast:

s supparted based on the assumption of prafic langth less than 64. Interfzce ID does NOT
ESSION ":i". Plzase enter the complete information. For example: Mease enter "0:0:0:2"

[LAM to LAN Multicas: is ensbled until the first WAN servics is connected, regardless of this satting.)

Logout

Consult the field descriptions below for more details.
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LAN IPv6 Link-Local Address Configuration

Item Description

EUI-64 Use EUI-64 algorithm to calculate link-local
address from MAC address

User Setting Use the Interface Identifier field to define a
link-local address

Static LAN IPv6 Address Configuration

Item Description
Interface Address Configure static LAN IPv6 address and subnet
(prefix length is required): prefix length

IPv6 LAN Applications

Item Description
Stateless Use stateless configuration
Refresh Time (sec): The information refresh time option specifies how

long a client should wait before refreshing
information retrieved from DHCPv6

Stateful Use stateful configuration
Start interface ID: Start of interface ID to be assigned to dhcpv6
client
End interface ID: End of interface ID to be assigned to dhcpv6 client
Leased Time (hour): Lease time for dhcpv6 client to use the assigned
IP address
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Static IP Lease List: A maximum of 32 entries can be configured.

MALC Address |IP Address Remowve

I &dd Entries Femove Enfries

To add an entry, enter MAC address and Interface ID and then click Apply/Save.

DHCP Static IP Lease

Enter the Mac address and Static Interface 1D then click “Apphy/Save” .
MAC Address: 00: 11:22:33:44:55
nterface ID 0:0:0:2

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | Interface ID | Remove

............

| Acd Entries || Remave Entries
Item Description
Enable RADVD Enable use of router advertisement daemon
RA interval Min(sec): Minimum time to send router advertisement
RA interval Max(sec): Maximum time to send router advertisement
Reachable Time(ms): The time, in milliseconds that a neighbor is

reachable after receiving reachability
confirmation

Default Preference: Preference level associated with the default
router
MTU (bytes): MTU value used in router advertisement

messages to insure that all nodes on a link use
the same MTU value

Enable Prefix Length Relay Use prefix length receive from WAN interface
Enable ULA Prefix Allow RADVD to advertise Unique Local Address
Advertisement Prefix
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Randomly Generate Use a Randomly Generated Prefix

Statically Configure Specify the prefix to be used

Prefix The prefix to be used

Preferred Life Time (hour) The preferred life time for this prefix

Valid Life Time (hour) The valid life time for this prefix

Enable MLD Snooping Enable/disable IPv6 multicast forward to LAN
ports

Standard Mode In standard mode, IPv6 multicast traffic will flood

Blocking Mode to all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled
In blocking mode, IPv6 multicast data traffic will
be blocked and not flood to all bridge ports when
there are no client subscriptions to any multicast
group

Enable MLD LAN Enable/disable IPv6 multicast between LAN ports

To LAN Multicast
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5.3.3 Static IP Neighbor

This page is used to configure a static IPv4 or IPv6 Neighbor entry. Static ARP
entries will be created for these neighbor devices.

Pe s ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Static ARP/IP Neighbor Configuration
NAT Mote: Using the same IP but different MAC for editing an exist record.
LAN I IP Version | IP Address I MAC Address | Interface | Remove |
Lan VLAN Setting
IPv6 Autoconfig [ Add || Remove |

Static IP Neighbor

Click the Add button to display the following.

Beodak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup Static IP Neighbor Configuration
MNAT IP Version: | IPv4 -
LAN P Addrass:

Lan VLAN Setting MAC Address: . i

IPVG hutomnﬁg Associated Interfacs: LANDrD

Static IP Neighbor

UPnP | Aomiy/save |

Click Apply/Save to apply and save the settings.

Item Description
IP Version The IP version used for the neighbor device
IP Address Define the IP Address for the neighbor device
MAC Address The MAC Address of the neighbor device
Associated Interface The interface where the neighbor device is located
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5.3.4 UPnP

1@ O © a kK

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup UPnP Configuration
NAT NOTE: UPnP is activated anly when there is a live WAN service with NAT enabled.
LAN
Lan VLAN Setting Enzblz PP
IPv6 Autoconfig
Static IP Neighbor

UPnP

Select the checkbox M provided and click Apply/Save to enable UPnP protocol.
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5.4 Router Limits

This page allows you to enable/disable the Router Limits feature.

1@ 1 &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Rowter Limits client - Configuration
MNAT This pag= allow you to enable'disable Router Limits feature,
LAN Enzble Router Limits
Router Limits B
PairingCode:
Parental Control Connection Status: disabled

Home Networking

Tick the checkbox and click Apply/Save to enable this feature. After Router Limits
is enabled, PairingCode will be acquired.

G ab

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Router Limits client - Configuration
WAN Setup .
NAT This page allow you to enable/disable Router Limits feature.
LA-N | Enable Router Limits
Wireless

Router Limits Pairinngde: 610227185752361
Connection Status: online

Parental Control

Home Networking

Apply/Save

Go to https://portal.routerlimits.com/user, the PairingCode will be needed to pair
CPE device with Router Limits service after login.
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https://portal.routerlimits.com/user

o

email

password

LOGIN

Forgot Password?

For more details, please refer to www.routerlimits.com
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5.5 Parental Control

This selection provides WAN access control functionality.

5.5.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.5 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.

A< X &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Access Time Restriction — A maximum 32 entries can be configured.
NAT
LAN | Usemame | MAC | Mon | Tue | Wad | Thu | Fri |Sal Sun | Start |Smp | Enable ] | Remove
Router Limits
Parental Control

Time Restriction
WhiteList Time
URL Filter

Click Add to display the following screen.

[ < P a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Access Time Restriction
WAN Setup
NAT 'h|= pag= add time of day restriction to 0 a special LAM | device connected to the Router, The Browser's '\.I."A.E Address
LAM f the LAN device where the er is running. To restrict other LAN dev
0 _m ther MAC Address” button and enter the MAC addre-- of the other LAM devicz. To find cut the MAC addrE“
Router Limits of 3 Windows based PC, go to command windew and type "ipconfig fall"
Parental Control .
s=r Name

Time Restriction
WhitelList Time

URL Fier 1
Home Networking
Dzy= of the wesk Mon|Tue|Wed|ThulFri |Sat [Sun)
Click: to s=lect Olgololaolololo

Start Blockirg Time (hh:mim)
End Blocking Time (Rhemm)

See below for field descriptions. Click Apply/Save to add a time restriction.

62

Leading the Communication Trend




User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.

5.5.2 WhitelList Time

This page provides time of day restriction blocking with white list. Only devices
within the MAC address list can access the internet during the specified period. All
other devices will be blocked from internet access.

Moo sk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Access Time Restriction - Whitelist
NAT This page provides time of day restriction blacking with white list. Only devices within the MAC address fisz can
LAM socess internet during the specified period. All other devices will be blocked from intemnst access,
Router Limits - ) )
() Enzhble Whits List Time Reswriction
Parental Control
Time Restriction MAC Adress List: (Uss comma to separate MAC addressas)
WhiteList Time
URL Filter
Home Networking
o~
Dzy= of the wesk Mon|Tue|Wed|Thu|Fri [Sat [Sun|
Click to select mlInlEnlin]inlin] N

Start Blocking Time (hhsmm)
End Blocking Time (Rhimm)

| Apphy/Save |

Click Apply/Save to apply and save the settings.
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5.5.3 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port number.

[ < &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
URL Filter -- allows you to control access to Internet websites by permitting or denying access to the
WAN Setup sites listed in the URL list. Maximum 100 entries can be configured.
NAT First step is to select the URL List Type then configure the list entries,
LAN
Router Limits Mote: URL filter can be applied only to HTTR/HTTPS protocol that was based on following listed port{s).
Parental Control URLLEtTvRe () Exlude O Include
Time Restriction
WhiteList Time
URL Filter | Address | port | Remove |

Home Networking

Enter the MAC address fist below, separte by commea wo apply the URL fier on specific devices or leave it empty to
=pply to 2l devices

Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the Include radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control -- URL Filter Add
Enter the URL address and port numbser then click "ApphySave” to add the entry to the URL filter

Mote: Please use 80 as a port number for HTTP and 443 as port number for HTTPS,

URL Address woww.yahoo.com

Port Mumber: 443 [If bzave blank, default 443 will be apgled.)

Rtz will b= applied based on the entered gort!

Enter the URL address and port number then click Apply/Save to add the entry to
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the URL filter. URL Addresses begin with "“www”, as shown in this example.

URLLst Tyee: () Eyclude @ Include

URL Filter -- allows you to control access to Internet websites by permitting or denying access to the
sites listed in the URL list, Maximum 100 entries can be configured.

First step is to select the URL List Type then configure the list entries.

Mote: URL filter can be applied only to HTTP/HTTPS protocol that was based on following listed port(s].

Address

Port

Remove

WAy 2R, DT

443

a

A maximum of 100 entries can be added to the URL Filter list.
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5.6 Home networking

| NOTE: This function only applies to models with a USB host port.

5.6.1 Print Server

This page allows you to enable or disable printer support.

[ < & & a

Device Info Basic Setup  Advanced Setup Diagnostics Management

WAN SEtI.IP Print Server settings
NAT This page allows you to enable [ disable printer support
LAN I I"'Ianufadurerl PmductISerial Numherl
Router Limits
Parental Control ) Enzblz an-baard print sanver,
Home Networking

Print Server

DLNA

Logout

Please reference Appendix E to see the procedure for enabling the Printer Server.
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5.6.2 DLNA

| NOTE: This function only applies to models with a USB host port.

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/Save to

enable the DLNA media server.
) '
B < & g B
i

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Digital Media Server settings
NAT This pags allows you to enable [ disable digital mediz server support.
LAN [ Enztle an-board digital media server
Router Limits

Parental Control

Home Networking
Print Server
DLMA
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the

screen.

Advanced Setup

6.1 Auto-detection setup

The auto-detection function is used for CPE to detect WAN service for either
ETHWAN or xDSL interfaces. The feature is designed for the scenario that requires

only one WAN service in different applications.

[ < > & a

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Auto-detection setup

Auto-Detection
Sec:urity The awg-detection function is usad for CFE to detact WAN service for either ETHWAN or xD5L interfzoes

N . when zpplicable,
QLIH'“Z‘]" of Service The feature is designed for the soanario that reguires only one WAN service in d frerent app! cations.

- Uszrs shall enter given PPP username/ password and pre-configure senvice list for suto-detection. After that,
Routing clicking "Apphy/Save” will activate the auto-detect function
DNS
DSL [Tl Enzble suto-detect
DSL Bonding
Interface Grouping

Restart

IP Tunnel

The Auto Detection page simply provides a checkbox allowing users to enable or
disable the feature. Check the checkbox to display the following configuration

options.
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Device Info

Auto-Detection
Security

Quality of Service
Routing

DNS

DSL

DSL Bonding
Interface Grouping
IP Tunnel
Certificate
Multicast

N <

Basic Setup

Advanced Setup Diagnostics Management Logout

Auto-detection setup

= for CFE to detect WAN servics for either ETHWAN or «DEL intarfaces when 2policshle
res ony one WAN service rent appl =,
nd pre-configure servics list for etection, After that, dick

ng

Auto-detaction statuz:

‘Waiting for DSL or Ethemat line connso
In the bowees below, enter the PPP usar name and pi hat your ISP has provided o you.
PPP Username:
PPP Password

Select @ LAN-as-WAN Ethernat port for auto-datact

Auto-detect service list: Auzo-detzct will datect the pre-configured senvices in the Fstin order
A maximum 7 entries czn be configured.
Sslect Servics
VPI[0-255] VCI[32-65535] Service Option
0 32 Disable v MAT | Firewall = IGMPProxy [P extension
[ = NAT Firewall | | IGMPProxy | IP extension
0 Er Disable v MAT | Firewall = IGMPProxy [P extension
N NAT Firewall | IGMPProxy | IP extension
[0 [} [EE | |[Disatie v NAT Firewall | IGMP Proxy | IP extension
0 32 Disable v MAT | Firewall = IGMPProxy [P extension
! (EE NAT Firewall | | IGMPProxy | IP extension
[0 [ EE | |[Defauli Bridge » |

FFF Username:

PPP Password:

username

SRR RRRRRR

In the boxes below, enter the PPP user name and password that your ISP has provided to you.

Enter the PPP username/password given by your service provider for PPP service

detection.

Select a LAN-as-WAN Ethernet port for auto-detect:

Select the Ethernet Port that will be used as ETH WAN during auto-detection. For
models with ETH WAN port, only ETH WAN port is available to be used as WAN port.

69

Leading the Communication Trend



Select Service ATM -
VPI[0-255] VCI[32-65535]
i} 32
0 32
a 72 IPoE
Disable
0 32 Jisable ~
0 32 Disable -
0 32 Disable -
0 32 Disable -
0 32 Default Bridge ~

WAN services list for ATM mode: A maximum of 7 WAN services with
corresponding PVC are required to be configured for ADSL ATM mode. The services
will be detected in order. Users can modify the 7 pre-configured services and select
disable to ignore any of those services to meet their own requirement and also
reduce the detection cycle.

Select Sendos

[PTMIETHWAN |

VLAN ID[0-4094]

Service

| || Disable »

PPPOE

| IPoE

Disabee _

| || Disable |

| || Disable w |

| || Disable ~ |

| || Disable w |

| || Disable w |

| |[Default Bridge w |

WAN services list for PTM mode: A maximum of 7 WAN services with
corresponding VLAN ID (-1 indicates no VLAN ID is required for the service) are
required to be configured for ADSL/VDSL PTM mode and ETHWAN. The services will
be detected in order. Users can modify the 7 pre-configured services and select
disable to ignore any of the services to meet their own requirements and also
reduce the detection cycle.
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Apply/Save ]ll Restart ]

Click "Apply/Save" to activate the auto-detect function.

Options for each WAN service: These options are selectable for each WAN
service. Users can pre-configure both WAN services and other provided settings to

meet their deployed requirements.

VPI[0-255] VCI[32-65535] Service Option

[0 | ]2 | [PPPOE v | B war Deirewall @ 16MP Proxy B 1P extension
VLAN ID[0-4094] Service Option

[1 | PPPOE v O mat EFirewall C16MP proxy B 1P extension

Auto Detection status and Restart

The Auto-detection status is used to display the real time status of the

Auto-detection feature.

tuto-detection status:

Waiting for DSL or Ethernet line connect

The Restart button is used to detect all the WAN services that are either detected
by the auto-detection feature or configured manually by users.

The following window will pop up upon clicking the Restart button. Click the OK

button to proceed.

192.168.1.1 says

Are you sure you want to clean up the pre-detected WAN service?
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Auto Detection notice

Note: The following description concerning ETHWAN is for multiple LAN port devices
only.

1) This feature will automatically detect one WAN service only. If customers require
multiple WAN services, manual configuration is required.

2) If a physical ETHWAN port is detected, the Auto Detection for ETHWAN will be
fixed on the physical ETHWAN port and cannot be configured for any LAN port;
if the physical ETHWAN port is not detected, the Auto Detection for ETHWAN will
be configured to the 4™ LAN port by default and allows it to be configured for any
LAN port as well.

3) For cases in which both the DSL port and ETHWAN port are plugged in at the
same time, the DSL WAN will have priority over ETHWAN. For example, the
ETHWAN port is plugged in with a WAN service detected automatically and then
the DSL port is plugged in and linked up. The Auto Detection feature will clear
the WAN service for ETHWAN and re-detect the WAN service for DSL port.

4) If none of the pre-configured services are detected, a Bridge service will be

created.
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6.2 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.2.1 1IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in bridge mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

MBS ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Outgaing IP Filtering Setu
Auto-Detection rgaing o g

SBCI.IIit" By defzult, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters,
IP Filtering Choose Add or Remove te configure outgoing IP filers,
Outgoin
g . 9 Filter Name | IP Version I Protocol I SrcIP/ PrefixLength I SrcPort I DstIP/ PrefixLength I DstPort I Remove I
Incoming
Denial of Service (223 | [ Remave |

MAC Filtering

To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.

E BN

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Add IP Filter -- Qutgoi
Auto-Detection Hier T Hurgeing

Securi The screen allows you to creste 2 fiter rude to identify outgoing IP traffic by specifying a new filter name and at least
r_lt? . one condition bel of the specified conditions in this fifter rule must be satisfied for the rule to take effect. Chick
IP Filtering ‘Apply/Save’ to save and activate the filter,
Ouitgoing —
Incoming - v |
. q 1P Version: W L
Denial of Service
. . Protocol | w |
MAC Fllt'EI'II'Ig Source [P Address[/prefix length]:
Q'—lﬂht't' of Service Source Port {part or portport))
Rnuling Destinztion IP Address[/prefi: length]
DNS Destination Port (port or part: port):
DSL
DSL Bonding (L 4pply/Seve |

Consult the table below for field descriptions.
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Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP
Source IP address Enter source IP address
Source Port (port or port:port) Enter source port number or range
Destination IP address Enter destination IP address
Destination Port (port or port:port) Enter destination port number or range

INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

Moo dak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

c Incoming IP Filtering Setu
Auto-Detaction ¢ g mEe

Securi When the firewsll iz enzbled on 2 WAN or LAN interface, 2ll incoming IP traffic is BLOCKED. Howsver, some IP traffic can
ur_lty A be ACCEPTED g up fikers,
IP Filtering _
. Choose Add or Remove o configure incomiing IP filers,
Outgoing
- . -
II'IC[?ITII ng . ;llter Interfaces :rp : Protocol | Action .T_CMP 'S]rc]{hPJL th SrcPort Es?hp':_ th DstPort | Remaove
Denial of Service ame ersian ype | PrefixLeng refixLeng
MAC Filtering

| Add || Remov= |

Quality of Service

To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.
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1@ 0 ¢ 4k

Device Info

Auto-Detection
Security
IP Filtering
Outgoing
Incoming
Denial of Service
MAC Filtering
Quality of Service
Routing
DNS
DSL
DSL Bonding
Interface Grouping

Basic Setup

Advanced Setup Diagnostics Management Logout
Add IP Filter -- Incoming
The screen allows you to create a filker ruls to identify incoming IP traffic by specifying a new fiker name and at least
ore condition below. Al of the specified conditions in this fitter rule must be satisfied for the rule to ke effect, Click
‘ABpply/Save' to save and activate the filter,
IP Viarsion: [1Pv4 v |
Protocol | ~ |
Policy: Fermit

Source [P Address]/prefix langth]:

Source Port {port or portzport)
Diestinztion TP Address[/prefis lzngth]

Diestination Port (port or portiport):

WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select ane or more WAM/LAN interfaces displayed below to apcly this rule,

IP Tunnel

Certificate Sadact Al bri)/bri

Multicast

Consult the table below for field descriptions.

Item Description

Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP
Policy Permit/Drop packets specified by the

firewall rule

Source IP address

Enter source IP address

Source Port (port or port:port)

Enter source port humber or range

Destination IP address

Enter destination IP address

Destination Port (port or port:port)

Enter destination port number or range

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in bridge mode or
without firewall enabled are not available.
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Denial of Service

Denial of Services currently provides Syn-flood protection, furtive port scanner
protection and Ping of death protection. This web page allows you to
activate/de-activate them and to set the maximum average limit (packet per second)
and the maximum burst (packet amount) for each protection.

Device Info

Auto-Detection
Security
IP Filtering
Outgoing
Incoming
Denial of Service
MAC Filtering
Quality of Service
Routing
DNS
DSL
DSL Bonding
Interface Grouping
IP Tunnel
Certificate
Multicast

1@ 1 &

Advanced Setup

Basic Setup

Defend Against Denial of Sarvice Attacks

Diagnostics

DoS Protection

Enable

Maximum Average

Maximum Burst

Syn-Flood

]

|

EN

Interfaces: [ birdy'brd

Management

DoS Protection

Enable

Maximum Average

Maximum Burst

Furtive Port Scan

]

N

EX

Tnterfaces: [ bri/beD

DoS Protection

Enable

Maximum Average

Maximum Burst

Ping of Death

]

B

EN

Interfaces: () brly'brd

Logout

on, furtive port scan protection and ping

and the maximum burst {packsz

05 protection. The Do5 settings on this
if neaded. Click Apply/Save to save

Click the Apply/Save button to save and (de)activate the protection.

76

Leading the Communication Trend



6.2.2 MAC Filtering

NOTE: This option is only available in bridge mode. Other modes use IP Filtering
to perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the NexusLink 3130 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

Bee g ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection MAC Filtering Setup

Securi MAC Filtering is only effective on WAN s=rvices configured in Bridge mode. FORWARDED mezns that all MAC layer f
ur.lty . will = FORWARDE| rose matching with any of the specified rules in the following tzble. BLOCKED me
IP Fl|ter|ng all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following mble.

MAC FI|tErlﬂg MAL Filtering Policy For Each Interface:

uality of Service WARMING: Changing from ane policy to another of an interface will cause all defined rules for that interface
Q _tY to be REMOVED AUTOMATICALLY! You will need to create new rules for the new palicy.
Routing

DNS Interface | Palicy Change

DSL ;0 |FORwWARD | [
DSL Bonding
Interface Grouping
IP Tunnel
Certificate Choose Add or Remove to configure MAC filtering rules,
Multicast

| Change Policy |

| Interface | Protocol | Drestination MAC |Soume MAC | Frame Direction | Remove |

| add || Remove |

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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Routing
DNS

DSL

DSL Bonding

Source MAC Address:
Frame Direction:

WAM In

terfaces [Configurad

% ¢ o B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Add MAC Fil
Auto-Detection e
i Create a filter to identify the MAC layer frames by specifying at lkeast one condition below. If multiple conditions are
Secur.|ty . specified, il of them ke effect. Chck "Apply” to save
IP Filtering
MAC Filtering Protocol Type | v
Q'—'E"it‘! of Service Diestinztion MAC Address

—]

LAN===WAN »

n Brides modz only)

Interface Grouping

[br_D_0_35/atm0. 1 w |

IP Tunnel
Certificate

| SavelApply |

Click Save/Apply to save and activate the filter rule.

Consult the table below for detailed field descriptions.

Item

Description

Protocol Type

PPPoOE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP

Destination MAC Address

Defines the destination MAC address

Source MAC Address

Defines the source MAC address

Frame Direction

Select the incoming/outgoing packet interface

WAN Interfaces

Applies the filter to the selected bridge interface
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6.3 Quality of Service (QoS)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox M and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

SOMTREND

|
. -- & @ . #
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

QoS - Queus Management Configuration

Auto-Detection

Securitv =cted, choose a default DSCP mark b autematically mark incoming traffic without reference to
Apply/Save' button to save it.
Quality of Service
QoS Queue
QoS Classification Mote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
QoS Port Shaping Mote: The default DSCP mark is used to mark all egress packets that do not match any classification rules.
Routing
DNS Enablz Qo5
DSL
DSL Bunding Select Default DSCP Mark | NO Change(-1) w
Interface Grouping
IP Tunnel | Apphyisave |

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.3.1 QoS Queue

6.3.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In ATM mode, a maximum of 16 queues can be configured.

In PTM mode, a maximum of 8 queues can be configured.

For each Ethernet interface, a maximum of 8 queues can be configured.
For each Ethernet interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).

. A7)

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SOMTREND a} g@ =.l )

Auto-Detection (0e8 Quene Setwp

Security In ATM mode, maximum 16 quees = :E_copﬁgured.
Quality of Service
QoS Queue
Queue Configuratior
QoS Classification
QoS Port Shaping

=n cick the Remowve button,
the wble. Quaves with enable-chaddbon checked will be enabled. Queuss with enzble-

£ the queus after page reload

R(]uting Mote: Ethernet LAN queue configuration only takes effect when all the gueves of the interface have been configured.
Lk DSL PTM Shapi Miin Bit Burst
) aping in Bi u
DSL Name | Key | Interface | Qid | Prec/Alg/Wght Latency | Priority | Rate(bps) | Rate(bps) | Size(bytes) Enable | Remove
DSL Bonding
LAaN 11
Interface Grouping e |t =t 8 e O
IP Tunnel L R B
Certificate =0 |7 = 0
Multicast Lay ; o . e O
6
el etho 5 4/sp 0
25
o etho 4 5/sP 0
&
el e etho 3 &i5P 0
23
o stho 2 75k 0
&
o etho 1 8isP 0
&
?u::"e‘ 3 atmi 1 8/WRR/1 Pathd
4
| Add ” Enable || Remove |

To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.

The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Enable and assign an interface and precedence on the next screen. Click
Apply/Save on this screen to activate it.

Click Add to display the following screen.
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@@é@u "'

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection QoS Queue Configuration

Security This screen allows you to configure 2 QoS queus and add it w0 a slected layer2 interfao
Quality of Service Name \:]
QoS Queue
Queue Configuratior Sl
QoS Classification Interface:
QoS Port Shaping
Rnuling Apply/Save

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface: Assign the entry to a specific network interface (QoS enabled).

After selecting an Interface the following will be displayed.

4N, [
SOMTREND
|
il
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection Qo5 Queue Configuration

Security This screan allows you to configure 2 QoS queus and add it W a selected layer2 intarface,
Quality of Service Name ]
QoS Queue
. Enablz: w
Queue Configuration ne
QoS Classification Interface:
QoS Port Shaping i
Routin Queue Precedence 1MWRR) W | (lower value, higher priorizy)
g - The precedence list shows the scheduler algerithm configured 2t sach precadence lavel
DNS - Motz that precedencs |evel with 5P scheduler may have only one queue,
DSL - precadence level with WRR/WFQ schaduler may have multiple gueuss
DSL Bonding
Interface Grouping B [1-63]
IP Tunnel DSL Latency PathQ »
Certificate I
- Apply/Save
Multicast —_

The precedence list shows the scheduler algorithm for each precedence level.
Queues of equal precedence will be scheduled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Queue Weight: A number to calculate queue priority based on Cisco IPP. The lower
number gets the higher priority

DSL Latency: <{PathO} > portiD =0

Click Apply/Save to apply and save the settings.
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6.3.2 QoS Classification

The network traffic classes are listed in the following table.

@ﬂ?g@u

Basic Setup  Advanced Setup Di

Device Info

Logout

QoS Classification Setup - maximum 32 rules can be configured.

Auto-Detection

= To 2dd a rule, click the Add button,
ey . To remous s, check their ramove-chackbores, then cick the Remove bumon
Quality of Service The Enable button Ritas with ansble-chackbon checksd will be anzbled, Rubes with anable-checkbsx un-chackzd will be dssbled,
QoS Queue The enable-checkbox also =g relosd

Queue Configuration
QoS Classification
QoS Port Shaping

Routing

CLASSTFICATION CRITERTA

DstMAC/ | SrcIRf DstIP/
Mask PrefixLength | PrefixLength|

CLASSIFICATION RESULTS

DSCP | 802.1P | Rate
Mark |Mark | Limit(kbps)

Class
Name

Class | Ether|
Intf | Type

SrcMAC/
Mashk

DSCP | 802.1P
Check | Check

Queus
Key

Order

|F'N'm: |Srdluﬂ:| DstPort

Enable | Remave

Click Add to configure a network traffic class rule and Enable to activate it. To
delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the
rule must be satisfied for it to take effect.

Add Metwork Traffic Class Rule

This screen crestes & traffic class nis to class
Click ‘Apply/Save' 1o save and activate the ruls

y the ingress traffic into a priority queue and optionally mark the DSCP or Ethernet priority of the packet,

Traffic Class Namea |

Rule Organ
Rure Status

Specify Classification Criteria |

Ingrass Interface

Ether Typ=

Source MAC Address:

Source MAC Mask:

Diestinztion MAC Address

Destinztion MAC Mask

Specify Classification Results (A blank value
Specify Egress Interfzce {Required):

Specify Egress Queus (Required):

is mot specified to
Mark Differentiated Service Code Point [DSCF)

Mark BO2.1p priosity
- Class non-viz

- Class v
- Class
- Class v
Set R

i LIt

A blank criter

- Packets classified into a quewe that exit through
axist, will instezd egress to the

Last

on indicates it is not usad for classification.)

LAN w

| w
indicates no operation.)

| v|

v

an interfzce for which the quaue
default queus on the interface,

| v

| v |

Click Apply/Save to save

and activate the rule.
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Field Description

Traffic Class Name Enter a name for the traffic class.
Rule Order Last is the only option.

Rule Status Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1, ETH2,
ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its source
MAC address with the Source MAC Mask is equal to the
binary-AND of the Source MAC Mask and this field.

Source MAC Mask

This is the mask used to decide how many bits are checked
in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to the
Destination MAC Mask must equal to the result that this
field binary-AND to the Destination MAC Mask.

Destination MAC Mask

This is the mask used to decide how many bits are checked
in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for the
specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding priority to
packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan interface will
be tagged with VID 0 and the class rule p-bits.

- Class vlan packets egress to a non-vlan interface will
have the packet p-bits re-marked by the class rule p-bits.
No additional vlan tag is added.

- Class non-vlan packets egress to a vlan interface will be
tagged with the interface VID and the class rule p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the class rule
p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.3.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

[ < P

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. S Port Shaping Set
Auto-Detection (q0 Port Shaping secup

Securi QoS port shaping supports waffic shaping of Ethernet intarface,
_"t? . If "Shaping Rate" &5 sat to ™17, it means no shaping and "Burst Size" will be igrored,
Quality of Service

QoS Queue | Interface | Type | Shaping Rate (Kbps) | Burst Size (bytes)

QoS Classification
QoS Port Shaping

Click Apply/Save to apply and save the settings.
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6.4 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In bridge mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.4.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in

% ¢ 2 B

SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. A7)

Auto-Detection Routing - Default Gateway

Security
Quality of Service
Routing
Default Gateway Selected Default Gateway Awailable Routed WAN
Static Route Interfaces Interfaces
Policy Routing N
RIP
DNS
DSL | |
DSL Bonding —
Interface Grouping
IP Tunnel
Certificate
Multicast

Diefaul: gateway interface list can have muktiple WAN interfaces sarved a5 system cefault gateways but anly ons
will be used aceording to the priority with the first bing the highest and the last one the lowest priority # fthe
WAN interface is connectad. Priority order can be changed by remo |ng 2ll and| adding them back in again

i FEEAEEEEEE Select = preferred wan interface as the system default IPvG gateway
WAN Tre=rface [NO CONFIGURED INTERFACE w |
| Apply/Save |

Click Apply/Save to apply and save the settings.
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6.4.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

[ e ¢

Device Info Basic Setup  Advanced Setup Diagnostics

Auto-Detection

®
il

Management

Routing -- Static Route (A maximum 32 entries can be configured)

Logout

Sec:urity MOTE: For system created route, the 'Remove’ checkbox is disabled.
QLIEI'itY of Service | IP Version I DstIPf PrefixLength |Gal.ewav | Interface | metric | Remaove |
Routing

Default Gateway

Static Route

Policy Routing

RIP

After clicking Add the following will display.

SOMTREND
- [
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Auto-Detection Routing -- Static Route Add
= Enter the destination network addrass, subnet mask, gateway ANDYOR available WAN interface then dick
SBCl.I-rIt\\' . '.l'l.nppl-.'_'SE':-::' tI:aE ;:;n:'e e'o:r'-.'?o thrEa roiwst E'; :'=:|le = e e °
Quality of Service
R'DUting IP Version: | IPvd Lv |
Default Gateway Diestinztion [P Address/Prefic Length: |
Static Route w |
Policy Routing
— (eptional: metric number should be greater than or egual o zem)
DNS Metric
DSL
® IP Version: Select the IP version to be IPv4.
e Destination IP address/prefix length: Enter the destination IP address.
e Interface: Select the proper interface for the rule.
® Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing.

After completing the settings, click Apply/Save to add the entry to the routing

table.
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6.4.3 Policy Routing

This option allows for the configuration of static routes by policy.
Click Add to create a routing policy or Remove to delete one.

B <P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

a Policy Routing Setting -- A maximum 7 entries can be configured.
Auto-Detection o 9 ? :

Security
Quality of Service Palicy Name | Source 1P | LAN Port | waN | Default W | Remove |

Routing

Default Gateway
Static Route
Policy Routing
RIP

On the following screen, complete the form and click Apply/Save to create a policy.

SOMTREND
- n
| @ a > "
s
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Policy Routing Settup
Auto-Detection Enter the policy name, policies, and WAN interface then click "Apoly/Save” to add the entry to the policy routing table.
SEC].Irit!I' Mote: If selectad "IRCE” a5 WAN intarfzcz, defauk gateway must be configured
Quality of Service
Routing
Default Gateway
Static Route
policy Routing e —
RIP
== [":E_":EE
DNS . I
DSL
DSL Bonding
ApphySawv
Interface Grouping

Consult the table below for detailed item descriptions.
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Item Description
Policy Name Name of the route policy
Physical LAN Port Specify the port to use this route policy
Source IP IP Address to be routed
Use Interface Interface that traffic will be directed to
Default Gateway IP IP Address of the default gateway
6.4.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Save/Apply.

O?REND ﬂ} g@ =.l H_

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection Routing -- RIP Configuration

Securit',' NOTE: If selected interface has NAT enabled, only Passive mode is allowed.
Quality of Service To activate RIP for the WAN Int= select the desired RIP version and operation and place a chedk in the 'Enabled
RDUIiI'Ig w2, Ta stop RIP ¢ face, unchack the "Enabled’ chackbax, Click the "Apphy/Save’ button o
stzriztop RIP and save the
Default Gateway
Static Route
Policy Routing Sand defeult route
RIP |InterfacelVersion|Operation]Enabled|
DNS
DSL
DSL Bonding WAN Intarface not esist for RIP,

88

Leading the Communication Trend



6.5 DNS

6.5.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

[ <P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. DNS Server Configuration
Auto-Detection

= Select DHE Sarver Interface fro ole WAM interfzces OR enter stztic DNS sarver IF addresses for the systam,
SE(].I-rIt]I' . In ATM mode, if only @ single IPod or static [PoE protocol is configured, Static DNS server [P addresses
Quality of Service must be enters
g DMS Server Interfaces can have multiple WA intarfaces served s system dns sarvers but only one will b used
Routing zocording to the priosity ez first beiny higl ane the kov riority if the WAN interface is

DMNS connectad, Priorizy order

DNS Server
Dynamic DNS Salact DNS Server Interface from available WAN interfaces:

DNS Entries Selectad DNS Server Interfaces Available WAN Interfaces

DNS Proxy/Relay
DSL
DSL Bonding
Interface Grouping |
IP Tunnel
Certificate
Multicast

n agzin,

® yse the following Static DNS IP address:
Primary DS Sarver

Sacondary DNS Sarver

Select the configurad WAN interfzcz for IPvE DNS server information OR anter the static IPvE DNS server Addressas,
Mote that selecting a WAN interface for IPvE DNS server will enable DHCPvE Client on that interfzce,

Obtain IPwE DNS info from 2 WAN interface:
WAN Interface sslected NO CONFIGURE ITERFA

@ = the fo wing Static IPvE DNS address
Primary IPv& DNS Sarvern:
S=condary [PwE DNS Server:

| ApDhY Save

Click Apply/Save to save the new configuration.
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6.5.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic IP address to a static
hostname in any of many domains, allowing the NexusLink 3130 to be more easily
accessed from various locations on the Internet.

1 @ 1 O

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
o namic DNS
Auto-Detection o
Securi The Dynamic DNS sarvice allows you to zliss a dynamic IP address to & static hostname in any of the many domains,
_"t? . gliowing your Broadband Router to be more easily accessed from various locations on the Intemet.
Quality of Service
g Choose Add or Remaove ta configure Dynamic DS,
Routing
DNS Hostname I Usermame IServine | Interface | DONS Server | URL I Remowve |
DNS Server
Dynamic DNS
DNS Entries

DNS Proxy/Relay

To add a dynamic DNS service, click Add. The following screen will display.

A< O ¢

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. Add Dr ic DNS
Auto-Detection ymamie

Security
Quality of Service

llows you to add 2 Dynamic DS address from DynDNS.org, TZO, or no-ip.com. Additionally, it is possible
gure 3 Custom Dynamic DNS service,
Routing

D-DNS provider DynDNS.org »
DNS

DNS Server . F
D\mamic DNS Interface -
DNS Entries DynDNS Settings

DNS Proxy/Relay Ussrame
DSL Pazzword
DSL Bonding
Interface Grouping
IP Tunnel

Certificate
Multicast

Click Apply/Save to save your settings.

Consult the table below for field descriptions.
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Item

Description

D-DNS provider

Select a dynamic DNS provider from the list

Hostname Enter the name of the dynamic DNS server
Interface Select the interface from the list

Username Enter the username of the dynamic DNS server
Password Enter the password of the dynamic DNS server
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6.5.3 DNS Entries

The DNS Entry page allows you to add domain name and IP address pairs desired to
be resolved by the DSL router.

[ < O &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
o DNS Entries
Auto-Detection
Securi The DS Entry page allows you to add domain name and IP address pairs desired to be resolved by the DSL router
rity Choose Add or Remove to configure DNS Entry, The entries will become active after save’reboor,

Quality of Service

A maximum 16 entries can be configured.

Routing | Domain Name | IP Address | Remave |
DNS
DNS Server
Dynamic DNS
DNS Entries

DNS Proxy/Relay

Choose Add or Remove to configure a DNS Entry. The entries will become active
after save/reboot.

1@ 1 &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection DN Entry

Sec:urity Entar the domain name and [P address that neads to be reschved locally, and click "Add Enery.
Quality of Service
Routing
DNS I |
DNS Server
Dynamic DNS
DNS Entries
DNS Proxy/Relay

Domain Name IP Address

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry button.
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6.5.4 DNS Proxy/Relay

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with

“Comtrend.Setup.Home".
Bodak
= |

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Auto-Detection DNS Proxy Configuration
Securi
. t? . Enablz DNS Prowy

Quality of Service
Routing Host Mame of the Brosdband Rouwtarn:
DMNS Domain Mama of the LAN retwork:

DNS Server

D\mamic DNS DNS Relay Configuration

. This contrals the DHCP Server to assign public DNS.
DMNS Entries
Enabl= DM5 Relay
DNS Proxy/Relay Apohy/Save

Click Apply/Save to apply and save the settings.

See below for further details.

The Host Name and Domain Name are combined to form a unique label that is
mapped to the router IP address. This can be used to access the WUI with a local
name rather than by using the router IP address. The figure below shows an
example of this. In the browser address bar (circled in red) the prefix “http://" is
added to the local name “Comtrend.Home"” [Host.Domain] for WUI access.

AV 3
Mew Tab X Y Mew Tab b4 \‘

C | Q)www.Comtrend.Home
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6.6 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

SOMTREND
» '
6 @ & '
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
D51 Settings
Auto-Detection i i )
5 rity Salect the modulztion below. Select the profile below,
QLIB'“ZY of Service G.Dmit Enalblled Ba Enzbled
Routing G.lite Enabled 8% Enabled
DNS
DSL T1.413 Enzbled Bc Enabled
DSL B(]I'Idil'lg ADSL2 Enzbled 8d Enabled
Interface Grouping AnnesL Enabled 12a Enzbled
p T':’““EI ADSL2+ Enabled 125 Enabled
Certl_ﬁcate [ AnnesM Enztizd 17a Enabled
Multicast
VD5L2 Enabled Ia Enabled
5% Enabled
Enabled
Nitro Mode
Auto sensing for single/bonded line configuration may be defayed when disabled,
Onee disabled, 2 reboat is required to re-snable Nitro Mods sensing,
Witro Made Sensing Enzble
Capability
Bitswap Enable
(O =ra Enable
Select DSL LED behavior
] Normal{TR-63 compliant)
O of
5.997.1 EOC xTU-R Serizl Mumber
® Equipment Serial Mumber
':::' Egquipment MAC Address
| Apphy/Save |
DSL Mode Data Transmission Rate - Mbps (Megabits per second)
G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps
G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps
T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps
ADSL2 Downstream: 12 Mbps Upstream: 1.0 Mbps
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DSL Mode Data Transmission Rate - Mbps (Megabits per second)

AnnexL Supports longer loops but with reduced transmission rates

ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps

AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps

VDSL2 Downstream: 100 Mbps Upstream: 60 Mbps

VDSL Profile Maximum Downstream Throughput- Mbps (Megabits per
second)

8a Downstream 50

8b Downstream 50

8c Downstream: 50

8d Downstream: 50

12a Downstream: 68

12b Downstream: 68

17a Downstream: 100

30a Downstream: 100 Mbps Upstream: 100 Mbps

35b Downstream: 300

Options Description

uso Band between 20 and 138 kHz for long loops to upstream

Nitro Mode Nitro is a proprietary ATM header compression technique

Sensing Enable

developed by Broadcom. It can provide throughput
improvement when applied.

Bitswap Enable

Enables adaptive handshaking functionality

SRA Enable Enables Seamless Rate Adaptation (SRA)

Select DSL LED Configure CPE to be complied with TR-68 ADSL requirements
behavior

G997.1 EOC Select Equipment Serial Number or Equipment MAC Address to
xTU-R Serial use router’s serial number or MAC address in ADSL EOC
Number messages
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6.7 DSL Bonding

This page displays the bonding status of the connected xDSL line.

A< &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Auto-Detection xD5L Bonding Capability Configuration
Security

Quality of Service
Routing

DNS

DSL

DSL Bonding

Current WAN xDSL Mode: Bonded
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6.8 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

Pesdak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Interface Grouping — A maximum 16 entries can be configured

Auto-Detection

- Interface Grouping supparts multiple port ging groups, Each group will perform as an independent
SEC].IrIt? netwiork, To suppart this faature, you mus ping groups with appropriztz LAN and WAN intzrfaces using
Quali[y of Service the Add button. The Remove bu ill remowe the grouping and add the ungrouped interfaces to the Defaul

- group. Only the default group has IP interface
Routing
DNS
DSL Group Mame | Remove | Edit | WAN Interface | LAN Interfaces | DHCP Vendor IDs | MAC Address
DSL Bonding . "
Interface Grouping
IP Tunnel | add || Remave |

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Interface grouping Configuration

Auto-Detection

Sec:urity This featurs allows you 1o sat ports or devices connected o either LAN or WLAN to uss a specific WAN interface,
N . This feature can be either 2 static or dynamic approzch, Using the Vendor [D or Any WAN, Any Service option is an
Quality of Service option for a dynamic configuration,
Routing Here are the steps to create an Interface Group feature:
DNS

Step 1.Enter the Group Name. Each group name mist be unigue when cresting multiple groups.

DSL
DSL Bonding

Step 2. Select WAN Interface that the group will asseciate to. Cick on the WAN interface from the Available WAN
Interfaces column, then move it to the Grouped WAN Interfares column, Use the Arrow button to move the

Interface Grouping interfaces betwean columns,

IP Tunnel Step 3. Choose from the 3 options that best suit your nesds: [a.] Grouped LAN interface, [b.] Vendar ID OR [c.]
Certificate MAC address for Any part, Any WAN,

Multicast [2.] The Grouped LAM interfaces option designates a part(s) to that specifisd WAN Intarfaces group. Chck

on tha LAN and WLAN interfaces you chooss to assodiate, Use the Arrow button to toggle the LAM/WLAN
interfaces to the other column,

[.] The Vendor I aption will automatically =dd LAM or WLAN clients port(s) or WLAN SSID to the
Grouped LAM Intarfaces based on the Vendor ID in the DHCP Discover from the connectad LAM chent. Add
tha DHCP Vendor ID string from the LAN Client. If you do not know the Vendor ID, gither you can check
= Wizndor 1D in the DHCP Discover packet,

with the manufacturer or tzke = packst capture to idsns

[2.] The MAC Address Match List for Any Port, Any WAMN option sutomaticzlly adds LAN or WLAN dients
port(=]) or WLAN 351D to the Grouped LAN Interfaces based on the MAC Address, Add the MAC address for
those devices that nesd to be associated o the specific WAN Interface. Using the MAC OUT {firsz 6
characters of the MAC address) is acceptable but you will nead o fill in the rest of the MAC address using
tha "e" as 2 wild card. For example, d8:b6:b7:21:87:6d will have 2 MAC OUT of d8:66:57. To usz the w
card you will enter d8:b&:bTocoan

Step 4. Click Apply/Save buman to make the changes effective immediately.

IMPORTANT: If a Vendor ID or MAC address is configured for a specific client device, please REBDOT
the dient device artached to the modem to allow it to request an IP address and associate the port to
the appropriate Group.

Group Name: |

Grouped WAN Interfaces Available WAN Interfaces

Grouped LAN Interfaces Available LAN Interfaces

Automatically Add Clients With
the following DHCP Vendor IDs

MAC Address Match List for Any
Port Any WAN
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Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, and ETH4.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default" and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_0_37, nas_0_38, and ETH1.
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6.9 IP Tunnel
6.9.1 IPv6inIPv4

Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured IPv4
links.

[ < P

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

IP Tunneling -- Gind Tunnel Canfiguration

Auto-Detection
Security I HName | WAN I LAN | Dynamic | IPv4 Mask Length | Grd Prefix | Border Relay Address | Remove |
Quality of Service
Routing
DNS
DSL
DSL Bonding
Interface Grouping
IP Tunnel

IPvGinIPv4

IPv4inIPve

Click the Add button to display the following.

A< O &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

IP Tunneling - 6in4 Tunnel Configuration

Auto-Detection

Semrity Currendy, only &rd configuration is supparted

Quality of Service Tunnel Hame

Routing Mechanism | BRD w |
DNS Associated WAN Interface | w |
DSL Associated LAM Interface LAMNGAD w

DSL BDI'IdiI'I'g ® Maneal O Automatic

Interface Grouping

IP Tunnel IPv4 \I«a‘sk Langth:
IPV6IinIPv4 :,:Il-dpra—; _;p-j_ L_e_ngth
IPv4inIPV6 presrREay IR Aneress

Certificate

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
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Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface
6rd Prefix with Prefix Prefix and prefix length used for the IPv6
Length interface
Border Relay IPv4 Address Input the IPv4 address of the other device
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6.9.2 IPv4inIPv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6-only environment.

B < x @ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

a IP Tunneling -- 4in& Tunnel Configuration
Auto-Detection o 9

Security [ Hame | wan | Lan | Dynamic | AFTR | Remove |
Quality of Service -
Routing [ add || Remoe |
DNS
DSL
DSL Bonding
Interface Grouping
IP Tunnel

IPvGinIPv4

IPv4inIPv6

Click the Add button to display the following.

SOMTREND
- u
| @ Q » '
\
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Auto-Detection IP Tunneling - 4in& Tunnel Configuration
Sec:urit',' Currendy, anly D5-Lite configuration is supported,
Quality of Service Tunnel Kame
Routing Mechanism [D5-Lite ~ |
DNS Associated WAN Interface | w |
DSL Associated LAM Intarface AN
DSL Bonding ® Manwal O Automatic
Interface Grouping AFTR:
IP Tunnel | Apphyisave |
IPv6inIPv4
IPv4inIPv6

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
Associated WAN Interface Select the WAN interface to be used by the
tunnel
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Associated LAN Interface Select the LAN interface to be included in the
tunnel
Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

AFTR Address of Address Family Translation Router

6.10 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.10.1 Local

SOMTREND

= @ 8 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Local Certificates

Auto-Detection
Security Mcimm 4 caraf
Quality of Service
Routing
DNS
D5L | Create Certificate Request | | Import Certificate |
DSL Bonding
Interface Grouping
IP Tunnel
Certificate
Local
Trusted CA

IName IIn Use | Subject |T',.rpe IAction I

CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to
provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Create new certificate request

Auto-Detection

= To generate & certificate signing request you reed to include Common Mame, Crganization Mame, State/Province
SECU-IIW . Name, and the 2-ktter Country Code for the certificate
Quality of Service
Rnuling Certificate Name:
DNS L:or -|lon .r-.=-|a
Organization Name:

e . Stzte/Provincs Name
DsL Bundlng Country/Region Name: IJS (United States) LY
Interface Grouping
IP Tunnel
Certificate | Apply |

Local

Trusted CA

The following table is provided for your reference.

Item Description
Certificate Name A user-defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two-letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

3 ¢

% &

°
il

Device Info Basic Setup  Advanced Setup Diagnostics Management
. Impaort certificate
Auto-Detection
Semrit',' Entar cartificats name, paste certificate contznt and private key,
Quality of Service u:ertﬁcatel—l
Routin Mame:
a [ BEGIN CERTIFICATE-----
DNS <insert certificate here>
psL |e=-=- EMD CERTIFICATE-----
DSL Bonding
Interface Grouping E&Ltli_:lcate
IP Tunnel .;:.,-:'“
Certificate
Local p
TrustedcA [ BEGIN RSA PRIVATE KEY-----
Multicast ¢insert private key here:
————— EMD RSA PRIVATE KEY-----

Cartificatd]

Private

Key:

P
[ 4paly |

Enter a certificate name and click the Apply button to import the certificate and its

private key.
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6.10.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

B e ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Auto-Detection Trusted CA (Certificate Authority) Certificates
Sec:urity r‘"‘;d"_‘l_ej l:r:;i;;;:ecr;::?;i;:; this page. CA cartificates are used by you to verify peers’ cestificates
Quality of Service
Routing
DNS
DSL [mport otz |
DSL Bonding
Interface Grouping
IP Tunnel
Certificate
Local
Trusted CA

| Name I Subject | Type | Action |

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

[ < O ¢

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Auto-Detection Import CA certificate
SBCl.Irit}' Enter cartificztz name and paste cenificata content,
Quality of Service E,eniicat91:|
Routin Mzme:
a [T EEGIN CERTIFICATE-----
DNS <insert certificate here’
psL. |- EMD CERTIFICATE-----
DSL Bonding
Interface Grouping .
Certificats)

IP Tunnel Public
Certificate Keys

Local

Trusted CA P
Multicast =

| Apply |

Enter a certificate name and click Apply to import the CA certificate.
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6.11 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default

values shown. Then click Apply/Save.

Device Info

Auto-Detection
Security

Quality of Service
Routing

DNS

DSL

DSL Bonding
Interface Grouping
IP Tunnel
Certificate
Multicast

Basic Setup  Advanced Setup Diagnostics

Multicast Precedence:

™ < & &

Management

Disable » | lower value, higher priority
Multicast Strict Grouping Enforcement: | Disable s

IGMP Configuration

Enter IGMP protocol configuration fields if you want modify default values shown below,
Default Varsion: 3

Query Interval 125

Query Response Intzrval 10

Last Member Query Interval 10

Robustness Value: 2

Maxirmum Multiczst ups 25

Maximum Multicast Deta Sources (for
IGMP3)
Mazimum Multicast Group Members
Fast Leave Enzble:
IGMP Group Exception List
Group Address Mask/Mask bits Remove
224.0.0.0 255.255.255.0
239,255.255,250 255,255.255,255 D
224.0.255.135 255,255.255,255 O
[ |
Remowe Checkad Entriss

MLD Configuration

Enter MLD protocol [IPvE Multicast) configuration figkds if vow want modify defauk valees shown below

Diefzuls Version:

Query Interval

Query Responss Interval
Last Member Query Intarval
Robustness Value

Maximum Multicast Groups:

Maximum Multicast Data
mibdv2 )}
Maximum Multicest Group Members

Sources (for

Fast L=ave Enzhblz:

MLD Group Exception List

Group Address Mask/Mashk bits Remowve
FFo1::0000 FFF:: 0000
FR02::0000 FFF:: 000D
P A= P P P T R AT (W]
| || | | [A==
Remave Chackad Entriss

Apphy/Save

Logout

Multicast Precedence: Select precedence of multicast packets.

Multicast Strict Grouping Enforcement: Enable/Disable multicast strict

grouping.
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Item Description
Default Version Define IGMP using version with video server.
Query Interval The query interval is the amount of time in

seconds between IGMP General Query messages
sent by the router (if the router is the querier on
this subnet). The default query interval is 125
seconds.

Query Response Interval The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query The last member query interval is the amount of
Interval time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also
the amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost
IGMP packets. The robustness variable should be
set to a value of 2 or greater. The default
robustness variable value is 2.

Maximum Multicast Setting the maximum number of Multicast groups.
Groups

Maximum Multicast Data Define the maximum multicast video stream
Sources (for IGMPv3) number.

Maximum Multicast Group Setting the maximum number of groups that ports
Members can accept.

Fast Leave Enable When you enable IGMP fast-leave processing, the
switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.
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IGMP Group Exception List / MLD Group Exception List

Item

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics

7.1 Diagnostics - Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.

SOMTREND
= =
- u
| @ Q D "
\
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Diagnostics LAN .
Eli1g et OAM Device
IIEITI ! Maodal MexusLink 3130
Uptime Status o Serial Number 0
Ping = - - T 01 ROLAZovbHOI TG 427
- T— LAN IPvd Address 19718611 Firmware Yersion V011-416CTU-C0L_ROLA2pvbHO4 25, 427
raceRou p—— Bootloader (CFE) [
LAN Subnet Mask | 255.255.255.0 o —— 1.0.38-116.8-14
LAN MAC Address {0:00: ¥0: 55:55:55 Up Time 3 mins:35 secs
DHCP 5& Enzlia
== 1T2 ; : System Log Show
32.168.1.2 -
DHEP IP Range 132.166.1.254

Click the Diagnostics Menu item on the left side of the screen to display the LAN
connection.

B¢ P ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. . Diagnostics
Diagnostics
The individual tests are listed below. If a test displays a fail st ciick "Rerun Dizgnost ts" at the bottom of this page
Ethernet OAM to mzke sure the fail stztus iz consizzent. IF the st continue: il click "Help” and follow the troubleshooting procedurss
U.ptIITIE tus Test the connection to your lecal network
P'“g ITEI your GE Connection: I PASS I Hs=z I
TraceRoute

110

Leading the Communication Trend



7.2 Ethernet OAM

The Ethernet OAM page provides settings to enable/disable 802.3ah,
802.1ag/Y1.731 OAM protocols.

OMTREND

Device Info

Diagnostics
Ethernet OAM
Uptime Status
Ping
TraceRoute

Basic Setup

s P Ak

Advanced Setup Diagnostics Management Logout

Ethernat Link OAM (802.3ah)

[ Enzhled

Ethernet Service DAM (302.1ag / ¥.1731)

[ Enzbled @ g02,12g O v.1731

| Apphy/Save |

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernat Link OAM (302.3ah]
Enahbled
WAMN Interfacs
AW ID (positive integer]
Auto Event
Varizble Retrigval
Link Events

Remote Loopbadk

(] Active Mode

Item

Description

WAN Interface

Select layer 2 WAN interface for outgoing OAM packets

OAM ID

OAM Identification number

Auto Event

Supports OAM auto event

Variable Retrieval

Supports OAM variable retrieval

Link Events

Supports OAM link events

Remote Loopback

Supports OAM remove loopback

Active mode

Supports OAM active mode
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To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full
configuration list.

Ethernet Service OAM (&02.1ag / ¥.1731)
Enzshled @ p02,12g O w1731

WAN Interface
MD Level
MO Kame:

14 IO

Local MEP IO

Local MEP VLAN ID [1-4094] (-1 mezns no VLAN tag]
[ ccM Transmission
Rermote MEP ID: [1-8191] {-1 means no Remate MEP)

Loopback and Linktrace Test

Target MALC: I:l [eug. 02:10:18:32:bb:cc)
Linktrace TTL: [1-258%5] (-1 means no max hop limic)

Loopback Result: HfA
Linktrace Result: N/A
Sand Loopback || Send Linktrace
| Apply/Save |
Item Description
WAN Interface Select from the list of WAN Interfaces to send OAM
packets
MD Level Maintenance Domain Level
MD Name Maintenance Domain name
MA ID Maintenance Association Identifier
Local MEP ID Local Maintenance association End Point Identifier
Local MEP VLAN ID VLAN IP used for Local Maintenance End point

Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)
continuously.
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Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet
Linktrace TTL Time to Live value for the loopback/linktrace packet

7.3 Uptime Status

This page shows System, DSL, ETH and Layer 3 uptime. If the DSL line, ETH or Layer
3 connection is down, the uptime will stop incrementing. If the service is restored,
the counter will reset and start from 0. A Bridge interface will follow the DSL or ETH

& ¢ a B

SOMTREND
- n
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

[l

. . Uptime 5tatus
Diagnostics .

This page shows System, DSL, ETH and Layer 3 uptime, If the DSL line, ETH or Layer 3 connection is dawn, the uptime will
Eth'_amEt OAM stop incrementing. If the service is restored, the counser will reset and start from 0. A Bridge interface will follow the DSL ar
Uptime Status ETH timer.
Ping The "ClearAll” buttan will restart the counters from 0 or show "Met Connected” if the interface is down.
TraceRoute

I System Up Timel 10 mins:5 ;Ec;l

D5L Group:

I DSL Up Tlmel Mot Conrected I

| Clearanl |

The "ClearAll" button will restart the counters from 0 or show "Not Connected" if the
interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic

test to send the ICMP request to the specified host.

Device Info

Diagnostics
Ethernet OAM
Uptime Status
Ping
TraceRoute

1 @ 1

Basic Setup

o
mill

Advanced Setup Diagnostics Management
Ping
Send ICMP ECHO_REQUEST packets to network hosts
Ping I Address [ Hostname | Fing |

1.1 (192.168.1.1): 55 datz bytes

1.1: seg=1 w
L1 seg=1w
L.1: seg=3 wi=64

--- 192.168.1.1 ping statistics —

4 packets ransmitted, 4 packets recaived, 096 packet loss

round-trip min/avg/max = 0,258/0.328/0.276 ms

L.1: seq=0 wi=64 time=0.258 ms
time=0.376 ms
time=10.336 ms
time=10.342 ms

Logout
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7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

1@ 1 &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. . T Route
Diagnostics e
Ethernet OAM Trace the route ip packets follow going to "host”,
UPtilTlE Status TraceRouts 1P Address [ Hostname: TraceRouts
Ping . e
traceroute to 192.168.1.1 {152.168.1.1), 30 hops max, 36 byte packets

TraceRoute 1 192.168.1.1 (192
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

o

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings

To save the current configuration to a file on your PC, click Backup Settings. You
will be prompted for backup file location. This file can later be used to recover
settings on the Update Settings screen, as described below.

™ <@ 1 & a2 bk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Settings - Backup

Settings

Bad:up Backup Broadband Router configurations. You may save your router configurations to 2 file on your PC,

Update

Restore Default [ Badkup Sestings
System Log

116

Leading the Communication Trend



8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Enter the file name (including folder path) in the Settings File Name box, or press
Browse... to search for the file, then click Update Settings to recover settings.

e

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
ings Tools - Update Settings
Bad:up Update Broadband Router settings, You may update your router sattings using your saved files,
Update Settings File Name: Browse...
Restore Default _—
| Updats Settings
System Log -

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

Boogdak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
il'lgS Tools -- Restore Default Settings
Bac:kup Restore Broadband Router settings to the factory defauls.
Update
Restore Default | Restore Default Sertings |
System Log

After Restore Default Settings is clicked, the following screen appears.

DS5L Router Restore

The DSL Router configuration has been restored to default settings and the router is rebooting,

Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary, reconfigure
your PC's IP address to match vour new configuration,

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE: This entry has the same effect as the Reset button. The NexusLink 3130
board hardware and the boot loader support the reset to default. If the
Reset button is continuously pressed for more than 10 seconds, the
current configuration data will be erased. If the Reset button is
continuously pressed for more than 60 seconds, the boot loader will erase
all configuration data saved in flash memory and enter bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

COMTREND
- -
- n
| @ a » '
\
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
= L
Settings System Log
System Log The System Log dialog allows you to view the System Log and configure the System Log options.
SNMP Agent Click "View System Log" ta view the System Log.
TR-069 Client Click "Configure System Log” to configure the System Log options,
Internet Time
Access Control | L —
e Wiew System Lr.( Configure System Log
Wake-on-LAN — 429

STEP 2: Select desired options and click Apply/Save.

1@ P ak

evice Info sic Setu vanc u iagnostics anagemen ou
D Inf Ba Set Ad ed Set D t M t L t
il'IgS System Log — Configuration
Syst If the log modz is enablad, the system will begin to log 2l the selected events. For the Log Level, all events sbove or
em Log zouz to the s=lected b= be logged, For , all logged events above or 2oual to the szlected leve
SNMP Agent :e{displa-.'ed. If the selected mode i ' events will be sent to the spacified IP address and UDP
TR-069 Cliant port of the remote sysleg senvar, If the selecied mode is Lozl or "Both,” events will bz recorded in the kocal memony,
Internet Time Select the desired values and dick "Apphy/Save’ o configure the system log options,
Access Control Log ® pizzbl= ) Enzble
Wake-on-LAN _
Update Software Leg Lavet Debugging  w
Display Level: Error w
Reboot i
Moda: Local W

| ApoiySave |

Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/Save.
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Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“"Emergency” down to this configured level will be recorded to the log
buffer on the WR-6895 SDRAM. When the log buffer is full, the newer
event will wrap up to the top of the log buffer and overwrite the old
event. By default, the log level is "Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB UT will
prompt the user to enter the Server IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log
Date/Time |Facility [Severity Message
Jan 1 00:00:12 |syslog  jemerg |BCR9E345 started: BusyBox w0.60.4 (2004.09, 14-05: 30+0000%
Jan 1 00:00:17 juser crit klogd: USE Link UP.
Jan 1 00:00:19|user crit klogd: ethd Link UP,
Refresh | Close |
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

Device Info

Settings

System Log
SNMP Agent
TR-069 Client
Internet Time
Access Control
Wake-on-LAN
Update Software
Reboot

[ < > P a

Basic Setup

Advanced Setup Diagnostics Management Logout
SNMP - Configuration
Simgle Metwork Managemant Protocal (SHNMP) slows = manasgement application to retrieve statistics and status from

tha SHMP agent in this device,
Select the desirad values and dick "Apply” o configure the SHMP options

SHMP Agent ® pizzble ) Enzble

Read Community:
Set Commiunity:
Sy=stem Mame:
Sy=temn Location:
Sy=termn Contact:

Trap Manzager [F:

punDiac

private

Comirend
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/Save to configure TR-069 client options.

SOMTREND
- n
. . . '
Begdak
mill
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SEttiﬂgS TR-069 client - Configuration
SYStEI'I] LOg ;)Ir;.-,-‘gr-1:-:-l?E:%jl::;E;;n?“:icjliggiisc? tEg -_-:-_.-,;scae.il.;t:-c.:.—-g_"=-c' Server (ACS) to perform sute-configuration,
SNMP Agent ) _
TR-069 Client Select the desired values and click "Apply/Save” to configure the TR-065 dlient options.
Internet Time [J Ensbie TR-059
Access Control OU-s=ria 4C () Serizlnumzer
Wake-on-LAN o © e
Update Software DHOP Option 43
Reboot
Inform Interval 300
ACE URL:
ACS Uszer Name admin
ACS Paszword —
WAN Interface used by TR-D63 disnt: |:| Loophack
Connection Request Authentication
Connection Request Ussr Name:
Connection Request Password _
Connection Request URL:
(O Enzble STUN Client
| Applyisave || Send Inform |

The table below is provided for ease of reference.

Item Description
Enable TR-069 Tick the checkbox M to enable.
OUI-serial The serial number used to identify the CPE when making

a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial
number.

Inform Disable/Enable TR-069 client on the CPE.
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DHCP Option 43

Enable/Disable using DHCP option 43 received from
WAN server to configure ACS URL.

Inform Interval

The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL

URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name

Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password

Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface used
by TR-069 client

Choose Any_WAN, LAN, Loopback or a configured
connection.

Connection Request

Authentication Tick the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

Enable STUN Client

STUN Server
Address

IP address of the STUN server.

STUN Server Port

Service port of the STUN server.

STUN Server User
Name

Account to link to the STUN server.
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STUN Server Password of said account to link to the STUN server.
Password

STUN Server Maximum period to wait for a packet to be received from
Maximum Keep the STUN server to keep the link alive.

Alive Period

STUN Server Minimum period to send a packet to the STUN server to
Minimum Keep Alive keep the link alive.

Period

The Send Inform button forces the CPE to establish an immediate connection to
the ACS.
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8.5 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox ™, choose your
preferred time server(s), select the correct time zone offset, and click Apply/Save.

Device Info

Settings

System Log
SNMP Agent
TR-069 Client
Internet Time
Access Control
Wake-on-LAN
Update Software
Reboot

¢ ¢ A

Basic Setup  Advanced Setup Diagnostics Management

Time settings

This page allows you to the medem's tme configuration.
Automatically synchronize with Internet time servers
First NTP tima servar: fime. nist.gov hd
Second MTP time server nipd_tummy com w

Third NTP time server MNone LY
Fourth NTP time szrver MNone hd
Fifth NTP time server. Mone hd

Logout

Tmezn:  [(GNT-08:00) Pacific Time, Tjuana

offsat

NOTE: Internet Time must be activated to use See 5.5 Parental Control.
The internet time feature will not operate when router is in bridged mode, since the

route would not be able to connect to the NTP timeserver.
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8.6 Access Control

8.6.1 Accounts

This screen is used to configure the user account access passwords for the device.
Access to the NexusLink 3130 is controlled through the following user accounts:

The root account has unrestricted access to view and change the
configuration of your Broadband router.

The support account is typically utilized by Carrier/ISP technicians for
maintenance and diagnostics.

The user account is typically utilized by End-Users to view configuration
settings and statistics, with limited ability to configure certain settings.

The apuser account is typically utilized by End-Users to view configuration
settings and statistics.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
. Access Control — Accounts/ Passwords
Settings By default, acoess to your Broadband router i controlled throwgh three user accounts: root,support.and user,
System Log The root account has unrestricted aocess w vie hange the con on of your Broadband router
SNMP Agent
Ag R The support accownt is typically utilized by Carrier/ISP technicians for maintznance and disgnostics
TR-069 Client
Internet Time 'h%_ scooun: i typica i utilized by End-Users to view configuration settings and statistics, with limited ability
I to configure cartain settings.
Access Contro
Ac T Us= the fields below to update passwords for the acoounts, add/remove accounts (max of 5 acoownss), Nobe
cou Pezzv
Services | |
(@) Select an account: L
[Pktddmss () Create an account:
Wake-on-LAN }
Update Software 0ld Pessword:
Reboot New Password:
Confirm Pazsword

Usz the fields below to enzble/disable accounts as well 25 adjust their specific privileges,

Feature root support user apuser
Agcount sccess gsth |[None || [None » | |[MNong « |
Add/Remove WAN Enabled O (]
Vireless - Basic Enabled
Wireless - Advanced | Enabled O
LAM Settings Enabled (]
Imerface Grouping Enabled [} O
NAT Settings Enabled O
Update Software Enabled O O
Security Enabled (]
Quality of Servica Enabled O (]
Management Setings | Enabled O (]
Advanced Setup Enabled O (]

Note: Passwords may be as long as 16 characters but must not contain a space.

Click Save/Apply to continue.
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8.6.2 Services

The Services option limits or opens the access services over the LAN or WAN. The
access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP and ICMP.
Enable a service by selecting its dropdown listbox. Click Apply/Save to activate.

3 < -

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Service Access Control Configuration

Settings

System Log Select each listbox and click sawa/apply to configure your Setting.

SNMP Agent Service | Current Newr Port

TR-069 C"_E“t wrre | e |[LAN w || [=a |

Internet Time

Access Control 55H = |[LAN Ml |
Accounts TENET | L=n |[LAN Al E |
?S:::S s | Dssble |[Disable  w||[sr |

ress

Wake-on-LAN wrres | 1= |[LAN w2 ]

Update Software FTP t=n  |[LAN e |

Reboot we | = |[LAN vl|= |

IcMp Lan LAN w |l

Access "CPU & Memory” from WAN side : () Al

To access “"CPU & Memory” from the WAN side, select the Allow radio button and
click the Apply/Save button.
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8.6.3 IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

1@ 0 ¢ 4k

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Settings Access Control — IP Address
System Log ot e o ool L. 1 o Aeeaas Cones s st e vl o vt TP adirsses
SNMP Agent for incoming packets. The services are the system applications listed in the Senvice Control List beside ICMP
TR-069 Client e contrel Mo @1
Internet Time wccess Lontrol Mocz: @) Digzble ) Enzble
Access Control

Accounts IP Address I Subnet Mask | Interface | Remove |

Services o

IP Address = ==

Click the Add button to display the following.

1 €@ 3 ¢ K

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Settings Access Control
System Log EE:t.,ea-:';- [f' zddress of the managemant station permitted to acoess the locs! management senvices, and click
SNMP Agent
TR-069 Client IP Address Subnet Mask Interface
Internet Time [
Access Control
Accounts | save/appty |
Services
IP Address

[none  w|

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address - IP address of the management station.
Subnet Mask - Subnet address for the management station.

Interface - Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.7 Wake-on-LAN

This tool allows you to wake up (power on) computers connected to the Broadband
Router LAN interface by sending special "magic packets".
The network interface card in the computer or device that is going to be woken up

must support Wake-on-LAN.
» '
il

. A7)

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
ings Wake-on-LAN
This tool allows you to wake up (power on) computers connected to the Broadband Router LAN interface by sendin
em Lt , 230 YU o s ! ¥ s
Syst oq specizl "magic packats",
SNMP Agent The network intzrface card in the computer or device that is going to be woken up must support Wake-on-LAN
TR-069 Client
Internet Time Enter the devicz MAC address in the format soenoenoonocar and then click "Wake Up!”
Access Control LAN Interfzcs (defult bed):
Wake-on-LAN
i R E—
Reboot
0 sznd vl magic packet to the Broadcast address,
| Wake Up! |

LAN Interface — Select the LAN interface to send the Wake-on-LAN packet.

MAC Address — Specify the MAC address of the device that is going to be woken up.

Click "Send WoL magic packet to the Broadcast address” if the WolL packets

should be sent to the broadcast address.

Click the Wake Up! button to send the magic packet out to the LAN interface.
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8.8 Update Software

This option allows for firmware upgrades from a locally stored file.

OMTREND

SOMTREND
- [
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings Tools — Update Software
System Log Step 1: Obtain an updated software image file from your ISP,
SNMP Agent wsz" button to locate the imags file,
TR-069 Client
LI s b rs MOTE: The wpdate process takes about 2 minutes to complete, and your Broadband Router will reboat
Access Control
Wake-on-LAN :on"igdrztion| Mo Change LY |
Update Software Software File Name: Browse...
Reboot | Updat= Software |

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Select the configuration from the drop-down menu.

Configuration options:

No change - upgrade software directly.

Erase current config - If the router has save_default configuration, this option will
erase the current configuration and restore to save_default configuration after

software upgrade.

Erase All - Router will be restored to factory default configuration after software

upgrade.

STEP 3: Enter the path and filename of the firmware image file in the Software
File Name field or click the Browse button to locate the image file.

STEP 4: Click the Update Software button once to upload and install the file.

NOTE: The update process will take about 2 minutes to complete.

will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.

The device
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8.9 Reboot

To save the current configuration and reboot the router, click Reboot.

[ < & &

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Settings Click the button below to reboot the router.
System Log

SNMP Agent

TR-069 Client

Internet Time

Access Control

Wake-on-LAN

Update Software

Reboot

NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.

Bodda

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

iI'IgS Broadband Router Reboot

System Log The Broadband Router is rebooting

SNMP Agent Clase the Broadhand Rowser Configuration window and wait for 2 minuses befare reopaning your web browser
TR-069 Client

Internet Time

Access Control

Wake-on-LAN

Update Software

Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your

screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Cancel

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router,
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STATEFUL PACKET INSPECTION

SOMTREND

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup - Security - IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Dest. IP Address i NA
Dest. Subnet Mask : NA
Dest. Port : NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. IP Address :172.16.13.4
Dest. Subnet Mask : 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy : Allow
Source IP Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask i NA
Dest. Port : NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name : In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. IP Address :192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
Bridge mode. After a Bridge mode connection is created, navigate to Advanced
Setup = Security > MAC Filtering in the WUI.

: Forwarded
: PPPoE

Example 1: Global Policy
Protocol Type

Dest. MAC Address

:00:12:34:56:78:90

Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from eth1l to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE
:00:12:34:56:78:90
:00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPoE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the NexusLink 3130, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin| Name Description

1 | BI_DA+ Bi-directional pair A +
2 | BI_DA- Bi-directional pair A -

3 |BI_DB+ Bi-directional pair B +
4 |[BI_DC+ | Bi-directional pair C +
5 |BIL_DC- Bi-directional pair C -

6 | BI_DB- Bi-directional pair B -

7 |BI_DD+ | Bi-directional pair D +
8 | BI_DD- Bi-directional pair D -
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Appendix C - Specifications

Hardware
- RJ-14 X1 for 35b VDSL single line 17a VDSL2 bonding ADSL2+ (Annex A) bonding
- RJ-45 X 1 for GELAN

- Reset button X 1
Power switch X 1

ADSL

- G.994

- G.992.1 (G.dmt) Annexes A
- G.992.2 (G.lite) Annexes A
- ANSI T1.413

- G.992.3 (ADSL2) Annexes A
- G.992.5 (ADSL2+) Annexes A

VDSL

- G.993.2(VDSL2) 35b, 30a, 17a, 12a, 12b, 8a, 8b, 8¢, 8d
- G.993.5 (G.vector)

- G.998.4 (G.INP)

- SRA (Seamless Rate Adaptation)
- UPBO (Upstream Power Back-off)

Ethernet
IEEE 802.3, IEEE 802.3u IEEE 802.3ab

10/100 /1000 BASE-T, auto-sense
Support MDI/MDX

Networking Protocols

- RFC 2364 (PPPoA), RFC 2684 (RFC 1483) Bridge/Router, RFC 2516 (PPPoE); RFC
1577 (IPoA)

- PPPOE Pass-Through, Multiple PPPOE Sessions on Single WAN Interface

- PPPOE Filtering of Non-PPPoE Packets Between WAN and LAN

- Transparent Bridging Between all LAN and WAN Interfaces

- 802.1p/802.1g VLAN, DSCP

- IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

- Static route, RIP v1/v2, ARP, RARP, SNTP

- DHCP Server/Client/Relay, DNS Proxy/ Relay, Dynamic DNS, UPnP, DLNA
- IPv6 Dual Stack, IPV6 Rapid Deployment (6RD)
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Management
TR-069/TR-098/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based

Management, Configuration Backup and Restoration
Software Upgrade via HTTP, TFTP Server, or FTP Server

Firewall/Filtering

- Stateful Packet Inspection Firewall

- Stateless Packet Filter

- URI/URL Filtering

- Denial of Service (DOS): ARP Attacks, Ping Attacks, Ping of Death, LAND, SYNC,
Smurf, Unreachable, Teardrop

- Port Scan Detection and Protection
- TCP/IP/Port/Interface Filtering

NAT/PAT

- Support One to One, Many to One, Many to Many (Overload), Many to Many (No
Overload) NAT

- NAT Loopback

- Port Triggering

- Port Forwarding (Virtual Server)

- Symmetric port-overloading NAT, Full-Cone NAT

- DMZ host
- VPN Pass Through (PPTP, L2TP, IPSec)

Power Supply
- External power adapter: 12VDC/ 1.5A

Environment

- Operating Temperature: 0°C ~40°C (32°F ~104°F)
- Operating Humidity: 10%~90% non-condensing

- Storage Temperature: -25°C ~65°C (-23°F ~149°F)

- Storage Humidity: 5%~90% non-condensing

Dimensions
=171 x 122 x 38mm (WxDxH)

Weight
- 0.6 kg

NOTE: Specifications are subject to change without notice.

138

Leading the Communication Trend



SOMTREND

Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control - Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -| support |WAN IP address|

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh -l support WAN IP address|

NOTE: The |WAN IP address| can be found on the Device Info > WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with a USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board

print server checkbox M and input Printer name & Make and model. Click
the Apply/Save button.

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.

™ <@ i & a k

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup Print Server settings
NAT This page allows you to enable [ disable printar support
LAN I I'-'Ianufacturerl Product I Serial Numberl
Router Limits
Parental Control Enzble on-board print server,
Home Networking

Print Server Mzke and maodsl

DLNA
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STEP 2: Click the Windows start @ button. & Then select Control Panel.

‘ Wireshark

- i
— VLC media player

Test
,\&)Q Sipping Tool Documents

Pictures
Tera Term Pro

‘U Google Chrome
Command Prompt

Control Panel
E‘] TeamViewer 6

Devices and Printers

Music

Computer

FV_E Microsoft Office Excel 2007

Default Programs

@’ Mozilla Firefox
Help and Support

(-4 easyMule

V2= Microsoft Office Word 2007
\ BitComet

f Araxis Merge

2 / Paint

| N[ Programs

. | |
Shut down | »

Search pn
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STEP 3: Select Devices and Printers.

D bt

,"’b Backup and Restore

é‘ Default Programs

[ Display

__|' Getting Started

€ Intemet Options

J Mouse

W Performance Information and Tools
{1 Programs and Features

Q; RemoteApp and Desktop Connections
& System

B Windows CardSpace

W Action Center

q Color Management
&l Deskiop Gadgets

@ Ease of Access Center
i% HomeGroup

&/ Java (32-bit)

fj‘ Network and Sharing Center

& personalization

B Realtek HD Audio Manager
& Sound

,lTaskbarand Start Menu

&1 Windows Defender

% Administrative Tools
& Credential Manager
ﬁ,’ Device Manager

FF Folder Options

£ Indexing Options

< Keyboard

L Notification Area Icons
£ Phone and Modem
ik Recovery

U Speech Recagnition
W Troublashooting

ﬂ Windaows Firewall

1) AutoPlay

7/ Date and Time

iy Devices and Printers

i Fonts

Intel(R) Graphics and Media
{3 Location and Qther Sensors
j&, Parental Controls

B Power Options

9 Region and Language

'('l) Sync Center

8 User Accounts

&7 Windows Update

STEP 4: Select Add a printer.

| » Control Panel » All Control Panel Items » Devices and Printers

Add a device

I Add a printer I

4 Devices (4)

"l

BenQ T2200HDA TEST-PC USB Multimedia  USB Optical
Keyboard Mouse
4 Printers and Faxes (2)
Fax Microsoft XPS
Document Writer
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STEP 5: Select Add a network, wireless or Bluetooth printer.

¢ Y

Il What type of printer do you want to install?

< Add alocal printer

Use this option only if you don't have a USB printer. (Windows automatically installs USB
printers when you plug them in.)

2 Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or
wireless printer is turned on.

Next Cancel

STEP 6: Click the Stop button. > Select The printer that I want isn’t listed.

@ = Add Printer

=X

Searching for available printers...

Printer Name Address

Stop

< The printer that I want isn't listed

MNext Cancel
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STEP 7: Choose Select a shared printer by name. Then input the printer link
and click Next.

http://LAN IP:631/printers/the name of the printer

NOTE: The printer name must be the same name inputted in the WEB UI “printer
server settings” as in step 1.

Find a printer by name or TCP/IP address

Browse for a printer 1

Q@ Select a shared printer by name

http://192.168.1.1:631/printers/321123 Browse... \ I

Example: \\computername\printername or |
http://computername/printers/printername/.printer

Add a printer using a TCP/IP address or hostname

Next | Cancel

L

STEP 8: Select the manufacturer - and model of your printer - then, click OK.

] Selectthe manufacturer and model of your printer. if your printer came with an
i installation disk, click Have Disk. If your printer is not listed, consult your printer
documentation for a compatible printer.

Manufacturer a Printers -
Generic |?| p HP Deskjet D1500 series |;|
Gestetner — o HP Deskjet D2300 series TN

1 [/ HP Deskjet D2400 series | 2

infotec s HP Deskjet D2500 series
KONICAMINOLTA ~ | || g/HP Deskjet D2600 series v
This driver is digitally signed. l Have Disk ]
Tell me why driver signing is important
3 OK [ Cancel ]
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STEP 9: The printer has been successfully installed. Click the Next button.

You've successfully added 321123 on http://192.168.1.1:631

Printer name: 321123 on http://192.168.1.1:631

This printer has been installed with the HP Deskjet D2400 series driver.

[ MNext H Cancel

STEP 10: Click Finish (or print a test page if required).

You've successfully added 321123 on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshooting information for the
printer, print a test page.

Print a test page

Cancel
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STEP 11: Go to » Control Panel > All Control Panel Items - Devices and
Printers to confirm that the printer has been configured.

’("-\ - = » Control Panel » All Control Panel Items » Devices and Printers
e

Add a device Add a printer

4 Devices (4)

T
!
|

BenQ T_22_OOHDA TEST-PC USB Multimedia USB Optical
Keyboard Mouse

4 Printers and Faxes (3)

Fax Microsoft XPS 321123 on
Document Writer § http://192.168.1.1
631
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPoA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces.

F1.1 ATM Interfaces

Follow these procedures to configure an ATM interface.

NOTE: The NexusLink 3130 supports up to 16 ATM interfaces.

%)

STEP 1: Go to Basic Setup " *"" > WAN Setup - Select ATM Interface from
the drop-down menu.

.ﬂ?@uk

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Salect new interfzes to 233 ATM Interface o || Add |I
LAN DSL ATM Interface Configuration
Router Limits
. - L Peak Cell Sustainable Cell Max Burst Link | Conn | IP
Parental Control Interface | Vpi | o Latency ey Rate(cells/s) Rate{cells/s) | Size(bytes) | Type | Mode | QoS i |

Home Networking

DSL PTM Interface Configuration

| 1nterface | DS Latency | BTM priority | Conn Mode | 1P Qos | Remove |

ETH WAN Interface Configuration

I Interface,[Name) I Connection Maode I Remave |

This table is provided here for ease of reference.
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Heading Description
Interface WAN interface name
VPI ATM VPI (0-255)

VCI ATM VCI (32-65535)
DSL Latency {Path0} - portID =0
Category ATM service category

Peak Cell Rate

Maximum allowed traffic rate for the ATM PCR service connection

Sustainable Cell
Rate

The average allowable, long-term cell transfer rate on the VBR
service connection

Max Burst Size

The maximum allowable burst size of cells that can be
transmitted continuously on the VBR service connection

Link Type Choose EoA (for PPPoE, IPoE, and Bridge), PPPoA, or IPOA.
Connection Default Mode - Single service over one connection

Mode Vlan Mux Mode - Multiple Vlan service over one connection
IP QoS Quality of Service (QoS) status

Remove Select items for removal

STEP 2: Click Add to proceed to the next screen.

NOTE:

To add WAN connections to one interface type, you must delete existing

connections from the other interface type using the remove button.

ATH PVC Configuration

OMTREND

This screen alows you to configure 2 ATH PVC
VI [32-65535
Select DEL Link Type [EoA is for PPPoE, IPoE, and Bridge
® Eon
J PPRoA
Encapsulation Mode [LLC/SNAP-BRIDGING w |
Service Categon [UBR Without PCR v |

| Badk || ApphySave |
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There are many settings here including: VPI/VCI, DSL Link Type, Encapsulation
Mode, Service Category and Queue Weight.
Here are the available encapsulations for each xDSL Link Type:

€ EOA- LLC/SNAP-BRIDGING, VC/MUX

€ PPPoA- VC/MUX, LLC/ENCAPSULATION
¢ IPoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

Salect new interfane m add: |HT|'I.-"| Interface w || add |

DSL ATM Interface Configuration

Sustainable q
DSL Peak Cell Max Burst || Link
Category Cell - Conn Mode | IP QoS | Remove
Latency Rate(cells/s) Rata(cells/s) Size(bytes) | Type

Interface | Vpi | Vo

atmi a |35 Fathi UER EoA | ViankuxMede | Support |R5'nn-.E

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.2 PTM Interfaces

Follow these procedures to configure a PTM interface.

NOTE: The NexusLink 3130 supports up to four PTM interfaces.

N a\_

STEP 1: Go to Basic Setup ™™ > WAN Setup > Select PTM Interface from
the drop-down menu.

- =
SOMTREND
]
. -- @ @ . k
@’ mifl
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

WAN Setup Step 1: Layer 2 Interface

NAT Select naw interfzcs to 244 PTM Interface w || add |I

LAN L. DSL ATHM Interface Configuration
Router Limits
Parental Control . .| DsL Paak Cell Sustainable Call Max Burst Link | Conn | IP
Interface | Vpi | Vci Latency DT Rate(cells/s) Rate(cells/s) Size{bytes) Type | Mode | QoS s

Home Networking

DSL PTH Interface Configuration

| 1nterface | DSL Latency | BTM Priority | Conn Mode | 1P Qo | Remove |

ETH WAN Interface Configuration

I Interface/(Mame) | Connection Mode | Remave I

This table is provided here for ease of reference.

Heading Description

Interface WAN interface name.

DSL Latency {Path0} > portID =0

PTM Priority Normal or High Priority (Preemption).

Connection Mode Default Mode - Single service over one interface.
Vlan Mux Mode - Multiple Vlan services over one interface.

IP QoS Quality of Service (QoS) status.
Remove Select interfaces to remove.
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STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

PTM Configuration

edl Fair Queuing

This screen allows you to configure 2 PTM flow.
Select Scheduler for Queues of Equal Precedencs as the
i ed Round Robin

= Diefauk Quews

[1-53]

Default Guaus Precadence:

Default Qusue Minimum Rate

Defauls Qusue Shaping Rate:

Defauls Quswe Shaping Burst Size:

| Back || Aoohy/Save |

[1-8] {lower value, higher priorizy)

[1-0 Kbgs] {-1 indicates ro shaping)
[1-0 Kbgs] {-1 indicates ro shaping)
[Eytes] {shall be ==1&00]

Default PTM interface Quality of Service can be configured here, including Scheduler,

Queue Weight and Rate Limit.

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the PTM interface is added to the list.

For example, a PTM interface in Default Mode is shown below.

DSL PTM Interface Configuration

Interface | DSL Latency | PTM Priority

Conn Mode | IP QoS

Remowe

ptmd Pathi Mormal&High

ViankuxMooe | Support

| Remove |

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.3 Ethernet WAN Interface

The NexusLink 3130 supports a single Ethernet WAN interface over the ETH WAN
port. Follow these procedures to configure an Ethernet interface.

STEP 1: Go to Basic Setup " *™ > WAN Setup - Select ETHERNET Interface
from the drop-down menu.

™ <@ x & ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Select new interfacs to 5:::| ETHERMET Interface w |£| I
LAN L DSL ATH Interface Configuration
Router Limits
Parental Control Interfaca | Wpi | Vi aDSI-II_ T Pea:;::lls Sustaincaehlse Eell l;1zax Burst Linl; Conr; ICI:' Remaove
Home Netwnrking | Latency Rate(cells/s) Rate(cells/s) | Size{bytes) Typ Mod QoS
DSL PTHM Interface Configuration
| mnterface | DL Latency | #TM Briority | Conn Mode | 1 Qos [ Remove |
ETH WAN Interface Configuration
| I Interface/(Name) | Connection Mode | Remave Il
STEP 2: Click Add to proceed to the next screen.
This table is provided here for ease of reference.
Item Description
Interface/ (Name) WAN interface name.
Connection Mode Default Mode - Single service over one interface.

Vlan Mux Mode - Multiple Vlan services over one interface.

Remove Select interfaces to remove.

STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAN Configuration
This screen allows you to configure a ETH port .

Select a ETH port

i)

| Back || Apphysave |
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On the next screen, check that the ETHERNET interface is added to the list.

ETH WAHN Interface Configuration

Interface/(MName) | Connection Mode Remove

ethO/ETHWAN VianMuxMooe Remowve

To add a WAN connection go to Section F2 ~ WAN Connections.
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F2 ~ WAN Connections

The NexusLink 3130 supports one WAN connection for each interface, up to a
maximum of 16 connections.

To setup a WAN connection follow these instructions.

STEP 1: Go to Basic Setup ™ *™" > WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup

Igmp | Tomp | \r | Eiawall | pve | MM |||

Interface | Description | Type | Vian8021p | VlanMuxId | VlanTpid o || Porae i ||

Add Remove

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Calect & layer 2 interface for this sarvice

Mote: For ATM interfzoe, the descriptor string is {portld_vpi_wdi)
For PTM interface, the descriptor string is (pordd_high_low)
Where portld=0 --= DEL Latency PATHO
portld=1 —= DSL Latency PATHL

portld=4 --= D5L Latency PATHOE1

ow =0 --= Low PTM Pricrity mot set
low =1 -- Low FTM Priority set

high =0 --= High PTM Pricrity nok set
high =1 --> High PTM Priority set

[atm0/{0_0_35) v |

| Back Mext |

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration

@ ppp over Etharnet (PRDSE)
() 1P over Ethernet {DHCP! Stetic IP)

) Bri chiging

Enter Service Description: | poooe 0 035

service, enter valid 302.1P Pricrity and 802.10 VLAN ID.
zrvice, 52t -1 to both 802.1P Priority and 802,10 WLAN ID

Enter -

02.1P Priority [0-7]:
Enter 802.1G WLAN ID [0-2094]: R

Select VLAN TRID Selecta TRID w

Internet Protocol Selection:

[IPv4 Only v

|

| Back || Met |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1P Priority [0-7]:
Enter 802,10 VLAN ID [0-2094]: -

Select WLAN TPID Selecta TRID w

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5: You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For F2.1 PPP over ETHERNET (PPPoE) - IPv4
(2) For F2.2 IP over ETHERNET (IPoE) - IPv4
(3) For F2.3 Bridging — IPv4

(4) For F2.4 PPP over ATM (PPPoA) - IPv4

(5) For F2.5 IP over ATM (IPoA) - IPv4

(6) For F2.6 PPP over ETHERNET (PPPoE) - IPv6
(7) For F2.7 IP over ETHERNET (IPoE) - IPv6
(8) Bridging — IPv6 (Not Supported)

(9) For F2.8 PPP over ATM (PPPoA) - IPv6

(10) IPoA - IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoOE) - IPv4

STEP 1: Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN service type

® ppp over Ethemmet (PPROE)

() IP over Ethernet {DHCP! Static IF)

.} Bridging

Enter Service Description: | ppooa 0035

For tagged service, enter walid 802.1P Pricrity and 8021 VLAN ID.
For untagged service, 522 -1 to both 802.1P Priority and 802,10 VLAM ID

Enter 802.1P Priority [0-7]:

-1
Enter 802,10 VLAY ID [0-2094]: -1
Select VLAN TRID Selecta TRID w
Internet Protocol Sehection:
[1IPv4 Only w
| Back | | Mext |

*

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

Select a TPID if VLAN tag Q-in-Q is used.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password
PPP ususlly requires that you have a wser name and password to estabish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you.
FPP Uszrnams:
PPP Password
PPPoE Service Name:
Authentication Method: | AUTO v

[ Enzble Fullcons MAT

[ Digl on demand (with idle timeout timer)

(] PPPIP extension

Enable MAT

(] Enzble Firewz

[ Us= Static IPvd Address

Fied MTL

MTU:| 1492

[0 Enzblz PPP Debug Mode

[ Bridge PPPoE Frames Between WAN and Local Ports

IGMP Multicast Proxy

(] Enzble IGMP Multicast Prowey

|:| Enable IGMIE Multicast Source

WAN interface with base MAC.

Motice: Only one WAM interface can be doned to base MAC sddress,
D Enzble WAN intarface with base MAC

[ Back || e |

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The NexusLink 3130 can be configured to disconnect if there is no activity for a
period of time by selecting the Dial on demand checkbox M. You must also enter
an inactivity timeout period in the range of 1 to 4320 minutes.

PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

e Allows only one PC on the LAN.

e Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

¢ The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, itis
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.
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FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoOE.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The NexusLink 3130 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway
Selected Default Gateway Ayailable Routed WAN
Interfaces Interfaces
ppp0.1
<
| Back | Next |

Click Next to continue or click Back to return to the previous step.

159

Leading the Communication Trend



STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

DNS Server Configuration

Select DS Server Intarfacs from aveilable WAN interfaces OR enter static DNS server [P
addreszas for the system. In ATM mode, if only a single PVC with IPod or static IPoE protocol i
configured, Szatic ONS server IP addresses must be entered

DNS Server Interfaces can have multiple WAN interfaces served 25 system dns servers but only
one will be used according to the pricrity with the first being the higest and the last one
lowest priority if the WAN interface is connected, Priority order can be changed by removing all
and adding them back in again.

@ Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

ppp0.1

) Use the following Static DNS IP address:
Primary DNS server | |

Secondary DS server | |

E

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings below match the settings provided by your ISP,

Connection Type: FERoE

MAT: Enziled
Full Cone MAT: Disabled
Firewall: Disabled
IGMP Multicast Proxy: Disazied
IGMP Multicast Source Enabled: | Dizz5led
MLD Multicast Proxy: Disallad
MLD Multicast Source Enabled: | Dizz-lzd
Quality Of Service: Disablad

Click "Apply/Save” m have this interface to be effective. Click "Back” to make amy modfications.

| Back || ApplySave |

After clicking Apply/Save the new service should appear on the main screen.
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F2.2 IP over ETHERNET (IPoE) - IPv4

STEP 1:

*Select the IP over Ethernet radio button and click Next.

WAN Service Configuration

Selzct WAN service tyoe
) PPP over Etharnat (PPRoE)
® 1P pver Ethernet {DHCP! Static IP)

L} Bridging

Enter Service Description: | igoe_0_0 35

For tagged service, enter valid 802, 1P Priority and 802,10 WLAN ID,

For unzagged sarvice, sat -1 to both 802.1P Priority and 802,10 VLAN ID
Enter 802.1P Priority [0-7]:

Entzr 802,10 VLAN ID [0-2094]:

Select VLAN TRID

Internet Protocol Selection:

[1Pv4 Only

v

| Back

Next |

-1

-1

Select a TRID »

k3

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

Select a TPID if VLAN tag Q-in-Q is used.
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IP address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to you by your ISP to configuns the WAN TP ssttings
Motice: If "Obtain an IP address automatically” is chosen, DHCP will b enabled for PVC in
IPoE mode

If "Use the follywing Static IP address" is chosen, erter the WAN IP address, subnet mask
and interface gataway

@ Obtzin 2n 1P address sutomaticzlly

Option 12 Hostrame: MesausLink_3130
Opton 60 Vendor ID
Option 61 IAID (8 hexadzcimal digits)
Option 61 DUID (hexadecimal digit)
Option 77 User ID

Option 125 ®) Dizzhlz ) Enzble

Option 50 Reguest IP Address
Option 51 Reguest Lezsed Time:

[=]

Option 54 Reguest Server Address

) sz the fd owing Static IP address:

WAMN Subnet Mask

WAM Gateway IP Address

| Back || Mt |

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

MNetwork Address Translation Settings

IGMP Multicast

WAN interface with base MAC.

Motice: Only ene WAN interface can be cloned o base MAC address,

Er=hle WAK intorfars W I T— r
I_I CENaolez #¥Rds [=ETdlE WiIlh 2asE Ak

| Back || Mest |

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

STEP 4: Choose an interface to be the default gateway.

Routing -- Default Gateway
st can have multiple WAN interfaces served as system
e will be u rding to th first
ne the lo ity iF ¢
hange ck in
Selected Default Gateway Ayailable Routed WAN
Interfaces Interfaces
atm0.1
<]
| Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DMS Server Configuration

Select DMS Server Interfacs from aveilable WAN interfaces OR. enter static DNS
r IP addresses for the system, In ATM made, i only a single PYC with IPoA
c IPoE protocol is configured, Static DNS server IP addresses must be
=1an== N

DMS Server Interfaces can have multiple WAN intefaces served 25 system
dns sarvers but only one will be wsed according to the priority with the first
being the higest and the lz=t one the lowest priority & the WAN interfzce =
connected. Priority order can be changed by removing all and adding them back
in again

SEr

@ Salect DNS Server Interface from available WAMN interfaces:
Selected DNS Server

oo Avaiatle WAN Intzrfaces
Interfaces !

atm0.1

) use the following Static DMS IP address:
Primary DMNS sarver | |

tecondary DNS server | |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the sattings provided by your ISP,

Connection Type: IPoE

MAT: Enziled
Full Cone NAT: Disabled
Firewall: Disabled
IGMP Multicast Proxy: Diszzied
IGMP Multicast Source Enabled: | Disz-ed
MLD Multicast Prasxy: Disabdad
MLD Multicast Source Enabled: | Dizztled
Quality Of Service: Dizabled

Click "Apphy/Save” to have this interface to be effective, Click "Back™ to make any
madifications

| Back || Apphy/save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.3 Bridging — IPv4

STEP 1: *Select the Bridging radio button and click Next.

WAN Service Configuration

Select WAN service type

() PPP over Ethernet (PRROE)

i) 1P over Ethernet {DHCP Static IF)

':i' Bridiging

For tagged service

For untagged service, s=2-1t

Eniter 802.1P Priority [0-7]: -1

Enter £02,1¢ VLAN ID [0-4094]: 1

s ]

=
=
1

=
=
(=)

Selact VLA

| Back || Mest |

Select a TRID »

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.

*

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

Select a TPID if VLAN tag Q-in-Q is used.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.

WAN Setup - Summary

Make sure that the sattings below match the settings provided by your ISP,

Connection Type: Bridge

MNAT: KA

Full Cone MAT: Dizalled
Firewsall: Disalhed
IGMP Multicast Proxy: Mot Applicable

IGMP Multicast Source Enabled: | Diszz=d

MLD Multicast Proxy:
MLD Multicast Source Enablad:
Quality Of Service:

dick "Apply/Save” o have this interfacs to be effective. Cick "Back” to make ary modfications.
| Back || ApplySave |

After clicking Apply/Save, the new service should appear on the main screen.

NOTE: If this bridge connection is your only WAN service, the NexusLink 3130
will be inaccessible for remote management or technical support from the
WAN.

169

Leading the Communication Trend



F2.4 PPP over ATM (PPPoA) - IPv4

WAN Service Configuration

Enter Service Description | pepoa_D0_D 35

Internet Protocol Selection:

[IPv4 Only v |

| Back || Nesct |

STEP 1: Click Next to continue.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

Fced MTU

PPP Username and Password

PPP usually reguires that you have @ user name and password to establish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you.
Authentication Method: | ALITO hl

[Tl Enzble Fullcone HAT

[ Dial on demand (with idle timeout timer)

(1 PPPIP extension

Enablz MAT

[(] Enzble Firewa

[]  Us= Static IPvd Address

MTU:| 1500

(] Enzhblz 16K

Notice: Onhy ome W

':' Enzbz WAN

P T i)

[l Enzblz PPP Debug Mods

IGMP Multicast Proxy

e T i)

[ Enzble IGMP Multicast Prowy

Multicast Source

WAN interface with base MAC.

AM interface can be doned to base MAC address,

nterface with base MALC

| Back || Mext |

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

ENABLE FULLCONE NAT
This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same

external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The NexusLink 3130 can be configured to disconnect if there is no activity for a
period of time by selecting the Dial on demand checkbox M. You must also enter

an inactivity timeout period in the range of 1 to 4320 minutes.
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PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

e Allows only one PC on the LAN.

e Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

e The public IP address assignhed by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, itis
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in Section 3.2.

Fixed MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPOA.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.
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ENABLE IGMP MULTICAST SOURCE

Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this

WAN interface.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway
efault gateway interface list can have mukiple WAN interfaces served as system defeult
gatzways but onlby one will be wsed according to the priority with the first being the higest and
the last one the lowest pricrity if the WAN interface is connected, Priosity order can be changed
by remaowing all and adding them back in again
Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal
-
[ Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC with IPoA
or static IPoE protocol is configured, Static DNS server IP addresses must be

entered.

DNS Server Configuration

Select DNS Server Interfacs from availzble WAN interfaces OF. enter static DNS server [P
addre=zas for the system. In ATM mode, if only 2 single PVC with IPod or static IPoE protocol is
configurad, Static DNS server IP addresses must be entsred
DNS Server Interfaces can have multipls WAN interfaces s=
only one will be wsed according to the priority with the fir
lowest priorizy if the WAN mterface is connected, Priority order can be ch
and adding them back in again,

stem dns servers but
and the kast one the
ged by removing all

® salact DNS Server Interface from available WAN interfaces:
Selectad DMNS Server Interfaces Availabla WAN Interfaces

pppoad

) Use the following Static DNS IP address:
Primary DMNS server | |

Secondary DNS sarver | |

Back I Mt

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they are correct,
or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERas

MAT: Enabled
Full Cone MAT: Disatled
Firewsall: Dizatled
I[GMP Multicast Praxy: Disalbled
I[GMP Multicast Source Enabled: | Dizz=l=d
MLD Multicast Proy: Disabled
MLD Multicast Source Enabled: | Diszzl=d
Quality Of Service: Dizatled

Click "Apply/Save” to have this interface to be effective, Click "Back™ to make zny modificagions,

[[B=ck — |

== | 'ﬁ'F'F'Il 3

After clicking Apply/Save the new service should appear on the main screen.
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F2.5 IP over ATM (IPoA) - IPv4

WAN Service Configuration

Enter Service Description: |ipoa_0_0_35 |

| Back || Maxt |

STEP 1: Click Next to continue.

STEP 2: Enter the WAN IP settings provided by your ISP. Click Next to continue.

WAN IP Settings
Enter information provided to you by your ISP to configure the WAN IP sattings
WAM TP Address: 0.0.0.0 |
WAN Subnet Mask 0.0.0.0 |
[ Back || e |

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Metwork Address Translation Settings

vork Address Translation (NAT) allows you to share one Wide Arsa Network
N} IP address for multiple computers on your Local Arsz Metwerk [LAN).

Nets

LV

Enable MAT

(]  Enzble Fullcone MAT

IGMP Multicast
(] Enable IGMP Multicast Prowey

[] Enzblz IGMP Multicast Source

WAN interface with base MAC,
Motice: Onby one WAN interface can be coned to base MAC address,

(] Enzbiz WaN intarface with base MAC

| Back || Mext |
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ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

WAN interfaces served as

Default gateway interface list can have multip!

used according to the

system default gateways but only one will be

priority with the first being the higest and the last one the lowest priority
if the WAN interface is connected. Pricrity order can be changed by
removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

ipoal d =

f B
i Ll

Click Next to continue or click Back to return to the previous step.
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NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

-

-
Message from webpage ﬁ

. You have to choose a WAN interface as a DNS server OR enter static
_J; DMNS IP addresses

STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP

addre

sses must be entered.

DNS Server Configuration

Select DME Server Interfacs from zvailable WAN interfaces OF. enter static DNS server
IP 2ddressas for the system. In ATM mode, if only 2 single PVC with IPoA or static
IPoE protocol is configured, Static DNS server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces served 2= system dns
servers but only one will be used acoarding wa the priority with the first being the
higest and the la=t one the lowest pricrity iF the WAN intarface is connected, Pricrity
order can be changed by removing all and adding them back in agsin.

) Select DNS Server Interface from available WAN interfaces:
Selected DMS Server Interfaces Available WAN Interfaces

- |

® Use the following Static DNS IP address:
Primary DNS sarver | |

Secondary DNS sarver | |

[ Back | mMext |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: [PoA

MAT: Enabled
Full Cone NAT: Disabled
Firewall: Dizabled
IGMP Multicast Praxy: Disabdad
IGMP Multicast Source Enablad: | Dizzxlzd
MLD Multicast Proxcy: Disabdad
MLD Multicast Source Enabled: | Dizzzled
Quality Of Service: Dizabled

Click "Apphy/Save” to have this interface to be effective, Click "Back™ to make any
madifications

| Back || Apphy/save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.6 PPP over ETHERNET (PPPoOE) — IPv6

STEP 1: *Select the PPP over Ethernet radio button. Then select IPv6 only from
the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Selzct WAN sarvice type

® ppp over Etharnes (PPRoE)

() 1P over Ethernet {DHCP! Static IP)
9] Bridiging

Entar Service Description: | poooe_ 0035

For tagged service, enter valid 802.1P Priority and 802,10 VLAN ID.
For untagged sarvice, s=t -1 to both 802, 1P Priority and 802,16 WLAN ID

Enter 802.1P Priority [0-7]:

-1
Enter 802,10 WLAN ID [0-2094]: -1
Select VLAN TPID Select a TRID w
Internet Protocol Selection:
[ IPvE Only ~

| Back || Mt |

*

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Select a TPID if VLAN tag Q-in-Q is used.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.

B 00 O

]

O
O

PPP usually reg

PPP Uszrnams:

PRP Password

PPPoE Sarvice Name:
Authentication Mathad: | AUTO hl

PPP Username and Password

Enzble Fulloone HAT

Dial on demand (with idle timeout timer)

PPP [P extension

Enzblz Firews

sz Szatic IPv4 Address

Usz Szatic IPvE Address

Enzble IPvE Unnumbered Model
Launch Dhepée for Address Assignment [TANA)
Launch Dhepée for Prefix Delegation (TAPD)

Launch Dhepée for Rapid Commit

Foxed MTU

MTU: 142

(] Enzblz MLD Multicas

Enzble PPP Debug Mode

Bridge PPPoE Frames Betwesn WAN and Loca! Pors

[ Enzhble MLD Multicast Source

WAN interface with base MAC.
Maotice: Onlby one WAM interface can be doned wo base MAC sddress,

|:| Enzble WAN intarface with base MAC

at you have 3 ussr name and password to establish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you.

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.
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PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The NexusLink 3130 can be configured to disconnect if there is no activity for a
period of time by selecting the Dial on demand checkbox M. You must also enter
an inactivity timeout period in the range of 1 to 4320 minutes.

PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

¢ Allows only one PC on the LAN.

¢ Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

e The public IP address assignhed by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, itis
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

USE STATIC IPv6 ADDRESS
Unless your service provider specially requires it, do not select this checkbox M. If
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selected, enter the static IP address in the IPv6 Address field.
Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
o Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
o Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.
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FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoOE.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The NexusLink 3130 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down

box).

Routing -- Default Gateway

Default gatevay inverface list can have multiple WAN interfaces served as system defzul
gateways but only one will be wsed according to the priority with the first being the hipest and

the last one the lowsst pricrity if the WAN interface is connected, Pricsity order can be changed

by remaoving zll and adding them back in again

Available Routed WAN

Selected Default Gateway
Interfaces

Interfaces

IPvé: Selact a preferred wan interface as the system default IPve gateway,

Selected WAN Intzrfzce | pppoe_0_0_35/ppp0.1 |

| Back | Mt |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMS Server Configuration

Select DMS Sarver Interface from zvailable WAN intarfaces OR enter static DNS server [P
addrezzes for the system. In ATM mode, if only @ single PWC with IPoA or static [PoE protocol is
configured, Static DMS server IP addresses must be entered

DMS Server Interfaces can have multiple WAN interfaces served 25 system dns servers but
only one will be usad according o the priority with the first being the higest and the last one the
lowest: priority if the WAN interface is connected, Priority order can be changed by removing all
and adding them back in again,

Select DNS Server Interface from available WAN interfaces:
Selected OMNS Server Interfaces Avaiakle WAN Interfaces

Use the following Static DNS IP address:
Primary DNS sarver

Lecondary DNS server

IPvé: Select the configured WAN interface for IPve DNS sarver information OR enter the static
IPwE DHE server Addresss
Motz that selecting a WAN interface for IPvE DMS server will enable DHOPE Client on that
intarfacs,

=1

@ Obtzin IPvE DNS info from 2 WAN interfzcs:

WAN Interface szhectad | pppos_0_0 35/pppd.1 w |

) sz the fo owing Static IPve DS address
Primary IPwE DNS Serven

Lecondary [Pwe DNG Serven

0= Mot
| DK I WL |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings below miatch the settings provided by your ISP,

Connection Type: PERaE

MAT: Dizatled
Full Cone MAT: Dizatled
Firewsall: Disathed
IGMP Multicast Proxy: Disazied
[GMP Multicast Source Enabled: | Disz5led
MLD Multicast Proxy: Disalbled
MLD Multicast Source Enabled: | Disz-lzd
Quality Of Service: Disabled

Oick "Apply/Save” to have this intarface to be effective. Click "Back” to make ary modfications.
| Back || ApphySave |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.7 IP over ETHERNET (IPoE) - IPv6

STEP 1: Select the IP over Ethernet radio button and click Next. *Then select
IPv6 only from the drop-down box at the bottom off the screen and click

Next.

WAN Service Configuration

Select WAN sarvice tyoe

() PPP over Ethernet (PPPoE)

® 1P gver Ethamet {DHCP! Static IP]

L. Bridiging

Enter Service Description: | ipos_0_0 35

For tagged service, enter valid 802.1P Priority and 802,10 WLAN ID.

Enter 832.1P Priority [0-7]:
Enter 802,10 VLAN ID [0-2094]:
Select VLAN TPID

Intermet Protocol Selection:

[1IPv6 Only v

For untagged service, s=1 -1 to both 802,1P Priority and 802,10 VLAN

ID

-1
-1

Selecta TRID w

| Back || Mext |

*

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

Select a TPID if VLAN tag Q-in-Q is used.
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IPv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IPv6 address method instead to assign
WAN IP address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN IPv6 settings.

Notice: If “"Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WAN IP Settings

gatewEy

Obtzin an IP address sutomatically
Option 12 Hostrame: Measlink_3130
Option 60 Vendar ID

Option 61 IAID (8 hexadecimal digits)
Option 61 DUID (hexadecimal digit)
Option 77 User ID
Option 125

Disable Enable

Option 50 Request IP Address
Option 51 Request Leased Tima:
Option 54 Request Server Address

Us= the following Static IP address:
WAN Gateway IP Address
Enter information provided to you by your ISP to configure the WAN IPvE s=ttings,
Notice:
If "Obtain an [Pv6 address sutomatically” is chosen, DHCPvE Chent will be enabled on this WAN interface.
If "Use the following Static IPvE address” is chasen, enter the statgic WAN IPwe address, If the address
prefi: length is not specified, it will be defeult to /&4,
®  Obtzin =n IPv6 address zutomatically

O Dhepvd Address Assignment (TANA)
Dhepwé Prefix Delegation (IAPD)

O Dhepwé Rapid Commit

\_} Use the following Static [Pve address
WAN IPvE Address/Prefix Length

Specify the Mext-Hop IPvE address for this WAN intarfacs.
Motice: This address can be either a link loczl or  global unicast IPvE address.

WAN Nezet-Hop IPvE Addrness:

[ Back || mee |

Click Next to continue or click Back to return to the previous step.
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DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
J Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
o Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox ™.

Metwork Address Translation Settings

MNetwork Address Translation {NAT) allows you to share one Wide Area Nebwork
(WAN) IP address for multiple computers on your Local Area Mebwork (LAM].

Enable NAT

Enable Firewa

Enable MLD Multicast Praxy
Enable MLD Multicast Source

WAN interface with base MAC.

Notice: Only one WAN interface can be cloned to base MAC address,
Enable WAN intarface with base MAC
Back Mext

Click Next to continue or click Back to return to the previous step.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing —- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default
gateways but onhy one will be used according to the pricrity with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected. Pricrity
order can be changed by removing all and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atm0.1 & &

IPvE: Select & preferrad wan interface as the system default IPvE gateway.
Selected WAN Interfzce ipoe_0_0_35/atm0.1 -

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the

static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMS Server Configuration

Select DMS Server Interface from available WAN interfaces OR. enter stztic DNS
server IP addresses for the system, In ATM maode, if only a single PYC with IPof or
static IPoE protocol & configured, Static DNS server IP addresses must be entered,
DMS Server Interfaces can have multiple WAN interfaces served 25 system dns
servers but only one will be used according to the priority with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected, Pricrity
order can be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:

Seleczd DS Server Intzrfaces Ayaiatle WAN Intzrfaces

Use the following Static DNS IP address:
Primary DNS sarver

Lecondary DNS server

WAN interface for IPvE DS server information OR

WAN interface for IPvE DNS server will enable DHOPVE Client
on that interface,

@ Obtzin IPvE DNS info from 2 WAN interfzcs:

WAN Interface sshected [ipoe_0_0_35/atm0.1 w |
) usathe fo owing Static IPve DS address

Primary IPwE DNS Sanver

Lecondary [Pk DNG Serven

B Mot
| Datk I L= |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by youwr ISP,

Connection Type: IPoE

MAT: Diizabled
Full Cone MAT: Disabied
Firewsall: Disabled
IGMP Multicast Proxy: Disaitled

IGMP Multicast Source Enabled: | Dizz=/=d

MLD Multicast Praxy:

Disabled

MLD Multicast Source Enabled: | Diszc'=d

Quality Of Service:

Disablad

madifications

Click "Apply/Save” to have this interface to be effective. Click "Back™ to make any

| Back || Apphyfsave |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.8 PPP over ATM (PPPoA) - IPv6

STEP 1: Select IPv6 Only from the drop-down box at the bottom
of this screen and click Next.

WAN Service Configuration

Enter Service Description | popoa_0 0 35

Internet Protocol Sehection:

[IPvE Only |

| Back || et |
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP usually reguires that you
connection, In the boxes below, ent
ISP has provided to you.

ve & user name and pessword o estalish your
er e USEr NaMe 3nd Passwond thak your

PPP Usernams:
PPP Password
Authentication Method: | AUTO bl

Enzble Fullone MAT

Dizl on demand (with idle timeout timer)

PPP IP extension

[C] Enzble Firewa

Usz Seatic I Address

Usz Seatic IPvE Address

Enzble IPvE Unnumbered Maodel

o o O

Launch Dhepée for Address Assignment [TAMA)

(<

Launch Dhepée for Prefix Delegation (TAPD)

Launch Dhepée for Rapid Commit

]

Fired MTU

MTU:| 1500

[  Enzbl: PPP Debug Made

[ Enzble MLD Multicast Proxy
[l Enzblz MLD Multicast Source

WAN interface with base MAC.
Notice: Only one WAN interface can be doned to base MAC address,

D Enzbiz WAN nterface with base MAC
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PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The NexusLink 3130 can be configured to disconnect if there is no activity for a
period of time by selecting the Dial on demand checkbox M. You must also enter
an inactivity timeout period in the range of 1 to 4320 minutes.

PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

e Allows only one PC on the LAN.

e Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, itis
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.
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ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA's various activities can be broadly grouped in to three categories:
e Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
e Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
e Protocol Assignments
Internet protocols’ humbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client's message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPOA.
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ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway
Defz
Selected Default Gateway Available Routed WAN
Interfaces Interfaces
=
Sabected WAMN Intarface | pppoa_0_0 35/pppoald w |
| Back | Next |

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DS Server Interfacz from available WAN interfaces OR enter static DNS
server IP addresses for ystem, In ATM mede, if only a single PYC with IPoA or
stztic [PoE protocol i configured, Static DMS ssrver IR addressss must be entered,
DNS Server Interfaces can have multiple WAN interfaces served as system dns
servers but only one will be used according o the priority with the first being the
higest and the last one the lowest priority if the WAN interface is connected, Pricrity
order can be changed by removing all and adding them back in agsin.

Salect DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

Use the following Static DNS IP address:
Primary DMS sarver

Lecondary DMS server

er information OR

S zarver Addresses,
M hat selecting 2 WAN interface for IPvG DNS server will enable DHCPE Clisnt
on that interface.

@) Obtzin I0vE DNS info from 2 WAN intarfzcs:

WAN Interface sshected | pppoa_0_0_35/pppoal v |

() ysathe fo owing Static IPve DMS address
Primary IPwve DNS Sarvern:

Lecondary IPwe DNS Serven

B Moot
| DaCK I WXL |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the sattings provided by your ISP,

Connection Type: PERoa

MAT: Dizabled
Full Cone NAT: Disabled
Firewall: Disabled
IGMP Multicast Proxy: Diszzied
IGMP Multicast Source Enabled: | Disz-ed
MLD Multicast Prasxy: Disabdad
MLD Multicast Source Enabled: | Dizztled
Quality Of Service: Dizabled

Click "Apphy/Save” to have this interface to be effective, Click "Back™ to make any
madifications

[ Back || Apphyfsave |

After clicking Apply/Save, the new service should appear on the main screen.
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